
 

 

 

MINUTES 

 Audit Committee Meeting 
Tuesday, 22 February 2022  6:30 PM 

Disclaimer  
The purpose of this Council meeting is to discuss and, where possible, make resolutions about items appearing on the agenda.  
Whilst Council has the power to resolve such items and may in fact, appear to have done so at the meeting, no person should rely on or act on the 
basis of such decision or on any advice or information provided by a member or officer, or on the content of any discussion occurring, during the 
course of the meeting.  Persons should be aware that the provisions of the Local Government Act 1995 (section 5.25 (e)) establish procedures for 
revocation or rescission of a Council decision.  No person should rely on the decisions made by Council until formal advice of the Council decision 
is received by that person. 
The Town of East Fremantle expressly disclaims liability for any loss or damage suffered by any person as a result of relying on or acting on the 
basis of any resolution of Council, or any advice or information provided by a member or officer, or the content of any discussion occurring, during 
the course of the Council meeting.  

Copyright  
The Town wishes to advise that any plans or documents contained within this Agenda may be subject to copyright law provisions (Copyright Act 
1968, as amended) and that the express permission of the copyright owner(s) should be sought prior to their reproduction. 
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MINUTES OF THE ORDINARY MEETING OF THE AUDIT COMMITTEE HELD IN THE COUNCIL CHAMBER, 135 

CANNING HIGHWAY EAST FREMANTLE ON TUESDAY, 22 FEBRUARY 2022. 

MINUTES 
1 DECLARATION OF OPENING OF MEETING/ANNOUNCEMENTS OF VISITORS  

 
The Presiding Member opened the meeting at 6.33pm and welcomed Jeff Sweetman and  Aram Madnack 
from the Office of the Auditor General and Independent Committee Member Ben Arnold. 
 

2 ACKNOWLEDGEMENT OF COUNTRY 

“On behalf of the Council I would like to acknowledge the Whadjuk Nyoongar people as the traditional 
custodians of the land on which this meeting is taking place and pay my respects to Elders past, present and 
emerging.” 
 

3 RECORD OF ATTENDANCE 

 
The following members were in attendance: 

 Cr A Natale Presiding Member 
 Mayor J O’Neill 
 Cr K Donovan 
 Cr A McPhail 
 Cr A White 
 Cr M Wilson 

Mr Ben Arnold Independent Committee Member 
 
The following staff were in attendance: 
 
Mr Gary Tuffin Chief Executive Officer 
Mr Peter Kocian Executive Manager, Corporate Services 
Mr Sam Dolzadelli Manager, Finance 
Mrs Bron Browning Minute Secretary  

 
 

4 MEMORANDUM OF OUTSTANDING BUSINESS  

 
Nil. 
 

5 DISCLOSURES OF INTEREST 

 
Nil. 
 

6 PUBLIC QUESTION TIME 

 
Nil.  
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7 PRESENTATIONS/DEPUTATIONS 

 
Nil. 
 

8 CONFIRMATION OF MINUTES OF PREVIOUS MEETING  

8.1  AUDIT COMMITTEE THURSDAY, 4 NOVEMBER 2021 

OFFICER RECOMMENDATION 
 
Moved Cr McPhail, seconded Cr Donovan 
 
That the minutes of the Audit Committee meeting held on Thursday, 4 November 2021 be confirmed as 
a true and correct record of proceedings. 

(CARRIED UNANIMOUSLY) 
 

 

9 ANNOUNCEMENTS BY THE PRESIDING MEMBER  

 
Nil. 
 

10 REPORTS 

Reports start on the next page 
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10.1 2202 ANNUAL FINANCIAL REPORT AND AUDIT REPORT AND ATTENDANCE OF OFFICE OF 

AUDITOR GENERAL  

Report Reference Number ACR-173 

Prepared by Sam Dolzadelli, Manager Finance 

Supervised by Peter Kocian, Executive Manager Corporate Services 

Meeting date Tuesday, 22 February 2022 

Voting requirements Simple Majority 

Documents tabled Nil 

Attachments 
1. Annual Financial Report (Audited) for the Year Ended 30 June 2021 
2. Audit Opinion 
3. Final Audit Findings for the Year Ended 30 June 2021 (Confidential Attachment) 
4. Interim Audit Findings for the Year Ended 30 June 2021 (Confidential Attachment) 
5. Audit Exit Briefing for the Year Ended 30 June 2021 (Confidential Attachment) 

 

PURPOSE  

The purpose of this report is for the Audit Committee to receive the Annual Financial Report (Audited) for the 

year ended 30 June 2021, and to consider significant matters raised in the Independent Auditor’s Report.  

The Audit Committee is being requested to note that representatives (Mr Jeff Sweetman – Audit Manager; Mr 

Aram Madnack – Director) from the Office of Auditor General will be attending the February meeting. 

EXECUTIVE SUMMARY  

Section 6.4 of the Local Government Act 1995 requires local governments to prepare an annual financial report 

for the preceding financial year. The financial report is to be prepared and presented in the manner and form 

prescribed in the Local Government (Financial Management) Regulations 1996. Local Governments are 

required to submit the annual financial report to its auditor by the 30 September. 

The Town has requested attendance by the Office of Auditor General to this meeting. This presents an 

opportunity for the Committee to meet with the Audit Team to discuss the Audit Plan and any matters relating 

to the external audit. 

BACKGROUND 

The 2020/21 audit timeline included field work from the 8 November to 3 December 2021. An exit meeting 

was held on the 9 December 2021, receipt of signed financials and representation letter on 10 December 2021, 

and issue of audit opinion on 14 December 2021. 

Part 7 of the Local Government Act 1995 deals with matters specific to the conduct of local government audit. 

Section 7.12A requires that a local government do the following amongst other things: 

• Examine the audit report; 

• Determine if any matters raised by the audit report, require action to be taken; 

• Ensure that appropriate action is taken in respect of those matters; 

• Prepare a report addressing any matters identified as significant by the auditor in the audit report, 
and stating what action the local government has taken or intends to take with respect to each of 
those matters; 
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• Provide a copy of that report to the Minister within 3 months after the audit report is received by the 
local government; and  

• Within 14 days after a local government gives a report to the Minister, the CEO must publish a copy 
of the report on the local government’s official website. 

CONSULTATION 

Executive Manager Corporate Services 

Chief Executive Officer 

Office of Auditor General 

STATUTORY ENVIRONMENT 

Part 7 of the Local Government Act 1995 and the Local Government (Audit) Regulations 1996 applies to audit 

in local government. 

After the annual financial report has been audited, the CEO is to sign and append to the report a declaration. 

A copy of the annual financial report is then to be submitted to the Departmental CEO within 30 days of the 

receipt by the local government’s CEO of the auditor’s report on that financial report. 

POLICY IMPLICATIONS 

The Department of Local Government has published Operational Guideline No. 9 Audit in Local Government 

that covers the appointment, functions and responsibilities of Audit Committees. 

FINANCIAL IMPLICATIONS 

The Town accrued expenditure of $44,300 (excl. GST) in audit fees for 2020/21, being the indicative audit fee 

previously advised. The Office of Auditor General confirmed on the 9 December 2021 that the final audit fee 

would be as indicated. 

STRATEGIC IMPLICATIONS 

Strategic Priority 5 – Leadership and Governance 

5.1 Strengthen organisational accountability and transparency 

5.3 Strive for excellence in leadership and governance 

RISK IMPLICATIONS 

Risks 

 

Risk Risk Likelihood 
(based on 
history & with 
existing 
controls) 

Risk Impact / 
Consequence 

Risk Rating 
(Prior to 
Treatment or 
Control) 

Principal Risk 
Theme 

Risk Action Plan 
(Controls or 
Treatment 
proposed) 

That the 
Town 
receives a 
qualified 
audit 
opinion 

Possible (3) Moderate (3) Moderate (5-
9) 

REPUTATIONAL 
Substantiated, low 
impact, low news 
item 

Control through 
robust internal 
controls and staff 
development ... 
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Risk Matrix 

 
            Consequence 
 
Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

 

A risk is often specified in terms of an event or circumstance and the consequences that may flow from it. An 

effect may be positive, negative or a deviation from the expected and may be related to the following 

objectives: occupational health and safety, financial, service interruption, compliance, reputation and 

environment. A risk matrix has been prepared and a risk rating is provided below. Any items with a risk 

rating over 16 will be added to the Risk Register, and any item with a risk rating over 16 will require a specific 

risk treatment plan to be developed. 

RISK RATING 

 

Risk Rating 9 

Does this item need to be added to the Town’s Risk 
Register 

NO 

Is a Risk Treatment Plan Required No 

 

SITE INSPECTION 

Not Applicable. 

COMMENT 

The Independent Auditor’s Report is appended to the Annual Financial Report. The Auditor has provided the 

opinion that the financial report of the Town of East Fremantle: 

(i) Is based on proper accounts and records; and 
(ii) Fairly represents, in all material respects, the results of the operations of the Town for the year 

ended 30 June 2021 and its financial position at the end of that period in accordance with the 
Local Government Act 1995 and, to the extent that they are not inconsistent with the Act, 
Australian Accounting Standards. 

 

The Auditor has however raised two ‘significant’ matters that meet the review and reporting requirements of 

section 7.12A (3)(4) of the Local Government Act 1995. These matters are listed below, along with 

management comment. This agenda report is to be provided to the Minister and will be published on the 

Town’s website as per requirements. 

Significant Finding 1 

The following material matter indicates a significant adverse trend in the financial position of the Town: 
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a. The Operating Surplus Ratio as reported in Note 35 of the financial report has been below the 
Department of Local Government, Sport and Cultural Industries’ standard for the current year and past 
2 years. 

 
Management Comment 

Council adopted a 15-year Strategic Resource Plan (combined asset management and long term financial plan) 

at its ordinary meeting of May 2019. Section 5.11 of this document discusses the forecast operating ratios from 

2019-2034. The Operating Surplus Ratio is not projected to meet the Department’s standard of 1.00% until the 

2028-29 financial year. Council is aware of this, with the following comment provided in the agenda report of 

May 2019: 

Council has a legislative requirement to comply with the principles of sound financial management, of which a 

key component is the preparation of a Long Term Financial Plan. The Office of Auditor General is also required 

to undertake a performance audit of adverse financial trends in the financial position or the financial 

management practices of the local government. This will be limited a high level assessment of whether the 7 

financial ratios reported in the notes to the financial report achieved the standards set by the Department of 

Local Government, Sport and Cultural Industries. Council therefore needs to be cognizant of the ratio analysis 

included in the Forecast Financial Statements as 3 of the ratios are below benchmark. 

A number of assumptions underpin the Strategic Resource Plan, including a 3% annual rate increase. Every 

endeavour will be made to ensure operating revenue grows at a faster rate than operating expenditure in 

order to achieve an improved Operating Surplus Ratio. 

The following are material matters identified by the Auditor indicating non-compliance with Part 6 of the Local 

Government Act 1995, the Local Government (Financial Management) Regulations 1996 or applicable financial 

controls of any other written law. 

Significant Finding 2 

Evidence was not consistently retained to demonstrate whether changes to the supplier master file, including 

bank account details, were authorized by an officer other than the person making the amendment. This 

increases the risk that unauthorized changes may be made, resulting in errors or funds being inappropriately 

transferred. Our audit did not identify any instances of unauthorized changes. 

Management Comment 

All changes to the supplier and trust creditor master-files are independently reviewed. 

• The Senior Finance Officer reviews all creditor and trust creditor payment batches which includes 
the checking of bank account details in the first instance. 

• During the 2021/22 financial year, the Town has implemented a third-party solution ‘eftsure’ which 
is a specialised electronic funds transfer verification tool which verifies supplier’s details (including 
bank details) to ensure the Town is making payment to the correct supplier. This solution identifies 
errors and fraudulent/scam payments before funds are released. All new suppliers are now 
onboarded using the eftsure platform which further increases the accuracy and integrity of the 
Town’s supplier master-file. Any new suppliers or suppliers with a change in details that have been 
entered via Eftsure are cross-checked by the Finance Officer or Senior Finance Officer with the 
Town’s creditor system in Synergysoft. The Manager Finance will then review any changes to the 
creditor record and sign the eftsure report which illustrates the review was undertaken. 

• Prior to the implementation of eftsure, for the 2020/21 financial year (current audit), the Town was 
utilising a form to capture changes to the supplier master file. The Town acknowledges that the form 
may not have been signed on all occasions by both the Manager Finance and Administration and 
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Executive Manager Corporate Services in all instances at the time. Noting that the most significant 
period of failure to append the signatures was whilst one of them was on leave. Management also 
acknowledges that this is not the only detective control of potential fraud. 

• An audit report, detailing changes to bank account details (and identifying whom made the change) 
is generated on a fortnightly basis and emailed to the Executive Manager Corporate Services, 
Manager Finance, Senior Finance Officer and Finance Officer for review. This audit report is cross-
checked against the eftsure new supplier/change of supplier details reports. 
 

Regulations require the auditor, where appropriate, to prepare a management report to accompany the 

auditor’s report. Although there is no legislative requirement for the auditor to prepare a management report 

unless deemed appropriate, local governments may wish to require the auditor to prepare a report on all 

issues identified during the audit. 

The audit findings from interim and final audit is presented as attachment 2 and 3 to this report and will be 

incorporated into the standing status report that is presented to the Audit Committee for ongoing monitoring. 

CONCLUSION 

Not Applicable. 

OFFICER RECOMMENDATION / COMMITTEE RESOLUTION   

  

Committee Resolution  012202 

OFFICER RECOMMENDATION 

Moved Cr White, seconded Mayor O’Neill 

That the Audit Committee recommend Council: 

 
1. Receive the Annual Financial Report for the year ended 30 June 2021, inclusive of the 

independent Auditor’s Report. 
2. Request that the Chief Executive Officer submit a copy of the Annual Financial Report, 

inclusive of the Independent Audit Report, to the Department Chief Executive Officer within 
30 days of receipt of the Auditor’s Report. 

3. Note the ‘significant’ matters raised in the independent Auditor’s Report, and the 
Management Comment, as discussed in the body of this agenda report. 

4. Request that the Chief Executive Officer submit a copy of this agenda report and minutes to 
the Minister, within 3 months from the date of the Independent Auditor’s Report (i.e. 3 
months from 14 December 2021). 

5. request that a copy of this agenda report and minutes be published on the Town of East 
Fremantle website, within 14 days of the report being provided to the Minister. 

The Audit Committee noted that representatives from the Office of the Auditor General were in 
attendance at the February Meeting to discuss the Audit Opinion and Audit Findings for the year 
ended 30 June 2021. 

(CARRIED UNANIMOUSLY 
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The Auditors advised that the Audit process had gone very well and thanked staff for their efforts and support 

during the audit process. 

The Auditors referred the Committee members to the significant matters raised in the Report, with particular 

reference to the inadequate controls over changes to the supplier master file and advised that there was still 

some work to be done to correct that but were satisfied that the Town’s management had taken the 

recommendation on board and are working to resolve that issue.   

Cr Natale referred to the Information Systems findings and noted that most of the issues raised in the audit of 

those systems back in 2019 had been resolved. 

Peter Kocian advised the Committee members there were 11 audit findings from the Information Audit back 

in 2019 of which two remain outstanding and are featured in the Consolidated Status Report and the Financial 

Management Audit letter. 

Cr McPhail raised a query in relation to the Employee Related Provisions with particular reference to the 

$314,593 leave amounts that are expected to be settled less than 12 months after the reporting date.  The 

Auditors advised the Town’s obligations for long-term employee benefits are presented as non-current 

provisions in its statement of financial position except where the Town does not have an unconditional right 

to defer settlement for at least 12 months after the end of the reporting period in which case the obligations 

are presented as current provisions. 

Ben Arnold advised that in accordance the Accounting Standards he was comfortable with the explanation 

given by the Auditors. 

Ben Arnold raised a query regarding the Financial Ratios and whether there was an opportunity for the 

benchmark to be reviewed. 

The Auditors advised that they have regular meetings with the Department of Local Government, Sport and 

Cultural Industries to provide feedback on the processes.  They are currently looking at decreasing the number 

of ratios from 7 to 5 and are also looking at the accounting and methodology used to derive those ratios. 

Peter Kocian advised the Department of Local Government, Sport and Cultural Industries has set up a model 

of the Financials and Ratios and that they were out in the Public Sector for comment at the moment.  The 

Department is hopeful that the changes can be made in 2021/2022. 

In addition, there was general discussion around a major flaw in the calculation of the Operating Surplus Ratio, 

as it excludes any recurrent funding sources (ie HACC & other operating grants), but does include the related 

tied expenditure. In fact, if both are removed from the ratio (grant income and tied expenditure) the ratio for 

the Town becomes positive.   

Ben Arnold raised a query regarding controls to be conducted by the Office of Auditor General in the current 

financial year.  The Auditors advised in terms of the information systems controls, the Town was consulted in 

2019 and there may be a follow up this year or next year to review the Towns systems and processes. 

Cr Natale queried whether the auditors will be continuing working with the Town next year and whether the 

fee would remain the same. The Auditors advised they would be working with the Town next year and that 

the fee structure is currently under review. 

Cr Natale noted that the report was an unqualified audit report and that the issues of concern are in 

accordance with the Audit Regulations of Local Government.  He thanked the auditors for attending the 

meeting. 
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10.2  2202 MID-YEAR REVIEW OF 2021-22 BUDGET FOR PERIOD 1 JULY 2021 TO 31 DECEMBER 

2021 - REPORT 

Report Reference Number ACR-212 

Prepared by Sam Dolzadelli, Manager Finance 

Supervised by Peter Kocian, Executive Manager Corporate Services 

Meeting date Tuesday, 22 February 2022 

Voting requirements Absolute Majority 

Documents tabled Nil. 

Attachments 
1. Statement of Financial Activity by Nature and Type and Schedule of Chart of Accounts 

 

PURPOSE  

The Committee is requested to consider the budget review as presented in the Statement of Financial 
Activity by Nature and Type for the period 1 July 2021 to 31 December 2021 and recommend the budget 
review for approval by Council. 

EXECUTIVE SUMMARY  

The Local Government (Financial Management) Regulations 1996, regulation 33A, requires that local 

governments conduct a budget review between 1 January and 31 March in each financial year. A copy of the 

review and determination is to be provided to the Department of Local Government within 30 days of the 

adoption of the review. 

BACKGROUND 

A Statement of Financial Activity incorporating year to date budget variations and forecasts to 30 June 2022 

for the period ending 31 December 2021 is presented to Council to consider. 

Forecasts for the 30 June 2022 have been assigned to all accounts, resulting in a forecast surplus/deficit 
position of $0 which is equal to the adopted budget (surplus of nil) and favourable in comparison with the 
amended budget (deficit of $73,719) prior to the amendment to the opening funding position. It is to be 
noted that the amendment to the opening surplus as presented to Council at the February OCM puts the 
current budget position in a surplus of $243,125, due to the LRCIP funding received in 20/21 being originally 
excluded from the brough-forward funding position, although already allocated against capital expenditure 
items. 

CONSULTATION 

Budget Managers 
Executive Leadership Team 

STATUTORY ENVIRONMENT 

Regulation 33A (Review of Budget) of the Local Government (Financial Management) Regulations 1996, as 

amended, requires the local government to carry out a review of its annual budget between 1 January and 31 

March each year as follows: 

33A. Review of budget 
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 (1) Between 1 January and 31 March in each financial year a local government is to carry out a review 
of its annual budget for that year. 

 (2A) The review of an annual budget for a financial year must — 

 (a) consider the local government’s financial performance in the period beginning on 1 July 
and ending no earlier than 31 December in that financial year; and 

 (b) consider the local government’s financial position as at the date of the review; and 

 (c) review the outcomes for the end of that financial year that are forecast in the budget. 

 (2) Within 30 days after a review of the annual budget of a local government is carried out it is to be 
submitted to the council. 

 (3) A council is to consider a review submitted to it and is to determine* whether or not to adopt the 
review, any parts of the review or any recommendations made in the review. 

 *Absolute majority required. 
      (4)      Within 30 days after a council has made a determination, a copy of the review and determination is 

to be provided to the Department. 
 

POLICY IMPLICATIONS 

Significant Accounting Policies are adopted by Council on an annual basis. These policies are used in the 

preparation of the statutory reports submitted to Council.  

FINANCIAL IMPLICATIONS 

Material variances are disclosed in the Statement of Financial Activity. 

As part of the adopted 2021/22 Budget, Council adopted the following thresholds as levels of material 

variances for financial reporting. 

In accordance with regulation 34 (5) of the Local Government (Financial Management) Regulations 1996, and 

AASB 1031 Materiality, the level to be used in statements of financial activity in 2020/21 for reporting material 

variances shall be: 
 

(a) 10% of the amended budget; or 

(b) $10,000 of the amended budget. 

 

whichever is greater. In addition, that the material variance limit be applied to total revenue and expenditure 

for each Nature and Type classification and capital income and expenditure in the Statement of Financial 

Activity. 

STRATEGIC IMPLICATIONS 

The matter being put to the Committee is not likely to have a direct impact on the strategies of the Council. 

4.9 A financially sustainable Town – Provide financial management services to enable the Town to sustainably 

provide services to the community. 

RISK IMPLICATIONS 

Risks 
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Risk Risk 
Likelihood 
(based on 
history & 
with existing 
controls) 

Risk Impact / 
Consequence 

Risk Rating 
(Prior to 
Treatment 
or Control) 

Principal Risk Theme Risk Action Plan 
(Controls or 
Treatment 
proposed) 

That Council 
does not 
approve the 
schedule of 
budget 
variations 
impacting 
service 
delivery 

Rare (1) Moderate (3) Low (1-4) SERVICE 
INTERRUPTION 
Prolonged 
interruption of 
services - additional 
resources; 
performance 
affected <1 month 

Accept Officer 
Recommendation 

 

Risk Matrix 

 
            Consequence 
 
Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

 

A risk is often specified in terms of an event or circumstance and the consequences that may flow from it. An 

effect may be positive, negative or a deviation from the expected and may be related to the following 

objectives: occupational health and safety, financial, service interruption, compliance, reputation and 

environment. A risk matrix has been prepared and a risk rating is provided below. Any items with a risk 

rating over 16 will be added to the Risk Register, and any item with a risk rating over 16 will require a specific 

risk treatment plan to be developed. 

RISK RATING 

 

Risk Rating 3 

Does this item need to be added to the Town’s Risk 
Register 

NO 

Is a Risk Treatment Plan Required No 

SITE INSPECTION 

Not Applicable. 

COMMENT 

A budget review was undertaken during January 2022 based on the December 2021 financial statements in 

accordance with the requirements of the Local Government (Financial Management) Regulation 33A. 
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In discussing proposed budget amendments, recommended budget variations are categorised as either 

Favourable, Unfavourable or Contra. This status relates to their impact on the Town’s net current asset 

position. As an example, a project that is fully funded by grants or reserves would generally be a contra entry 

– that is, it will have a nil impact on net current assets as the expenditure is fully supported by specific source 

funding. The balance of net current assets is a key indicator of the Town’s ability to meet its debts and 

obligations as and when they fall due, and its financial flexibility in responding to opportunities, such as dollar 

for dollar grants, as and when required. 

In constructing the mid-year budget review, forecasts for the 30 June 2022 have been assigned to all accounts 

and are being reported in the Statement of Financial Activity by Nature and Type at a summary level. A copy 

of the Statement of Financial Activity by Nature and Type is provided below and in attachment 1:  
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The following high-level snapshot of the budget impact of proposed variations on the Statement of Financial 

Activity by Program is provided: 

• Forecast total operating revenue $11,049,338 versus amended budget of $11,089,080 (unfavourable 
variance of $39,742); 

• Forecast total operating expenditure of $11,693,635 versus amended budget of $12,275,724 
(favourable variance of $582,089 – includes depreciation non-cash variance of $495,242); 

• Forecast total depreciation expense of $2,075,935 versus amended budget of $2,571,177 (non-cash 
variance, attributable to decrease in depreciation rates/decrease in valuation of Town’s infrastructure 
assets as per 2021 revaluation); 

• Forecast total capital expenditure of $4,508,427 versus amended budget of $17,310,293 (decrease of 
$12,801,866 - $12.63m reduction in EF Oval budget and reduced plant replacement for 21/22) 

• Forecast transfers from reserve of $1,385,937 versus amended budget of $1,357,397 

• Forecast proceeds from new borrowings of $0 versus amended budget of $5,000,000 

• Forecast transfer to reserves of $2,685,431 versus amended budget of $2,126,477 (increase in transfer 
to EF Oval reserve and contra transfer in/out for waste reserve) 

 
A complete schedule of forecasts as at 30 June 2022 is included within attachment 1. There are a number of 

variations at income/expenditure code level; however, comparatives between actuals and year to date budget 

are assessed at general ledger account level, and therefore, any minor variances between IE code allocations 

(notably the 340/500 IE Codes) does not impact on the materiality of reporting. 

The significant changes in forecasts for Council information and approval are: 

Account 
Number 

Account 
Description 

Nature and 
Type Category 

21/22 Current 
Budget 

21/22 
Forecast 

(Amended 
Budget) 

Favourable (F) 
Unfavourable 
(U) 
Contra (C) 

Comment 

00405 Non-cash Admin – 
Profit on asset 
disposals  

Profit on asset 
disposals 

$20,194 $0 U Decreased plant 
replacement program. 
Profit/loss on sale does 
not impact funding 
position, proceeds on 
sale does. 

004075 Non-cash Health – 
Profit on asset 
disposals 

Profit on asset 
disposals 

$14,520 $0 U Decreased plant 
replacement program. 
Profit/loss on sale does 
not impact funding 
position, proceeds on 
sale does. 

004082 Non-cash Care of 
Families and 
Children – Profit 
on asset disposals 

Profit on asset 
disposals 

$40,920 $0 U Decreased plant 
replacement program. 
Profit/loss on sale does 
not impact funding 
position, proceeds on 
sale does. 

004142 Non-cash 
Unclassified 
Property – Profit 
on asset disposals 

Profit on asset 
disposals 

$17,839 $45,000 F Revised estimate on sale 
values due to current 
economic climate. 
Profit/loss on sale does 
not impact funding 
position, proceeds on 
sale does. 
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I03059 Interest Earnings – 
Rates Penalty 

Interest 
Earnings 

$35,000 $22,000 U Decrease in rates 
penalties due to increase 
in collection rate 

I03060 Fees and charges – 
Legal Costs 
recovered 

Fees and 
charges 

$35,000 $15,000 C Reduction in legal fees to 
recoup. Offset by legal 
costs incurred E03257.  

I03188 Interest Earnings – 
Muni Investments 

Interest 
Earnings 

$20,000 $5,000 U Low interest rate 
environment remains 

I04088 Other Revenue – 
Admin 

Other Revenue $5,000 $18,000 F LSL recouped from other 
Councils and insurance 
credits 

I08081 Fees and charges – 
CHSP Sundry 
Income 

Fees and 
charges 

$95,000 $35,000 U Reduction in income due 
to Covid, over-budgeted 

I08086 Fees and charges – 
CHSP Centre 
Based Respite 

Fees and 
charges 

$50,000 $35,000 U Reduction in income due 
to Covid, over-budgeted 

I08088 Operating grants – 
Commonwealth – 
CHSP 

Operating 
grants, 
subsidies and 
contributions 

$591,000 $606,371 F Variation to funding unit 
rates, increase in funding 

I09081 Fees and charges – 
Housing – Council 
Owned – Rent 

Fees and 
charges 

$77,000 $88,000 F Under-budgeted 

I11158 Operating grants – 
CHRMAP 

Operating 
grants, 
subsidies and 
contributions 

$23,875 $53,875 F Funding secured from 
DBCA 

I13182 Fees and charges – 
BCITF Receipts 

Fees and 
charges 

$30,000 $15,000 U Reduced 
permits/applications 
versus forecast 

I14083 Other Revenue – 
Insurance 
recovered 

Other Revenue $0 $50,000 F Worker’s comp recouped 
and insurance claims 

I14085 Fees and charges – 
Rent – 128 George 
St 

Fees and 
charges 

$17,250 $30,000 F New short-term lease 

I11159 Loan Proceeds – 
EF Oval 
Redevelopment 

Financing 
activities 

$5,000,000 $0 C Loan to not be drawn 
down on in 21/22, 
reduced capital 
expenditure 

I11160 Non-operating 
grants – State – EF 
Oval 
Redevelopment 

Non-operating 
grants, 
subsidies and 
contributions 

$10,000,000 $2,500,000 C Reduction in grant 
income for 21/22, as 
second milestone 
payment not expected 
until 22/23 

001622 Other expenditure 
– Bank Fees 

Other 
expenditure 

($30,000) ($50,000) U To incorporate all bank 
fees into the one GL 
account 

E03257 Materials and 
contracts – Rate 
debt recovery 
costs 

Materials and 
contracts 

($35,000) ($15,000) C Expenditure is recouped 
in account I03060. 
Reduced legal costs due 
to less debt recovery 
issues 
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E04204 Materials and 
contracts – OHS 
Work Plan 

Materials and 
contracts 

($25,000) ($7,500) F Reduced as original 
budget included 
provision for contribution 
to shared WHS resource, 
not to occur in 21/22 

E04210 Materials and 
contracts – Staff 
placement fees 

Materials and 
contracts 

($10,000) ($22,222) U Additional staff 
placement fees for 
backfill roles through 
agencies 

E04221 Materials and 
contracts – 
Computer Systems 
and Licenses 

Materials and 
contracts 

($236,000) ($266,000) U New ICT contract. 
Additional cost 
predominantly relates to 
an uplift in support costs. 

E04251 Materials and 
contracts – 
Website 
developments 

Materials and 
contracts 

($25,000) ($5,000) F Reduced for 21/22, 
projects to come in 
outward years 

E08210 Materials and 
contracts – CHSP 
Service Unit 

Materials and 
contracts 

($49,250) ($28,000) F Reduced costs with 
reduced services 

E10106 Materials and 
contracts – Waste 
Collection – Parks 
and reserves 

Materials and 
contracts 

($6,500) ($23,000) C Budget allocated to 
incorrect account, swap 
with below 

E10107 Materials and 
contracts – Waste 
Collection – Street 
Bins 

Materials and 
contracts 

($23,000) ($6,500) C Budget allocated to 
incorrect account, swap 
with above 

E10109 Materials and 
contracts – Waste 
Disposal – 
Recycling 

Materials and 
contracts 

($120,500) ($60,000) F Actual unit rate per tonne 
halved compared to 
budget 

E10110 Materials and 
contracts – Waste 
Disposal – General 
Waste 

Materials and 
contracts 

($137,000) ($150,000) U Increase in waste 
tonnages versus forecast 

E10232 Materials and 
contracts – RRRC 
Overhead 
contribution 

Materials and 
contracts 

($119,000) ($145,000) U Increase in waste 
tonnages versus forecast 

E10267 Materials and 
contracts – 
Riverside Road 
ramps/boat pens 

Materials and 
contracts 

($30,000) ($50,000) U Work to be done on 
mooring pens/pylons 

E11213 Materials and 
contracts – EF Oval 
Maintenance 

Materials and 
contracts 

($25,000) ($50,000) U Emergency bore/pump 
maintenance and 
replacement glass 

E11217 Utility charges – EF 
Lacrosse 

Utility charges ($25,000) ($8,000) F Over-budgeted due to 
one-off payment 20/21, 
reduced usage 

E11219 Materials and 
contracts 

Materials and 
contracts 

($10,000) ($25,000) U Additional turf 
maintenance 

E11263 Materials and 
contracts – EF 
Festival 

Materials and 
contracts 

($135,373) ($120,000) F Festival delivered under-
budget 
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E11271 Materials and 
contracts – 
Removal of HMAS 
Fencing 

Materials and 
contracts 

($60,000) ($0) C Not going ahead, budget 
re-allocated to E11637 

E12231 Materials and 
contracts – Tree 
replacements 

Materials and 
contracts 

($40,000) ($52,000) U Additional budget 
provision 

E13206 Other expenditure 
– Building Services 
Levy 

Other 
expenditure 

($40,000) ($25,000) F Reduced 

E13207 Other expenditure 
– BCITF Payments 

Other 
expenditure 

($30,000) ($10,000) F Reduced 

000215 Transfer to Waste 
Reserve 

Financing 
activities – 
Transfer to 
reserves 

($1,042,250) ($1,220,436) C Contra entry for waste 
transfer in/out to capture 
direct waste costs 

002421 Transfer to EF Oval 
Redevelopment 
Reserve 

Financing 
activities – 
Transfer to 
reserves 

($400,502) ($777,270) U Additional savings 
identified and surplus 
transferred to EF Oval 
Reserve. Unfavourable as 
reduces surplus, however 
favourable as increases 
reserve balance. 

E04629 Capex - Plant and 
equipment - 
Admin 

Investing 
activities – PPE 

($80,200) ($0) F Reduced plant 
replacement program 
due to supply chain issues 

E07404 Capex - Plant and 
equipment – 
Health 

Investing 
activities – PPE 

($24,200) ($0) F Reduced plant 
replacement program 
due to supply chain issues 

E08626 Capex - Plant and 
equipment – CHSP 

Investing 
activities – PPE 

($68,200) ($0) F Reduced plant 
replacement program 
due to supply chain issues 

E10648 Capex - Plant and 
equipment – Town 
Planning 

Investing 
activities – PPE 

($34,000) ($0) F Reduced plant 
replacement program 
due to supply chain issues 

E11637 Capex – 
Infrastructure - 
Youth Facilities 
Upgrades 

Investing 
activities - 
Infrastructure 

($70,000) ($120,000) C Moved budget from 
E11271 

E11715 Capex – Buildings 
– Other 
Recreation and 
sport 

Investing 
activities – PPE 

($15,262,000) ($2,550,000) C EF Oval Redevelopment, 
expenditure reduced in-
line with income 
reduction due to reduced 
works in 21/22. $80k 
moved to E14605 

E11727 Capex – 
Infrastructure – 
Henry Jeffery 
Resurfacing and 
turf upgrades 

Investing 
activities – 
Infrastructure 

($121,594) ($133,000) U Under-budgeted 
originally 

E11741 Capex – Plant and 
equipment – EF 
Oval 
Commemorative 
Artwork 

Investing 
activities – PPE 

($52,500) ($26,250) F Reduced to half 
milestone payment for 
21/22 
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E12823 Capex – 
Infrastructure – 
Drainage 

Investing 
activities – 
Infrastructure 

($203,000) ($217,097) U Under-budgeted 

E14605 Capex – Buildings 
– Various building 
upgrades 

Investing 
activities – PPE 

($0) ($80,000) C Moved budget from 
E11715 

CONCLUSION 

Nil. 

OFFICER RECOMMENDATION / COMMITTEE RESOLUTION   

 

Committee Resolution  022202 

OFFICER RECOMMENDATION 

Moved Cr White, seconded Cr McPhail 

That the Audit Committee recommend Council: 

 
1. Approve the mid-year budget review as per the forecast figures disclosed in the attached 

Statement of Financial Activity by Nature and Type for the period ending 31 December 2021, 
and as detailed in the schedule of chart of accounts in attachment 1. 

2. Note the following budget adjustments to headline figures in the Statement of Financial 
Activity: 
 

Opening Surplus $243,125 

Description Current Budget Forecast 30 June Variance 

Operating Revenue $11,089,080 $11,049,338 ($39,742) 

Operating Expenditure ($12,275,724) ($11,693,635) $582,089 

Non-Cash Items $2,422,237 $1,988,021 ($434,216) 

Capital Expenditure ($17,310,293) ($4,508,427) $12,801,866 

Non-Operating 
Revenue 

$11,333,972 $3,718,100 ($7,615,872) 

Transfers to Reserves ($2,126,477) ($2,685,431) ($558,954) 

Transfer from Reserves $1,357,397 $1,385,937 $28,540 

Repayment of 
borrowings 

($95,160) ($101,996) ($6,836) 

Proceeds from new 
borrowings 

$5,000,000 $0 ($5,000,000) 

Change in Net Current Assets $0 
 

(CARRIED UNANIMOUSLY) 

 

Sam Dolzadelli gave an overview on the Mid-Year Budget Review to Committee members.  
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REPORT ATTACHMENTS 

Attachments start on the next page 
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10.3 2202 AMENDMENT TO INVESTMENT POLICY - REPORT 

Report Reference Number ACR-183 

Prepared by Sam Dolzadelli, Manager Finance 

Supervised by Peter Kocian, Executive Manager Corporate Services 

Meeting date Tuesday, 22 February 2022 

Voting requirements Simple Majority 

Documents tabled Nil 

Attachments 
1. Amended Investment Policy 

PURPOSE  

The Audit Committee is requested to endorse the changes to the Town’s Investment Policy as provided in 
attachment 1. 

EXECUTIVE SUMMARY  

The Town’s Investment in Surplus Funds Policy has been updated to include the following: 
 

➢ Additional commentary and examples to be provided regarding product options for divestment. 
➢ New section to be included regarding the use of professional advice for investments. 

BACKGROUND 

The Town’s Investment Policy was last reviewed and amended on 17 March 2020. Since then, financial 
institutions have released a number of new investment (term deposit) products, specifically pertaining to 
environmental and sustainable investments.  
 
The Town also acknowledges the importance of maximising returns on investment, in order to realise an 
increased own-source revenue stream, thus the addition to the Policy regarding professional advice is 
included. 

CONSULTATION 

Executive Manager Corporate Services 

STATUTORY ENVIRONMENT 

Regulation 19 of the Local Government (Financial Management) Regulations 1996 requires local 
governments to establish and document internal control procedures to ensure control over investments. 

POLICY IMPLICATIONS 

Policy number 2.1.2 ‘Investment of Surplus Funds’, with proposed track changes as appended to this report. 

FINANCIAL IMPLICATIONS 

There are no financial implications relevant to this item. 

STRATEGIC IMPLICATIONS 

Strategic Priority 5 – Leadership and Governance 
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5.1 Strengthen organisational accountability and transparency 

5.3 Strive for excellence in leadership and governance 

RISK IMPLICATIONS 

Risks 

 

Risk Risk 
Likelihood 
(based on 
history & 
with 
existing 
controls) 

Risk Impact / 
Consequence 

Risk Rating 
(Prior to 
Treatment 
or Control) 

Principal Risk 
Theme 

Risk Action Plan 
(Controls or Treatment 
proposed) 

Non-compliance 
with the 
Investment Policy, 
leading to over-
exposure to credit 
rating risk 

Rare (1) Minor (2) Low (1-4) COMPLIANCE 
Some 
temporary 
non-
compliance 

Manage by ensuring 
investment register is 
monitored and 
reviewed frequently to 
ensure investment 
thresholds by credit 
rating/institution are 
complied with.... 

Risk that fossil fuel 
free banks do not 
offer competitive 
interest rates, or 
do not have 
availability to 
receive 
investments, 
resulting in non-
divestment 

Possible (3) Minor (2) Moderate 
(5-9) 

FINANCIAL 
IMPACT – Less 
than $10,000 

Accept risk 

Restrictions placed 
on the percentage 
of total portfolio 
held with any one 
institution 
sometimes 
impedes the 
Town’s ability to 
maximise 
investment 
returns  

Possible (3) Minor (2) Moderate 
(5-9) 

FINANCIAL 
IMPACT – Less 
than $10,000 

Accept risk 

 

Risk Matrix 

 
            Consequence 
 
Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 



AGENDA FOR AUDIT COMMITTEE MEETING TUESDAY, 22 FEBRUARY 2022 

 

Page 112 of 176 

 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

 

A risk is often specified in terms of an event or circumstance and the consequences that may flow from it. An 

effect may be positive, negative or a deviation from the expected and may be related to the following 

objectives: occupational health and safety, financial, service interruption, compliance, reputation and 

environment. A risk matrix has been prepared and a risk rating is provided below. Any items with a risk 

rating over 16 will be added to the Risk Register, and any item with a risk rating over 16 will require a specific 

risk treatment plan to be developed. 

RISK RATING 

 

Risk Rating 6 

Does this item need to be added to the Town’s Risk 
Register 

NO 

Is a Risk Treatment Plan Required No 

 

SITE INSPECTION 

Not Applicable. 

COMMENT 

Divestments 

The Town’s Investment of Surplus Funds Policy was last amended to include provision for a price preference 
to financial institutions that are deemed to not invest in or finance the fossil fuel industry. The Town seeks to 
add further detail to the above by including examples of divestment product lines that are regulated and 
certified by Climate Bond Initiative (CBI) and Responsible Investment Association Australasia (RIAA). This 
addition provides clarity around fossil fuel free divestments and can assist the Town in maximising its 
divestment portfolio whilst still achieving market average rate of return. 
 
Professional Advice 
 
The amended Investment of Surplus Funds Policy provides the Town with added flexibility in the investment 
process. By engaging a third party to provide professional advice on the Town’s investment strategy and 
portfolio, this increases the Town’s ability to maximise return on investment whilst maintain the appropriate 
levels of controls against any risks. A provider of this service will be able to assist in the formation of the 
Town’s investment strategy, as well as implementation of the investment portfolio and monitoring.  
 
The low-interest rate environment continues as illustrated by the current cash rate, remaining unchanged at 
an all-time low of 0.10%. The RBA has announced that it will stop buying government bonds from 10 
February, thus ending this additional monetary stimulus. Most economists are of the view this will not be 
changing for the whole of 2022, however an increase to a cash rate of 0.35% is forecast for the end of 2023.  
 
Conclusion 
Nil. 
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OFFICER RECOMMENDATION / COMMITTEE RESOLUTION   

 
Moved Mayor O’Neill, seconded Cr White 
The adoption of the Officer’s recommendation 
 
Amendment 
 
Moved Cr Wilson, seconded Cr McPhail 
 
That the following be deleted from the recommendation 

2. Amend the Investment of Surplus Funds Policy to include scope for the Town to seek professional 

advice relating to investments. 

The substantive motion, as amended was put. 
  

Committee Resolution  032202 

OFFICER RECOMMENDATION 

Moved Mayor O’Neill, seconded Cr White 

That the Audit Committee recommend Council: 

 
1. Amend the Investment of Surplus Funds Policy to provide an overview of divestment 

products, including examples of green and environmental, social, governance term 
deposits. 

(CARRIED UNANIMOUSLY) 

 

 

Reason: 

The Audit Committee elected to remove part 2 of the Officers Recommendation as they believed that 

professional advice was not required given the relative size of the investment portfolio, but they were open 

to revisiting this amendment once the full grant ($20m) was received for the EF Oval Project. 

 

REPORT ATTACHMENTS 

Attachments start on the next page 
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10.4 2202 OPERATIONAL AND STRATEGIC RISK REGISTERS - REPORT 

Report Reference Number ACR-171 

Prepared by Peter Kocian, Executive Manager Corporate Services 

Supervised by Gary Tuffin, Chief Executive Officer 

Meeting date Tuesday, 22 February 2022 

Voting requirements Simple Majority 

Documents tabled Nil 

Attachments 
1. Sample Risk Register Template 
2. Operational Risk Register 
3. Strategic Risk Register 
4. Smart Office Systems Application Agreement – Risk Register 
5. Smart Office Systems Application Agreement – Contract Register 

 

PURPOSE  

It is recommended that the Audit Committee received the attached Operational and Strategic Risk Register. 

EXECUTIVE SUMMARY  

The Town’s most recent Financial Management Review identified the requirement for a comprehensive Risk 
Register to be developed and presented to the Audit Committee as a standing item.   

BACKGROUND 

Operational Risk Register 
 
A report providing the background to the Town’s Risk Management Governance Framework was considered 
by the Audit Committee at its meeting of 7 November 2019.  A risk assessment tool has since been adopted 
by Council, and features in all Council agenda items.  Any item with a risk rating over 16 is required to be 
included in the attached Operational Risk Register. 
 
Strategic Risk Register 

Local Government Insurance Services (Risk Management Team) was engaged to assist the Town to identify 

potential strategic risks, facilitate the assessment and development of mitigation activities for prioritised 

strategic risks, and to provide a documented format for the ongoing management and reporting of strategic 

risks. 

The above project work has resulted in the development of a Strategic Risk Dashboard Report (see attached 

Strategic Risk Register).  Five key strategic risks have been identified by the Executive Team: 

➢ Waste Recycling 
➢ Inadequate provision of facilities or services 
➢ East Fremantle Oval Precinct Project 
➢ Strategic Planning 
➢ Stakeholder Engagement 
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The inherent risk (risk prior to implementation of any controls) is considered to be high or extreme for all of 

the aforementioned. A number of actions and timeframes have been attached to each of the Strategic Risks, 

the status of which will be reported to the Audit Committee on a reoccurring basis. 

CONSULTATION 

Executive Team 

STATUTORY ENVIRONMENT 

Regulation 17 of the Local Government (Audit) Regulations 1996 requires the CEO to review the 

appropriateness and effectiveness of a local governments systems and procedures in relation to risk 

management, internal control and legislative compliance separately or all at the one time, on the provision 

that each matter is reviewed at least once every three years. The CEO is also required to report the results of 

that review to Council. 

POLICY IMPLICATIONS 

Council has adopted Policy 2.2.4 Risk Management. 

FINANCIAL IMPLICATIONS 

Two proposals are attached to this item, amounting to $10,800 is consultancy fees: 

- Develop a SharePoint application that enables the creation, management, review and reporting of 

strategic and operational risks for the organisation. A simple online form will be provided for end users 

to create, edit and manage risks. Automated workflows will also be established. A new risk register 

dashboard will be created for the Audit Committee. 

- Develop a SharePoint application to establish a Contract Register. 

STRATEGIC IMPLICATIONS 

Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 

RISK IMPLICATIONS 

Risks 

 

Risk Risk 
Likelihood 
(based on 
history & 
with existing 
controls) 

Risk Impact / 
Consequence 

Risk Rating 
(Prior to 
Treatment 
or Control) 

Principal Risk Theme Risk Action Plan 
(Controls or 
Treatment 
proposed) 

That risk controls 
are not adequate 
resulting in high 
and extreme risks 
materialising. 

Possible (3) Extreme (5) High (10-16) SERVICE 
INTERRUPTION 
Prolonged 
interruption of 
services - additional 
resources; 

Control through 
oversight of high 
and extreme 
risks by the 
Audit 
Committee... 
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performance 
affected <1 month 

 

Risk Matrix 

 
            Consequence 
 
Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

 

A risk is often specified in terms of an event or circumstance and the consequences that may flow from it. An 

effect may be positive, negative or a deviation from the expected and may be related to the following 

objectives: occupational health and safety, financial, service interruption, compliance, reputation and 

environment. A risk matrix has been prepared and a risk rating is provided below. Any items with a risk 

rating over 16 will be added to the Risk Register, and any item with a risk rating over 16 will require a specific 

risk treatment plan to be developed. 

RISK RATING 

 

Risk Rating 15 

Does this item need to be added to the Town’s Risk 
Register 

NO 

Is a Risk Treatment Plan Required No 

 

SITE INSPECTION 

Not Applicable. 

COMMENT 

The Dashboard reports from the Risk Registers identify a number of actions to be completed within the next 

12-months. The Committees attention is drawn to these items and any queries/concerns/prioritised actions 

will be documented in the minutes from this meeting and reported against by staff at the next meeting. 

Smart Office Systems have been engaged to provide an Operational and Strategic Risk Register and Contracts 

Register via a Microsoft 365 application that will be enable the creation, management and review of the 

registers. A copy of those agreements are presented as attachments 3 and 4 to this report. 

CONCLUSION 

A new Risk Register is to be developed and will be presented to the Audit Committee for future meetings. 
 
The components of the Risk Register will be formatted with the following headings: 

- Risk type, Category and Description 
- Risk Impacts (as per the Towns Risk Management Framework) 
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- Risk Likelihood 
- Calculated Residual Risk 
- Mitigating Controls and Control Ratings 
- Review Period, Date of Last Review and Review Due Date 

 
Cr Wilson has provided an example of a Risk Register template – see attachment 1. The new Risk Register 
will be comparable in format. 
 

OFFICER RECOMMENDATION / COMMITTEE RESOLUTION   

  

Committee Resolution  042202 

Moved Mayor O’Neill, seconded Cr White 

OFFICER RECOMMENDATION 

That the Audit Committee: 

1. receives the Operational Risk Register and Strategic Risk Register as appended to this report 
and note that the current actions and timeframes contained within this document will be 
reviewed by the Committee on a reoccurring basis. 

2. Note that a new online Risk Register will be developed as per the attached scope and 
presented to the next Audit Committee meeting. 

(CARRIED UNANIMOUSLY) 
 

 

REPORT ATTACHMENTS 

Attachments start on the next page 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Category Risk  Existing Controls 

With Existing Controls   Actions After Additional Controls in place 
Effectiveness of 

Action 
Likelihood Severity 

Unmitigated 
Risk 

Actions to Reduce Risk Further  
Responsible 

Manager 
Due 
Date 

Likelihood 
Hazard 
Severity 

Mitigated 
Risk 

Acceptable 
time frame - 

Schedule 

Delay due to late 
submission of plan 
for department 
approval  

Council Project 
Management 
Controls workbook  

4 5 20 

1. Engagement session to be held with department to 
understand submission and key dates no later than xx 

2. Schedule to be developed that shows adequate float 
3. Schedule review meetings held monthly  

  
 

EMS xx/xx/xx 2 5 10 

Fill in as required.  
Ie; plan was 

submitted on target 
on xx 
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10.5 2202 CONSOLIDATED STATUS REPORT  

Report Reference Number ACR-220 

Prepared by Peter Kocian, Executive Manager Corporate Services 

Supervised by Gary Tuffin, Chief Executive Officer 

Meeting date Tuesday, 22 February 2022 

Voting requirements Simple Majority 

Documents tabled Nil 

Attachments 
1. Consolidated Status Report (Confidential Attachment) 

 

PURPOSE  

It is recommended that the Audit Committee receive a status report on all outstanding matters raised in 

external audit reports, financial management reviews, performance audits, internal audit reports and any 

other review relevant to the Audit Committee’s Terms of Reference. 

EXECUTIVE SUMMARY  

A status report has been prepared reporting against identified issues with respect to audit, risk management, 

internal controls, procurement matters and legislative compliance.  The status report is not an exhaustive 

listing and will become a living document and updated as issues are identified. It is presented to the Audit 

Committee to assist in their role to report to Council and provide advice and recommendations on matters 

relevant to its terms of reference. 

BACKGROUND 

The Department of Local Government has published an Operational Guideline on Audit in Local Government. 

Appendix 3 of this Guideline lists a number of matters that should be presented to an Audit Committee for 

review and monitoring: 

Risk Management:  

• Reviewing whether the local government has an effective risk management system; 

• Reviewing whether the local government has a current and effective business continuity plan; 

• Reviewing areas of potential non-compliance with legislation, regulations and standards and local 
governments policies; 

• Reviewing the following; litigation and claims, misconduct, and significant business risks; 

• Obtaining regular risk reports, which identify key risks, the status and the effectiveness of the risk 
management systems, to ensure that identified risks are monitored and new risks are identified, 
mitigated and reported; 

• Assessing the adequacy of local government processes to manage insurable risks and ensure the 
adequacy of insurance cover, and if applicable, the level of self-insurance; 

• Reviewing the effectiveness of the local governments internal control system with management and the 
internal and external auditors; 

• Assessing whether management has controls in place for unusual types of transactions and/or any 
potential transactions that might carry more than an acceptable degree of risk; 

• Assessing the local government’s procurement framework with a focus on the probity and transparency 
of policies and procedures/processes and whether these are being applied. 



AGENDA FOR AUDIT COMMITTEE MEETING TUESDAY, 22 FEBRUARY 2022 

 

Page 149 of 176 

 

 

Internal Control Systems: 

• Separation of roles and functions, processing and authorisation; 

• Control of approval of documents, letters and financial records; 

• Limit of direct physical access to assets and records; 

• Control of computer applications and information system standards; 

• Regular maintenance and review of financial control accounts and trial balances; 

• Comparison and analysis of financial results with budgeted amounts; 

• Report, review and approval of financial payments and reconciliations; 

• Comparison of the result of physical cash and inventory counts with accounting records. 
 

Legislative Compliance: 

• Monitoring compliance with legislation and regulations; 

• Reviewing the annual Compliance Audit Return and reporting to Council the results of that review; 

• Reviewing whether the local government has procedures for it to receive, retain and treat complaints, 
including confidential and anonymous employee complaints; 

• Obtaining assurance that adverse trends are identified and review managements plans to deal with these; 

• Reviewing management disclosures in financial reports of the effect of significant compliance issues; 

• Considering the internal auditors role in assessing compliance and ethics risks in their plan; 

• Monitoring the local government’s compliance frameworks dealing with relevant external legislation and 
regulatory requirements. 

 

CONSULTATION 

Manager Finance 
Chief Executive Officer 

STATUTORY ENVIRONMENT 

Regulation 17 of the Local Government (Audit) Regulations 1996 requires the CEO to review the 

appropriateness and effectiveness of a local governments systems and procedures in relation to risk 

management, internal control and legislative compliance separately or all at the one time, on the provision 

that each matter is reviewed at least once every three years. The CEO is also required to report the results of 

that review to Council. 

POLICY IMPLICATIONS 

There are no Council Policies relevant to this item. 

FINANCIAL IMPLICATIONS 

There are no financial implications relevant to this item. 

 
 

STRATEGIC IMPLICATIONS 

Strategic Priority 5 – Leadership and Governance 
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5.1 Strengthen organisational accountability and transparency 

5.3 Strive for excellence in leadership and governance 

RISK IMPLICATIONS 

Risks 

 

Risk Risk Likelihood 
(based on 
history & with 
existing 
controls) 

Risk Impact / 
Consequence 

Risk Rating 
(Prior to 
Treatment or 
Control) 

Principal Risk 
Theme 

Risk Action Plan 
(Controls or 
Treatment 
proposed) 

That key 
findings are 
not actioned 
within a 
timely 
manner 

Possible (3) Moderate (3) Moderate (5-
9) 

COMPLIANCE 
Some temporary 
non-compliance 

Control through 
oversight by the 
Audit Committee 
and ensuring 
adequate budget 
allocation for 
resourcing. 

 

Risk Matrix 

 
            Consequence 
 
Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 

 

A risk is often specified in terms of an event or circumstance and the consequences that may flow from it. An 

effect may be positive, negative or a deviation from the expected and may be related to the following 

objectives: occupational health and safety, financial, service interruption, compliance, reputation and 

environment. A risk matrix has been prepared and a risk rating is provided below. Any items with a risk 

rating over 16 will be added to the Risk Register, and any item with a risk rating over 16 will require a specific 

risk treatment plan to be developed. 

RISK RATING 

 

Risk Rating 9 

Does this item need to be added to the Town’s Risk 
Register 

NO 

Is a Risk Treatment Plan Required No 

 

SITE INSPECTION 

Not Applicable. 
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COMMENT 

The status sheet has been updated accordingly. 

The following summary of completion is provided: 

Risk Category No. Issues Completed Underway Not Commenced 

High 21 17 3 0 

Medium 38 33 6 0 

Low 11 10 1 0 

 70 60 10 0 

 

CONCLUSION 

All items notated as being complete (highlighted green under ‘Progress Update’) will be hidden in the status 
report for the next meeting. 
 
The below audit findings for the year ended 30 June 2021 (as tabled with the Annual Financial Report) will be 
added into the status report for the next meeting: 
 

• Information security management 

• Management of technical vulnerabilities 

• Review of changes to the supplier Masterfile 

• Contract Register maintenance 

• Evidence of review of daily reconciliation of receipts not retained  

• Asset stock take 

• Adverse trend in the Operating Surplus Ratio 
 
There will therefore be 17 standing items in the status report for the next meeting. 

OFFICER RECOMMENDATION / COMMITTEE RESOLUTION   

  

Committee Resolution  052202 

OFFICER RECOMMENDATION 

Moved Mayor O’Neill, seconded Cr White 

That the Audit Committee receives the consolidated status report on items relevant to its Terms of 
Reference. 

(CARRIED UNANIMOUSLY) 

 

 

REPORT ATTACHMENTS 

Attachments start on the next page 
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Audit 
Finding 

Risk Assessment 
Category 
 
Risk Issue and 
Failure Modes 

Risk Identified 
Existing 
Controls  

Date of 
initial risk 

identification 

Source of 
Audit Finding 
(FMR/Audit 
Reg 17/GCC 
Audit/Audit 

Management 
Letter/Internal 

Likelihood 
Strategic 

Consequences 
Operational 

Consequences 
Combined 

Consequence 

M
ax

im
u

m
 R

at
in

g 

Li
ke

lih
o

o
d

 r
at

in
g 

Risk 
Category 

Action 
Required 

Mitigation and 
Management Strategy 

(Possible Future Controls) 

Responsible 
Officer 

Progress Update 

1 

A Business 
Continuity Plan 
was developed in 
2017 and 
updated in May 
2019, with an 
initial test of the 
plan scheduled 
to occur shortly 
after our review.  

Failure to 
adequately 
manage a 
business 
disruption 
event.   1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Major       High 
Prioritised 

action 
required 

Ensure results from the 
testing of the Business 
Continuity Plan are 
documented and reported 
to consider key business 
continuity risks along with 
the treatments, to reduce 
the risk to an acceptable 
level.   

Office of 
CEO 

Business Continuity Plan 
has been tested in a 
workshop facilitated by 
LGIS. BCP has been 
updated with 
recommendations from 
this workshop. 
Completed. 

2 

Checklists of key 
functions are 
maintained for 
selected 
functions. 
Checklists were 
not maintained 
and evidenced 
for all standard 
routine functions 
such as end of 
month 
reconciliations 
and reporting 
across the 
organisation. It 
was noted some 
staff have 
commenced with 
the creation of 
checklists and 
procedures. 

Compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Moderate       High 
Prioritised 

action 
required 

Creation and maintenance 
of standard checklists may 
assist in evidencing key 
points of control and 
serve as a reminder. 
Checklists assist in 
ensuring compliance with 
repetitive legislative 
compliance tasks. Staff are 
encouraged to continue 
with the development of 
checklists and procedures 
for routine functions, 
including evidencing 
independent review. 

Corporate 
Services 

An end of month 
checklist for all financial 
processes has been 
implemented. The end 
of month audit file is 
prepared by the 
Manager Finance and 
Administration and 
signed off by the 
Executive Manager 
Corporate Services. A 
statutory corporate 
calendar has also been 
prepared indicating key 
compliance dates.   

3 

Deposits 
recorded 
through the Trust 
Fund are 
deposited 
through the 
municipal bank 
account and 
transferred 
electronically the 
day after the 
funds appear in 
the municipal 
bank account. 
Regulations 8 & 
10 of the Local 
Government 
(Financial 
Management) 
Regulations 1996 
requires money 
received to be 

Lack of probity. 
Internal control 
or compliance 
breach. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Minor Minor       Medium 
Planned 
action 

required 

Deposit funds required to 
be held in the Trust Fund 
directly into the Trust 
bank account established 
to account those funds. 

Corporate 
Services 

Daily receipting and 
bank deposit procedure 
to be reviewed. It is not 
practical to receipt 
occasional bonds to the 
trust fund.  Periodic 
transfers are completed 
to transfer receipts 
between the municipal 
fund and the trust fund.  
Legislation pertaining to 
the Development and 
Planning Act changed on 
5th July 2020. The Town 
may only be required to 
maintain in Trust the 
Proceeds from the Sale 
of Abandoned Motor 
Vehicles. Trust funds 
held for Developer Cash 
in Lieu will be 
transferred to Reserves 
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deposited into 
the established 
account where it 
is required to be 
held. 

in 21/22. Awaiting 
further advice from the 
Department and the 
OAG. 

4 

Through limited 
testing of 
payments, an 
instance was 
noted where a 
purchase order 
did not pre-date 
the invoice. 

Lack of probity. 
Fraud risk 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Likely Moderate Major       High 
Prioritised 

action 
required 

All procurement of goods 
or services should be 
undertaken in accordance 
with legislative 
requirements and the 
Purchasing Policy. Any 
instances where a 
purchase pre-dates a 
purchase order should be 
documented, reviewed 
and authorised to 
demonstrate controls 
have been developed to 
comply and ensure the 
purchasing policy has 
been adhered to. 

Corporate 
Services 

A payment requisition 
form has been 
implemented to 
authorise payments in 
instances where a 
purchase order has not 
been released. The 
process to be followed is 
where a purchase order 
had not been completed 
or if a purchase order is 
completed after the 
invoice is received 
(which should not occur) 
is to prepare a "Creditor 
Request for Payment 
Form" for Certification 
and Authorisation. 

5 

Documented 
procedures are 
not in place to 
require 
declarations of 
interest and 
confidentiality to 
be signed prior 
to assessments 
being 
undertaken for 
tenders. 

Lack of probity. 
Fraud risk. 
Internal control 
or compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Likely Major Major       High 
Prioritised 

action 
required 

To help ensure probity 
and fairness when 
assessing tenders, 
procedures for the 
process to be undertaken 
in assessing tenders 
should be followed and 
documented with at least 
three persons assessing 
the tender independently 
of each other. Persons 
assessing any significant 
procurement should be 
required to declare any 
matters which may impact 
or be perceived to impact 
on their independence. 

Office of 
CEO 

Completed. A 
Declaration of Interest 
form has been 
implemented by the 
Office of CEO. A tender 
evaluation report is 
completed for all 
tenders and provided to 
the CEO for approval. 

6 

Documented 
procedures are 
not in place to 
require 
declarations of 
interest and 
confidentiality to 
be signed prior 

Lack of probity. 
Fraud risk 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Likely Major Major       High 
Prioritised 

action 
required 

Procedures for the 
declaration of interests 
prior to procurement 
assessments being 
undertaken should also be 
documented for high 
value purchases and 
tenders. 

Office of 
CEO 

Completed. A 
Declaration of Interest 
form has been 
implemented by the 
Office of CEO. 
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to assessments 
being 
undertaken for 
high value 
purchases. 

7 

Petty cash is kept 
in a locked box, 
which is stored in 
an unlocked 
cupboard 
throughout the 
day when the 
administration 
office is open to 
the public. 

Lack of probity. 
Fraud risk. 
Breakdown of 
internal control. 
Financial loss. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Minor Minor       High 
Prioritised 

action 
required 

Ensure petty cash is 
stored in a secure 
location, such as the 
strong room or safe. 

Corporate 
Services 

Petty cash tin to be 
relocated to the safe. 
Completed. The Petty 
Cash procedure was also 
updated in June 2021. 

8 

We noted an 
explanation of 
material 
variances was 
not included in 
the documents 
supporting the 
statement of 
financial activity 
as required by 
regulation 
34(2)(b) of the 
Local 
Government 
(Financial 
Management) 
Regulations 
1996. This 
occurred for the 
monthly 
statement of 
financial activity 
for the periods 
ended 31 July 
2018, 31 August 
2018, 30 
September 2018 
and 30 June 
2019. We 
observed the 
monthly 
statement of 
financial activity 
for the period 
ended 30 June 
2019 presented 
to Council was 
not in the same 
format as other 
monthly 
statements and 
did not contain 
the following 
items required 
by regulation 34 
(1) & (2) of the 
Local 
Government 

Compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Moderate       High 
Prioritised 

action 
required 

Ensure the monthly 
statement of financial 
activity contains all items 
required by legislation. 

Corporate 
Services 

Completed. Material 
variances are being 
reported at Program 
Level. Variances will also 
be reported at nature 
and type level. 
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(Financial 
Management) 
Regulations 
1996:  
• YTD budget 
column; 
• Note explaining 
the composition 
of net current 
assets; and 
• explanation of 
material 
variances. 

9 

We did not 
observe any 
formal 
procedures 
relating to the 
routine 
monitoring of 
and clearance of 
outstanding 
purchase orders. 
Reports are 
produced during 
end of month 
processing, 
however the 
reports are for 
noting only. We 
observed at one 
month end, 
purchase orders 
to the value of 
approximately 
$1.3m remained 
outstanding 
(some of which 
had been issued 
nearly twelve 
months earlier) 
with limited 
information 
available to 
document their 
status.  

Lack of probity. 
Fraud risk 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Likely Major Major       High 
Prioritised 

action 
required 

Update procedures to 
include review of the 
status of outstanding 
purchase orders as part of 
end of month processes. 
Ensure any controls 
developed are routinely 
and consistently applied. 

Corporate 
Services 

An open purchase 
report is auto generated 
and emailed to 
Responsible Officer's 
(R.O's) monthly. The 
Senior Finance Officer 
schedules monthly 
meetings with RO's to 
review these reports 
and close any completed 
purchase orders. The 
Open PO Report has 
been amended to 
include the amount 
invoiced. Completed. 
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10 

Limited review of 
changes made to 
employee details 
and parameters 
is currently 
undertaken 
when each 
payroll is 
processed.  

Lack of probity. 
Internal control 
or compliance 
breach. 
Financial loss. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Moderate       High 
Prioritised 

action 
required 

Procedures to minimise 
risk of unauthorised 
changes to employee 
details should be 
implemented. Regular 
reviews of software audit 
trails is one form of 
control and should be 
undertaken as a 
minimum. Where 
possible, segregation of 
duties should exist where 
employees responsible for 
processing payroll 
transactions are unable to 
make changes to 
employee banking details. 

Corporate 
Services 

The appointment of a 
new employee is created 
through the human 
resources process.  Once 
appointed the relevant 
documentation for data 
entry into the Payroll 
System is provided by 
the Human Resources 
Coordinator to the 
Senior Finance Officer.  
The Senior Finance 
Officer then creates the 
new employee in the 
Payroll System.  The 
documentation is then 
given to the Manager 
Finance and 
Administration for 
review. This is standard 
practice. To show 
evidence in support of 
our standard practice a 
“New / Update 
Employee Details” form 
has been created, which 
will be prepared by the 
Senior Finance Officer 
and Reviewed by the 
Manager Finance and 
Administration. The 
implementation of this 
form will provide 
evidence that changes to 
the Employee Master 
File are properly 
authorised.  The form 
will be filed in the 
employee’s personnel 
file. 

11 

The officers 
responsible for 
processing and 
reviewing payroll 
are tasked with 
review and 
capture of 
employee 
entitlements, 
allowances, 
deductions, etc. 
This is performed 
through a 
variance report 
comparing the 
payroll being 
processed to the 
previous payroll 
reports with no 
verification to 
employee master 
records. Staff 
have advised 
more formal 
documentation / 

Lack of probity. 
Internal control 
or compliance 
breach. 
Financial loss. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Moderate       High 
Prioritised 

action 
required 

A full review of 
procedures and controls is 
required to determine 
practical procedures, 
documentation and 
controls for the accurate 
processing of payroll each 
fortnight. Details for each 
employee should be 
reviewed against 
individual employment 
contracts to capture 
allowances, deductions, 
entitlements etc, into a 
master list, with 
appropriate review and 
authorisation for 
accuracy. Payroll 
exception reporting and 
review of audit trails 
should be undertaken to 
capture anomalies or 
unauthorised changes. 

Corporate 
Services 

The Senior Finance 
Officer verifies all time 
sheet details against an 
employee master list.  A 
payroll exception report 
is completed as part of a 
payroll process and is 
reviewed by the 
Executive Manager 
Corporate Services.  The 
employee master list is 
to be updated to ensure 
that it captures all 
allowances and 
deductions. 
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checklists are 
intended to be 
created to assist 
with payroll 
processing, 
review and 
authorisation.  

12 

Review and 
Implement 
Disaster 
Recovery Plan 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Major Major 4 3 High 
Prioritised 

action 
required 

The 2016 Disaster 
Recovery Plan has been 
updated and was provided 
to the Audit Committee 
July 2019. 

Corporate 
Services 

Completed. OAG have 
completed a Capability 
Maturity Assessment 
and the Town's business 
continuity and disaster 
recovery plan achieved 
the benchmark rating of 
3 (being defined). 

13 

Quotations - 
minimum 
number not 
obtained 

  

  1/12/2019 
2019 Audit 

Management 
Letter 

Possible Major Major Major 4 3 High 
Prioritised 

action 
required 

We acknowledged that in 
the procurement testing, 
evidence of quotations 
were not able to be 
located. 
 
In order to improve our 
compliance with our 
purchasing policy a new 
purchasing requisition 
system has been 
implemented which will 
allow staff members to 
attach evidence of quotes. 
The officer authorising a 
purchase requisition will 
need to ensure that 
evidence of quotations 
are attached. 

Corporate 
Services 

The approved Audit 
Work Plan includes an 
audit of all requisitions 
over $5k to assess 
compliance with the 
minimum number of 
quotations. This project 
has been finalised and 
was presented to the 
June 20 Audit 
Committee meeting. 
(This review will be re-
performed for June 
2021 and submitted to 
the July 2021 Audit 
Committee). 

14 

Changes to 
Supplier Master 
File 

  

  1/12/2019 
2019 Audit 

Management 
Letter 

Possible Significant Major Major 4 3 High 
Prioritised 

action 
required 

"New/update creditor 
details form" to be 
completed by the supplier 
and entered into the 
Supplier Master File by 
the Finance Officer, which 
is then reviewed by the 
Manager Finance & 
Administration, then 
approved by Exec 
Manager Corporate & 
Community Services.  
 
Finance Officer also 
checks the Supplier 
Details to the ABN lookup 
to ensure correct ABN 
provided. 
 
Creation of a "Bank Audit 
Update Report" for 
suppliers. Automatic 
report generated 
fortnightly to verify 

Corporate 
Services 

Ongoing.  New/update 
creditors form has been 
implemented for all 
changes to the supplier 
master file.  An ABN and 
ASIC search is 
undertaken on all new 
suppliers. (The Town is 
currently considering 
and in consultation with 
EFTSURE .  It is a web 
based software solution 
which has two basic 
functions being vendor 
management and 
payment protection.  
Implementing this 
solution will enhance 
the integrity of the 
Supplier Master File.) 
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suppliers who have been 
paid and their details. 

15 

No formal 
process exists to 
monitor fuel 
stock allocated to 
portable 
gardening 
equipment. Fuel 
is recorded as it 
is allocated and 
reviewed for 
reasonableness 
by management 
each month. 

Internal control 
or compliance 
breach. 

  

1/12/2019 
2019 Audit 

Management 
Letter 

Likely Minor Insignificant       Low 
Planned 
action 

required 

Develop and implement 
procedures for the 
monitoring of fuel stock 
on hand in an effort to 
improve opportunities to 
detect any issues or 
potential misuse with fuel 
allocations.  

Corporate 
Services 

This item is considered 
immaterial given the 
negligible expenditure 
on fuel for sundry plant. 
No further action 
deemed necessary. 

16 

One corporate 
credit card is 
held in the Petty 
Cash Box and 
utilised by 
multiple staff. 
Whilst 
authorisation is 
required from 
the card holder 
prior to use of 
credit cards, they 
should only be 
held by the 
person named on 
the card. 

Internal control 
or compliance 
breach. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Minor Minor       Low 
Planned 
action 

required 

Credit cards should 
physically be maintained 
by the person in whose 
name they are issued, and 
credit card details should 
not be shared with other 
staff. 

Corporate 
Services 

The Credit Card has 
been returned to the 
Executive Manager 
Corporate Services.  

17 

Through our 
limited testing of 
credit card 
transactions 
against 
documented 
procedures and 
controls, we 
noted an 
instance where 
the monthly 
credit card 
acquittal form 
had not been 
signed by the 
cardholder. 

Internal control 
or compliance 
breach. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Minor Minor       Low 
Planned 
action 

required 

Ensure processes exist to 
maintain adherence to 
and detect any deviation 
from established 
documented procedures 
and controls. 

Corporate 
Services 

All statements are 
signed by the cardholder 
and witnessed either by 
the EMCS or MFAS. 
Completed 
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18 

Archives Records 
Management 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Rare Minor Moderate Moderate 3 1 Low 
Planned 
action 

required 

A proposal has been 
received for the archiving 
of basement records, and 
a tender prepared for the 
digitisation of 
planning/building records. 

Corporate 
Services 

All records located in 
the Town Hall Basement 
and Old Police Station 
have been relocated off-
site to Grace. An on 
demand scanning 
service has been 
implemented for the 
digitisation of planning 
and building records. 

19 

That Council take 
necessary actions 
to improve its 
financial ratios, 
namely the 
Operating 
Surplus Ratio and 
Asset 
Sustainability 
Ratio   

  

  1/12/2019 
2019 Audit 

Management 
Letter 

Unlikely Minor Moderate       Low 
Planned 
action 

required 

The Long Term Financial 
Plan includes ratio 
projections over 15 years. 
Depreciation expense will 
reduce significantly in 
19/20 leading to an 
improvement in ratios. 

Corporate 
Services 

Council adopted a 15-
year Strategic Resource 
Plan (combined asset 
management and long 
term financial plan) at its 
ordinary meeting of May 
2019. Section 5.11 of this 
document discusses the 
forecast operating ratios 
from 2019-2034. The 
Operating Surplus Ratio 
is not projected to meet 
the Department’s 
standard of 1.00% until 
the 2028-29 financial 
year.  

20 

Cash count - lack 
of segregation of 
duties 

  

  1/12/2019 
2019 Audit 

Management 
Letter 

Possible Insignificant Minor Minor 2 3 Low 
Planned 
action 

required 

One of the Customer 
Service Officers will do an 
initial cash count at end of 
day and then a member of 
the Finance team will re-
count the cash takings for 
the day. Two officers to 
sign the "Daily Receipting 
Bank Deposit Listing" and 
the "Daily Settlement 
Checklist" reports, one of 
which will be a member of 
the Finance team. 

Corporate 
Services 

Completed (Manager 
Finance and 
Administration to 
perform a spot check of 
daily reports to ensure 
this is being undertaken 
on an ongoing basis. 

21 

Verification of 
manual 
signatures 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Minor Minor Minor 2 2 Low 
Planned 
action 

required 

Implement a register of 
signatures of all 
employees, showing their 
position, name and 
purchasing authority (if 
applicable.) - Y:\Corporate 
and 
Community\Employee 
Signature Register 

Corporate 
Services 

Completed 
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22 

Absence of a risk-
based internal 
audit plan 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Minor Moderate       Low 
Planned 
action 

required 

We will raise the absence 
of a risk-based internal 
audit plan with the Audit 
Committee and plan to 
recommend the 
appointment of Risk 
Management/Internal 
Audit Consultant to 
ensure that there is a risk-
based internal audit plan 
implemented. 

Office of 
CEO 

An internal audit charter 
has been adopted by the 
Audit Committee.  An 
annual work plan is 
endorsed by the Audit 
Committee at the 
beginning of each 
calendar year.  This 
register is in fact a risk 
based internal audit 
plan. (The Town is in 
discussions with other 
Local Governments to 
implement a shared 
service for the internal 
audit function that will 
form assurance for the 
OAG to rely on the work 
undertaken). 

23 

Section 2 
Conflicts and 
Disclosure of 
Interest and 3.4 
Gifts of the 
current Code of 
Conduct do not 
reflect all 
disclosure 
requirements 
under of the 
Local 
Government Act 
1995 and the 
Local 
Government 
(Administration) 
Regulations 
1996. In its 
current form, the 
Code of Conduct 
could confuse 
elected members 
and employees 
as to their 
disclosure 
obligations. 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

Review the section of the 
Code of Conduct relating 
to disclosure 
requirements for gifts to 
highlight these need to be 
made in accordance with 
legislation. Suggest the 
Code of Conduct does not 
restate legislative 
requirements. Where 
legislative requirements 
are unclear or there is a 
desire for greater 
requirements, suggest this 
be covered by relevant 
policies, given the 
complexities involved in 
re-working the Code of 
Conduct to maintain 
currency when changes 
are made to legislation. 

Office of 
CEO 

An attendance at events 
policy has been adopted 
by council which refers 
to gift disclosure 
requirements.  The 
annual review of 
Council's Policy Register 
is scheduled for 
September 2020. The 
Code of Conduct will be 
reviewed prior to that 
time. Completed. 

24 

Contractors and 
volunteers are 
not bound by the 
Code of Conduct 
when performing 
functions on 
behalf of the 
Town. 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

Expand the scope of the 
Code of Conduct to 
include actions by 
volunteers and 
contractors. Alternatively, 
a separate Code of 
Conduct be developed for 
volunteers and 
contractors. 

Office of 
CEO 

This finding has been 
noted and this 
requirement will be 
incorporated into the 
next review of the Code 
of Conduct (prior to 
September 2020). 
Completed. 

25 

Elected 
members, 
committees, 
contractors and 
volunteers are 
not required to 
sign the Code of 
Conduct 
acknowledging 
they have read 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

Update the Code of 
Conduct as well as 
induction procedures to 
ensure elected members, 
committees, staff, 
contractors and 
volunteers sign their 
acknowledgement that 
they understand the 
content of the document. 

Office of 
CEO 

This finding has been 
noted and this 
requirement will be 
incorporated into the 
next review of the Code 
of Conduct (prior to 
September 2020). 
Completed. 
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and understand 
the requirements 
within. 

26 

The Policy 
provides limited 
direction in 
relation to 
contract 
variations and 
extensions of 
contracts 
awarded or 
against a written 
specification not 
awarded by 
tender. Extension 
of contracts and 
associated price 
changes are also 
not covered by 
the Policy. For 
contracts 
awarded by 
tender, 
legislation 
provides 
minimum 
requirements. 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

Amend the Policy to 
provide the following: 
 - Prohibit price variations 
to existing contracts 
awarded by tender other 
than those provided 
within the original 
contract, as required by 
Local Government 
(Functions and General) 
Regulations 1996 
Regulation 11(2) (j) (iv).  
 - Purchasing 
requirements for the 
issuing of contract 
variations and extensions 
for contracts not awarded 
by public tender. 
Consideration should be 
given to circumstances 
where the contract value 
increase over a policy 
threshold level, due to the 
variation or extension. 

Office of 
CEO 

The purchasing policy 
was updated and 
approved by Council .  A 
delegation was also 
provided to the CEO and 
Executive Managers to 
approve price variations 
provided that they are 
within delegation limits, 
and that the price 
variation is required to 
enable goods and 
services to be provided 
without changing the 
scope of the original 
project. A Contract 
Variation Policy has also 
been prepared and 
adopted. Completed. 

27 

Purchasing 
requirements for 
procurement of 
goods or services 
in accordance 
with the 
exemptions 
under Local 
Government 
(Functions and 
General) 
Regulations 1996 
Regulation 11(2), 
above $150,000 
are not included 
within the Policy. 
The CEO is 
required to 
ensure controls 
exist for all 
purchases 
including those 
made using these 
exemptions. It is 
noted the 
practice of 
testing the 
market through 
sourcing multiple 
quotations when 
using the 
exemptions is 
sometimes 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

Insert purchasing 
requirements for 
procurement of goods or 
services made under the 
exemptions under Local 
Government (Functions 
and General) Regulations 
1996 Regulation 11(2). 

Office of 
CEO 

Completed.  Purchasing 
Policy has been 
updated. 
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occurring, and 
the policy should 
be updated to 
reflect the 
expectation and 
requirement. 

28 

Risk 
management 
activities 
currently 
undertaken are 
not consistently 
documented, 
with existing 
procedures 
based on a 
superseded risk 
management 
standard.  

Lack of strategic 
direction for risk 
management 
procedures. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Minor Moderate       Medium 
Planned 
action 

required 

Risk management 
procedures be updated, 
and a process developed 
in accordance with any 
update to the risk 
management policy.  

Corporate 
Services 

Risks are categorised as 
either operational risk, 
project risk or strategic 
risks.  The Town has 
implemented a project 
plan template which 
considers project risk.  
The Town has prepared 
a Strategic Risk Register 
which is presented to 
the Audit Committee on 
a periodic basis.  The 
Town has adopted a risk 
assessment tool which is 
incorporated into all 
council and committee 
agenda items.   

29 

A risk register to 
reflect identified 
risks, and if they 
have been 
adequately 
treated exists, 
however the 
register is not 
widely available 
to staff and has 
not been 
regularly 
updated.  

Breakdown of 
internal 
controls.  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Minor Moderate Moderate 3 3 Medium 
Planned 
action 

required 

Maintaining risk registers 
for all identified risks is 
important to help ensure 
appropriate recording and 
communication of high 
rated risks, along with 
providing a record to 
enable the verification of 
whether treatment plans 
have appropriately 
reduced the risk. Routine 
(at least quarterly) review 
of the risk register is 
required to assist in 
ensuring identified risks 
are adequately 
treated.Presented to July 
2019 Audit Committee 
Meeting 

Office of 
CEO 

Completed.  The 
Operational Risk 
Register is to be 
presented to the 
Executive Group on a 
quarterly basis for 
review. 
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30 

Inspection of the 
register noted it 
was not 
compliant with 
some 
requirements of 
the Local 
Government 
(Functions and 
General) 
Regulations 
1996. The value 
of the 
consideration 
being sought by 
tenderers is 
recorded within 
the register, 
contrary to 
Regulation 
16(3)(c) of the 
Local 
Government 
(Functions and 
General) 
Regulations 
1996. 

Internal control 
or compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Moderate Major 4 3 Medium 
Planned 
action 

required 

Ensure the tender register 
complies with Regulation 
16 & 17 of the Local 
Government (Functions 
and General) Regulations 
1996 for future tenders 
called. 

Office of 
CEO 

There is no requirement 
to record the tender 
prices in the Tender 
Register at the time of 
opening. The Tender 
register has been 
updated accordingly  

31 

Several 
delegations 
within the 
register include a 
delegation to the 
Principal/Building 
Surveyor. The 
individual 
currently 
performing these 
duties is a 
contractor, and 
not an employee 
of Council, 
therefore cannot 
be delegated 
authority under 
the Building Act 
2011. 

Internal control 
or compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Major Major Major 4 2 Medium 
Planned 
action 

required 

Review and amend 
delegations relating to the 
Building Act 2011 to 
remove sub delegation to 
contract Principal/Building 
Surveyor, ensuring 
delegation remains with 
appropriately authorised 
officer of Council. 

Regulatory 
Services 

Procedure altered to 
ensure that Executive 
Manager of Regulatory 
Services authorises all 
approvals under Building 
Act 2011. 

32 

We noted the 
register of gifts 
contains record 
of disclosures 
made under the 
former provision 
of the Local 
Government Act 
1995 (sections 
5.82 & 5.83) and 
are published on 
the Town’s 
website as 
required. We did 
not observe a 
register of gifts in 
the prescribed 
form as required. 

Lack of probity. 
Internal control 
or compliance 
breach. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate       Medium 
Planned 
action 

required 

Establish a register of gifts 
in the prescribed form and 
publish on the Town’s 
official website as 
required. 

Office of 
CEO 

Register of Gifts in 
prescribed form as 
required now on 
website. 
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33 

A notifiable gifts 
register was not 
available for our 
inspection or 
published on the 
Town’s website 
as required by 
regulation 34B(5) 
of the Local 
Government 
(Administration) 
Regulations 
1996. 

Breakdown of 
internal control. 
Compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Moderate Moderate Moderate 3 2 Medium 
Planned 
action 

required 

Maintain a register to 
record details of 
notifications given in 
relation to gifts as 
required by regulation 
34B(5) of the Local 
Government 
(Administration) 
Regulations 1996, and 
publish on the Town’s 
official website as 
required. 

Office of 
CEO 

Notifiable Gifts Register 
as required by 
regulation 34B(5) now 
on website 

34 

The current 
register of 
financial 
interests 
contains returns 
for an individual 
who has ceased 
to be a relevant 
person. These 
returns are 
required to be 
removed and 
retained in a 
register of non-
current returns 
for a period of 
five years as 
required section 
5.88(4) of the 
Local 
Government Act 
1995. 

Breakdown of 
internal control. 
Compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Moderate Moderate Moderate 3 2 Medium 
Planned 
action 

required 

Review filing of returns 
and disclosures from 
individuals who have 
ceased to be relevant 
persons of the 
organisation, to ensure 
records are maintained as 
required under the 
provisions of the Local 
Government Act 1995. 

Office of 
CEO 

A process has been put 
in place to ensure 
returns for relevant staff 
who have ceased 
employment with the 
Town are removed 
promptly and placed in a 
register of non-current 
returns for a period of 
five years.  

35 

Currently, no 
internal auditors 
have been 
appointed, and 
limited internal 
audit functions 
have been 
undertaken in 
accordance with 
policy 2.2.5 
Internal Audit 
Charter.  

Internal and 
compliance risks 
not identified. 

  1/12/2019 
2019 Audit 

Management 
Letter 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

We suggest as the level of 
documented procedures 
increases, an expanded 
internal audit function to 
confirm adherence to 
documented policies and 
procedures may be 
required as recommended 
by the OAG in their report 
to parliament on the Audit 
of Local Government. 

Corporate 
Services 

The Town does not have 
available budget to 
appoint an internal 
auditor. An annual audit 
work plan is determined 
by the Audit Committee 
and implemented by 
staff. Council has 
approved an indicative 
budget of $25,000 for 
internal audit work in 
the 2020/21 financial 
year.  (The Town is in 
discussions with other 
Local Governments to 
implement a shared 
service for the Internal 
Audit function that will 
form assurance for the 
OAG to rely on the work 
undertaken). 

36 

Develop Annual 
Playground 
Inspection 
Program 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Moderate Moderate Moderate 3 2 Medium 
Planned 
action 

required 

Playground Inspection 
Audit undertaken 8th May 
2019, resulting in a 10 
year 
replacement/maintenance 
program has been 
developed and 
incorporated in the long 
term financial plan  

Operations 

Completed.  The 10 year 
replacement program 
has been incorporated 
into the long-term 
financial plan. 
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37 

That staff leave 
accruals be 
managed to 
reduce liability   

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Moderate Moderate       Medium 
Planned 
action 

required 

Monthly leave accrual 
reports are being 
distributed to Managers. 
Leave management plans 
are being developed for 
staff with excessive leave 
balances. 

Corporate 
Services 

Managers are liaising 
with those staff that 
have excessive leave 
liabilities to schedule 
leave in the next 12 
months.  However, as 
the Town has a 
relatively small staff 
profile additional budget 
is required to fund relief 
cover. 

38 

Supplier Master 
File - redundant 
records 

  

  1/12/2019 
2019 Audit 

Management 
Letter 

Unlikely Moderate Moderate Moderate 3 2 Medium 
Planned 
action 

required 

Engage IT Vision to review 
the Supplier Master File 
and categorise all inactive 
creditors 

Corporate 
Services 

Completed.  All suppliers 
with no trading history 
over the last two years 
have been flagged as 
inactive. 

39 

Policy and 
procedure 
manual not 
reviewed 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

We acknowledge that the 
review of the Policy and 
Procedures Manual was 
not completed by 30th 
June 2019.  

Office of 
CEO 

Completed - Business 
units are consolidating 
all procedures into a 
central location (EFFIE) 

40 

We noted limited 
controls in 
relation to the 
access to IT 
systems including 
physical access 
to hardware. 
Some levels of 
permissions have 
been established 
to network 
access to 
software and 
data, however 
the level of 
documentation 
to support these 
restrictions is 
varied across the 
organisation.  

Loss of IT 
System. Internal 
control. 

  1/12/2019 
2019 GCC 

Audit 
Possible Major Major       High 

Prioritised 
action 

required 

Undertake a 
comprehensive IT security 
review, articulate current 
practices and implement 
findings of the review. 

Corporate 
Services 

1. A review of user 
access has been 
completed and new 
permissions 
implemented. Screen 
shots of all changes have 
been provided to the 
Office of Auditor 
General. 2. New user 
groups have been 
established to inform 
access levels. The 'New 
User' IT form includes a 
check box to assign 
permission levels within 
Synergy Soft.  The new 
Onboarding/Offboarding 
IT Access Form has been 
developed and will be 
presented to the July 
2021 Audit Committee 
Meeting. 
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41 

End of month 
processes exist in 
the form of a 
month end audit 
file, and from 
staff 
representations 
are routinely 
performed, 
however we 
noted for the 
months July 2019 
to October 2019, 
evidence of the 
review of 
supporting 
reconciliations by 
an authorised 
officer 
independent of 
their preparation 
was not 
available.  

Compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Moderate       High 
Prioritised 

action 
required 

Review of reports 
prepared each month is a 
useful mechanism to 
detect and rectify errors 
or anomalies which may 
exist. It also provides an 
opportunity to ensure 
staff are performing and 
reporting duties as 
required. Management 
are strongly encouraged 
to adhere to documented 
checklists and procedures 
to demonstrate 
appropriate controls and 
reviews are in place with 
monthly reporting and 
procedures.  

Corporate 
Services 

Completed. End of 
Month Reconciliation 
checklists and 
supporting 
reconciliations are up to 
date as at May 2021. 
Year end June 2021 will 
be more comprehensive 
and include annual 
reconciliations required 
for final audit. The 
Finance Team is aware 
of the requirement to 
perform month end 
reconciliations on an 
ongoing basis. 

42 

HR Security Risk that 
innapropriate 
individuals may 
be appointed to 
priveledged and 
trusted 
positions 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate       Medium 

Planned 
action 

required 

All Human Resource 
Policies and Procedures 
will be reviewed by early 
2020, including pre 
employment checks as 
part of the Recruitment 
procedure. The Town will 
develop a formal 
employment exit 
procedure, which will 
include IT off boarding. 

Office of 
CEO 

 Completed 

43 

Access 
Management 

Increased risk of 
innapropriate or 
unauthorised 
access to the 
Town's IT 
systems and 
information 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate Moderate 3 3 Medium 

Planned 
action 

required 

The scope of the existing 
New User Account form 
will be expanded to 
include several new areas:  
- Account expiry date to 
allow for automatic 
account disablement 
- Date of Birth for account 
verification during 
password resets etc 
- Remove the option to 
copy existing account 
details 
Password controls will be 
reviewed and audited to 
ensure the limited use of 
"Password Never Expires" 
is reduced to a minimum. 
The account creation 
procedure will be 
modified to ensure 
generic passwords are not 
provided during initial 
logon. In addition, new 
users will be required to 
call support in order to set 
their initial password and 
login details. 

Corporate 
Services 

Completed. The new 
Onboarding/Offboarding 
IT Access Form has been 
developed and will be 
presented to the July 
2021 Audit Committee 
Meeting. 
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44 

Management of 
Removable 
Media 

Increased risk to 
the Town's 
information and 
IT systems. 
Information 
copied to 
removable 
media devices 
may be lost, 
stolen or 
innappropriately 
disclosed. 

  1/12/2019 
2019 GCC 

Audit 
Likely Moderate Moderate Moderate 3 4 Medium 

Planned 
action 

required 

The existing anti-virus 
platform will be 
configured to restrict USB 
mass storage devices to 
approved devices only. 
Existing drives currently in 
use will be removed from 
use and marked for 
destruction. New USB 
mass storage drives which 
support hardware based 
encryption will be 
implemented. Windows 
Group Policy will be 
configured to file and 
folder auditing on HR, 
Finance and Executive 
drives. The Town will 
implement a register of 
authorised USB devices 
which can be either 
permanently assigned to 
specific users or signed 
out on an ad-hoc basis  

Corporate 
Services 

The pilot program for 
USB mass storage device 
security was successful 
and the implementation 
of encrypted USB thumb 
drives was completed 
on Friday 18th 
September. Focus have 
reviewed DataLocker 
audit logs and USB 
enforcement logs to 
ensure that this is 
working as designed. 

45 

Maintenance of 
Smoke Alarms 

Without 
adequate 
servicing and 
testing of the 
smoke alarms, 
there is an 
increased risk 
that they may 
not function 
appropriately. 
This may 
represent a 
health and 
safety risk 

  1/12/2019 
2019 GCC 

Audit 
Likely Moderate Moderate Moderate 3 4 Medium 

Planned 
action 

required 

An electrical contractor 
will be engaged to include 
this on an annual 
maintenance schedule 
along with Emergency Exit 
lighting and RCD testing 

Operations 

This has been 
incorporated into the 
Annual Town Hall 
Maintenance Building 
Program 

46 

Logging and 
Monitoring 

Increased risk 
that the Town 
will not be able 
to detect any 
unauthorised 
access or 
malicious 
activity 

  1/12/2019 
2019 GCC 

Audit 
Likely Moderate Moderate Moderate 3 4 Medium 

Planned 
action 

required 

  

Corporate 
Services 

The off premise 
retention of Active 
Director Security Logs 
has initially been 
expanded to 30 days 
whilst a conversation is 
had with the vendor to 
determine the impact of 
long term retention. The 
option of creating 
dedicated log volumes 
on domain controllers to 
provided additional long 
term logging based on a 
specific size will also be 
reviewed. 
A task will be created to 
perform a regular 
review of relevant Task 
Categories and event 
ID's with AD Security 
Logs. 
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47 

Management of 
Technical 
Vulnerabilities 

Without an 
effective 
process for 
identifying, 
assessing and 
addressing 
relevant 
‘known’ 
vulnerabilities 
within a timely 
manner, there is 
an increased 
risk that IT 
systems are not 
adequately 
protected 
against 
potential 
threats 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate Moderate 3 3 Medium 

Planned 
action 

required 

Additional reporting from 
the current Remote 
Monitoring and 
Management (RMM) tool 
will be utilised to more 
effectively review missing 
and out of date patches / 
feature releases and 
vulnerabilities. 
 
Period scans using a third 
party dedicated auditing 
tool will be run on a six 
monthly basis. 

Corporate 
Services 

The IT Service Provider 
initially implemented an 
alternative vendor 
solution and has now 
transitioned to a more 
feature rich product 
(Nessus Professional). 
This is aiding the Service 
Provider in identifying 
and resolving existing 
vulnerabilities and 
removing End of Life 
products from the 
environment. 

48 

The Trust Fund 
currently 
includes several 
bonds and 
contributions.  

Lack of probity. 
Internal control 
or compliance 
breach. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Major       High 
Prioritised 

action 
required 

Remove all funds which 
are not required by law to 
be held in the Trust Fund, 
and transfer to the 
Municipal Fund, in line 
with the Office of the 
Auditor General (OAG) 
position paper on 
Accounting for Work 
Bonds, Building Bonds and 
Hire Bonds released in 
July 2019. 

Corporate 
Services 

A review of all trust 
payees has occurred. 
Working bonds and 
deposits have been 
transferred to the 
balance sheet. A report 
of Unclaimed monies 
have been submitted to 
State Treasury 31 Jan 
21. Funds to be remitted 
to State Treasury once 
advised by them @ July 
2021. 

49 

Network Device 
Management 

Risk that: 
- Individuals will 
not be 
accountable for 
any 
unauthorised or 
unintentional 
modifications to 
the system 
- Unauthoried 
access to the 
system could 
occur 
- Malicious 
traffic may not 
be detectde and 
prevented 
- Suitable 
evidence to 
support any 
forensic or 
internal 
investigations 
may not be 
available 
User credentials 
may be 
intercepted and 
used to gain 
access to the 
Town's IT 
systems and 
information 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate Moderate 3 3 Medium 

Planned 
action 

required 

The current remote 
management port  will be 
locked down to only allow 
access to two specified 
static addresses for 
improved security. 
 
The current use of Telnet 
and HTTP to manage 
network switches will be 
removed and only HTTPS 
and SSH will be enabled 
by default. In addition, 
network switches will be 
configured with port 
security to identify and 
restrict the use of non-
managed switches.  
 
Firewall reporting data 
retention (Syslog data) will 
be increased initially to 90 
days to increase the ability 
to investigate and respond 
to security incidents. The 
manufacturer 
(SonicWALL) will be 
consulted for best practice 
on additional log 
retention.  
 
A scheduled call we be 
created to perform six 

Corporate 
Services 

The IT Service Provider 
has now improved the 
scheduled firewall audit 
to include an additional 
scope specific to DMZ 
rules. The IT Service 
Provider will implement 
named administrator 
accounts for Systems 
Staff only, leaving 
general support staff 
with read only access for 
all network firewalls. 
The existing 
administration account 
will be left in place with 
a long complex 
password for emergency 
use only. Completed. 
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monthly firewall rules 
audit with particular 
attention taken to 
incoming and outgoing 
NAT policies and port 
forwards. A Qualys scan 
will be performed for each 
HTTPS port forward as 
part of this audit and any 
issues investigated 
further.  

50 

Update Lease 
Register 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Minor Moderate Moderate 3 2 Low 
Planned 
action 

required 

A number of leases 
remain outstanding. 
Draft leases have been 
provided to the Soccer 
club, Sea Scouts & Rowing 
Club.  

Corporate 
Services 

The master Lease 
Register has been 
updated. Certificates of 
Title and Management 
Orders have been 
placed on file. Deeds of 
variation to leases have 
been prepared for Lease 
Fee waivers and are to 
be presented to the 
June Council Meeting. 

51 

The current 
Policy is based on 
a superseded 
Risk 
Management 
Standard.  

Lack of strategic 
direction for risk 
management 
procedures. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Minor Moderate       Medium 
Planned 
action 

required 

When next undertaking a 
review of the Policy, 
update the Policy to align 
to the current Risk 
Management Standard 
ISO 31000:2018. 

Corporate 
Services 

Updated Policy 
presented to December 
2020 Council Meeting. 

52 

The current 
policy refers to a 
superseded Risk 
Management 
Standard. 

Internal and 
compliance risks 
not identified. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate Moderate 3 3 Medium 
Planned 
action 

required 

When next undertaking a 
review of the Policy, 
update the Policy to refer 
to and align to the 
updated Risk 
Management Policy. 

Corporate 
Services 

Updated Policy 
presented to December 
2020 Council Meeting. 

53 

Identified risks 
are appropriately 
included within 
agenda items for 
elected member 
consideration 
but not recorded 
in an appropriate 
risk register.  

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate       Medium 
Planned 
action 

required 

As well as communicating 
identified risks relating to 
a Council decision within 
the agenda item (to 
enable elected members 
to be fully informed of the 
identified risks when 
making decisions), risks 
should also be 
appropriately recorded in 
a risk register. 

Office of 
CEO 

An Operational Risk 
Register and Strategic 
Risk Register are 
presented to the Audit 
Committee as a standing 
item. The Risk 
Management 
procedures were also 
updated at the 
December 2020 OCM 
and the EACS has been 
designated as the 
custodian of these 
registers. 
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54 

Change 
Management 

Increased risk 
that IT system 
changes will not 
be appropriately 
controlled and 
managed. The 
availability and 
integrity of IT 
systems could 
be 
compromised if 
a change 
negatively 
affects the 
system. 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate Moderate 3 3 Medium 

Planned 
action 

required 

The IT Service Provider 
will implement an ICT 
Changes Management 
system within the current 
service desk platform to 
ensure service tickets can 
be escalated or associated 
with Change Management 
Tickets. Changes will be 
reported within the 
Quarterly IT Management 
Meeting. 
The Town will also review 
the Change Management 
Resources available on the 
Public Sector 
Commissioner website, 
and determine whether 
any of these would be 
appropriate for 
customisation and 
adoption 

Corporate 
Services 

A Change Management 
service board, Process 
Map, Change 
Management form and 
Change Management 
training has been 
implemented by the IT 
Service Provider through 
Feb-May 2020. 
Approximately 10 
Change Management 
forms have been 
completed between 
June and September 
2020. Completed. 
Emailed confirmation to 
OAG 25 January 2021. 

55 

Changes to 
existing 
employee bank 
account details 
and entry of new 
employee bank 
details are not 
routinely verified 
against the ABA 
file to ensure 
bank account 
details have not 
been altered or 
manipulated 
without prior 
verification and 
authorisation.  

Lack of probity. 
Fraud risk. 
Internal control 
or compliance 
breach. 
Financial loss. 

  1/12/2019 
2019 Audit 

Management 
Letter 

Possible Major Moderate       High 
Prioritised 

action 
required 

Formal procedures to 
minimise the risk of 
employee banking details 
being fraudulently 
manipulated should be 
documented and 
communicated to staff 
involved in payroll 
processes. Controls should 
exist to include the 
assessment of requests 
for changes to employee 
banking details for 
genuineness and 
legitimacy, restricting the 
ability to make changes to 
employee details to 
appropriate staff, and to 
detect and prevent any 
unauthorised changes 
being made. 

Corporate 
Services 

 A Payroll audit is 
generated each 
fortnight which lists any 
changes made to an 
employee's bank 
account details in 
Definitiv. We also have 
implemented an Payroll 
Change of Details Form 
which is signed by both 
the Senior Finance 
Officer and the Manager 
Finance and 
Administration. A 
Payment Method 
Summary report is 
generated in Definitiv 
which list all employees 
bank details and the 
amounts transferred.  
This report is compared 
with the ABA file report 
generated from 
CommBiz and it is 
reviewed by the Senior 
Finance Officer and 
authorised by the 
Manager Finance and 
Administration. 
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56 

We noted the 
practice of credit 
card transactions 
and acquittals 
being reviewed 
by an 
independent 
officer, however 
the policy does 
not require this 
practice to occur. 

Internal control 
or compliance 
breach. 

  

1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Minor Minor       Low 
Planned 
action 

required 

Update the policy to 
require independent 
review and authorisation 
of credit card transactions 
and acquittals, as well as 
acknowledging 
transactions as having 
been made and 
authorised by the CEO. 
The practice of separately 
highlighting transactions 
made on the CEO’s credit 
card for presentation to 
Council should continue.  

Corporate 
Services 

Completed. Updated 
Policy presented to 
Audit Committee 4 
November 2021. 

57 

Currently, no 
policy on internal 
legislative 
compliance has 
been adopted by 
Council. 

Lack of strategic 
direction for 
strategic 
compliance. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate       Medium 
Planned 
action 

required 

Development and 
adoption of an internal 
legislative compliance 
policy may help formalise 
Council’s commitment to 
legislative compliance. 

Office of 
CEO 

Completed. Policy 
adopted OCM 19/10/21 

58 

Develop Project 
Management 
Framework 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Moderate Moderate Moderate 3 2 Medium 
Planned 
action 

required 

A Project Plan template 
has been implemented. 

Office of 
CEO 

The CEO has developed 
a Project Governance 
Framework which is 
currently being piloted 
by the Executive Team. 

59 

Workflow 
diagrams have 
not been 
compiled for 
undocumented 
procedures.  

Breakdown of 
internal 
controls. 
Controls reliant 
on the capability 
and honesty of 
staff. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Major Major       Medium 
Planned 
action 

required 

In conjunction with, or as 
an alternative to, the 
development of 
documented procedures 
and checklists, update and 
development of workflow 
process diagrams may 
assist in clearly identifying 
controls and processes to 
be followed where 
procedures or checklists 
do not exist. 

Whole 
Entity 

72 processes have been 
mapped. 15 processes 
under review. 
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60 

Creditors 
invoices are 
processed and 
entered only at 
the time where a 
routine creditors 
payment run is 
scheduled 
resulting in 
month end 
creditor balances 
being nil in 
certain months.  

Lack of probity. 
Fraud risk. 
Internal control 
or compliance 
breach. 
Financial loss. 

  

1/12/2019 
2019 Audit 

Management 
Letter 

Possible Major Major       High 
Prioritised 

action 
required 

Supplier invoices should 
be processed in a timely 
fashion and entered 
through the Town’s ERP 
system as soon as 
practicable after receipt to 
provide a more accurate 
representation of the 
Town’s liabilities at any 
given time. Corporate 

Services 

Invoices are filed 
according to their 
payment date being 7 
days, 14 days, 28 days or 
greater. This process is 
currently under review. 
The AP process has been 
mapped and will be 
converted into a Visio 
Flowchart. (Control 
Weakness still exists - 
process change needs to 
occur - will be improved 
on implementation of 
Share Point - late 
payment or omitted 
payment risk is low as 
follow-up would be 
instigated by the 
creditor). 

61 

Contractors’ 
insurances are 
not always 
assessed prior to 
award of 
contracts in all 
cases. Reliance is 
placed on 
contract 
managers to 
ensure copies of 
insurances are 
provided.   

Lack of probity. 
Financial loss. 
Breakdown in 
internal 
controls. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Likely Major Major Major 4 4 High 
Prioritised 

action 
required 

To help ensure all 
contractors have the 
relevant licences and have 
adequate insurance cover 
for the works they 
undertake for the Town, 
procedures should be 
developed, and records 
maintained to ensure 
copies of contractor’s 
insurances are held on 
file. 

Operations 

A Register of Contractor 
Insurance is being 
developed. In progress 

62 

Develop Contract 
Register and 
Contract 
Management 
System 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Major Moderate   Underway   

High Prioritised 
action 

required 

A review of vital records 
has commenced. 

Corporate 
Services 

A contract register has 
been developed in line 
with the Treasury's 
instructions.  The Town 
is required to formalise 
a performance based 
ICT contract with Focus 
Networks and IT Vision. 
As at the time of the 
interim audit in June 
2021 this register 
required updating, and 
will be need to be 
updated for final audit 
in November 2021. The 
OAG advise that 
Procurement Act and 
Regulations will replace 
the State Supply Act, 
and that we should 
consider the 
Procurement Act for 
best practice. 
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63 

Privileged Access 
Rights 

Increased risk of 
unauthorised 
access to, or 
modification of 
the Town's IT 
systems and 
information 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate Moderate 3 3 Medium 

Planned 
action 

required 

  

Corporate 
Services 

The IT Service Provider 
will no longer utilise a 
single generic Domain 
Administrator account 
and implement 
individual named 
accounts. 
A scheduled call will be 
created to change the 
Domain Administrator 
accounts. 
Similar options will be 
explored with IT Vision 
and the maintenance 
and administration of 
SynergySoft. 

64 

Unauthorised 
Network Devices 

Without 
appropriate 
controls in place 
to restrict the 
use of 
unauthorised 
devices on the 
network, there 
is an increased 
risk that they 
could be used to 
attack internal 
systems.  

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate Moderate 3 3 Medium 

Planned 
action 

required 

The recently implement 
802.1X / RADIUS 
authentication for 
wireless networks at all 
sites, will be extended to 
wired / network switches 
at all sites. Non-Windows 
devices that do not 
support this function will 
be locked down to MAC 
addresses.   

Corporate 
Services 

Partially resolved. The 
following still require 
attention: 1. Shared 
generic account is used 
to manage the firewall. 
2. The Town has 
commenced regular 
reviews of firewall rules 
however this can be 
further enhanced by 
including inbound and 
outbound rules. 

65 

Planned staff 
training needs 
for employees 
are currently 
identified and 
recorded in a 
training matrix. 
Further value 
from this 
initiative can be 
added through 
refining the 
current matrix 
toward a more 
formal required 
staff training 
structure, 
applied 
throughout the 
organisation. 

Internal control 
or compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate       Medium 
Planned 
action 

required 

Refine the current staff 
training matrix to identify 
staff training needs 
relevant to their role, 
ensuring it is co-ordinated 
across the organisation 
and monitors currency of 
required licences and 
qualifications. 

Office of 
CEO 

Each business unit is 
developing a training 
and development plan 
which is linked to the 
staff performance 
development 
framework.  Corporate 
Services have finalised a 
template which will be 
shared with the 
Organisation. 

66 

Through our 
limited testing, 
we noted several 
instances where 
evidence of 
correspondence 
on employee 
files to support 
the current rate 
of pay applied 
through the 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Possible Moderate Moderate       Medium 
Planned 
action 

required 

Undertake a review of all 
personnel to reconcile 
documentation relating to 
conditions of 
employment, 
remuneration, roles and 
responsibilities. 

Office of 
CEO 

The HR Coordinator is to 
undertake a review of all 
personnel records to 
ensure completeness. It 
appears to be a 
historical issue. New 
employee information 
will be verified by the 
HR Co-ordinator 
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payroll varied 
from the 
information 
recorded on 
employee files.  

67 

Information Risk Register to track 
and record 
information risk 
does not exist 

  1/12/2019 
2019 GCC 

Audit 
Possible Moderate Moderate       Medium 

Planned 
action 

required 

The Town will create an 
Information Risk 
Management Register, 
which will be presented to 
the Audit Committee as a 
standing item. The 12 key 
findings in the GCC 
Management Letter will 
form the basis of this 
Register, which will be 
continually updated based 
on management 
assessment as well as the 
key findings from future 
internal/external audit 
work. 

Corporate 
Services 

The Operational Risk 
Register now has a risk 
profile titled 
Information Risks. 
Findings from the GCC 
Audit have been 
incorporated into this 
Register. 

68 

Process for 
amending or 
changing 
procedures are 
not formalised. 
This creates 
opportunities for 
unilateral 
undocumented 
changes to 
procedures and a 
breakdown in 
key controls. 

Failure to 
identify risks or 
adequately treat 
identified risks. 

  

1/12/2019 
2019 GCC 

Audit 
Possible Major Major       High 

Prioritised 
action 

required 

Establish a process for the 
development, review, 
amendment and 
authorisation of 
procedures, checklists and 
other internal control 
documentation, 
throughout the 
organisation to assist with 
managing changes to 
procedures. 

Corporate 
Services 

A Change Management 
service board, Process 
Map, Change 
Management form and 
Change Management 
training has been 
implemented by the IT 
Service Provider through 
Feb-May 2020. 
Approximately 10 
Change Management 
forms have been 
completed between 
June and September. A 
draft Change 
Management 
Framework template 
has been obtained and 
is currently under 
review. 

69 

Review the 
Municipal 
Heritage 
Inventory 

  

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Rare Moderate Minor Moderate 3 1 Low 
Planned 
action 

required 

Scheduled in the 
Corporate Business Plan 
for 2021/22 

Regulatory 
Services 

Heritage Consultancy: 
Heritage Local Heritage 
Survey, Review of 
Proposed Heritage 
Areas, and Update and 
Creation of Place Record 
Forms. The Town 
received grant (half 
funding) funding from 
the Department of 
Planning, Land and 
Heritage. The Town has 
accepted a quotation by 
Hocking Heritage + 
Architects consultants 
and have been 
appointed to undertake/ 
complete above works. 
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Works ongoing, due for 
completion early 2022.  

70 

A register of 
health 
inspections 
undertaken is 
not routinely 
maintained.  

Breakdown of 
internal control. 
Compliance 
breach. 

  1/12/2019 

FMR/Audit Reg 
17 Review - 
December 

2019 

Unlikely Moderate Moderate Moderate 3 2 Medium 
Planned 
action 

required 

Maintain a register to 
record details a central 
record of health 
inspections undertaken, 
registered premises within 
the district, and to ensure 
inspections are 
undertaken within 
required timeframes. 

Regulatory 
Services 

The following risk 
controls have been 
developed and 
implemented. The food 
premise inspection list is 
updated monthly. There 
are forward two 
monthly inspections 
identified on the 
inspection register. As a 
further risk control 
PEHO provides a 
quarterly report with 
the number of 
inspections carried out 
identified (provided to 
Elected Members in the 
Forum). An additional 
risk control is PEHO 
provides EMRS with a 
forward task list on a 
quarterly basis and 
discuss food premise 
inspections as part of 
fortnightly task catch up. 
The inspection list and 
inspections are saved to 
Synergy. The above risk 
controls are considered 
to address the risk 
assessment matrix. 

 

 

 






