
AGENDA 

Audit Committee Meeting 
Wednesday, 29 January 2020 at 6.30pm 

Disclaimer 
The purpose of this Council meeting is to discuss and, where possible, make resolutions about items appearing on the agenda. 
Whilst Council has the power to resolve such items and may in fact, appear to have done so at the meeting, no person should rely on or act 
on the basis of such decision or on any advice or information provided by a member or officer, or on the content of any discussion occurring, 
during the course of the meeting.  
Persons should be aware that the provisions of the Local Government Act 1995 (section 5.25 (e)) establish procedures for revocation or 
rescission of a Council decision.  No person should rely on the decisions made by Council until formal advice of the Council decision is 
received by that person.  
The Town of East Fremantle expressly disclaims liability for any loss or damage suffered by any person as a result of relying on or acting on 
the basis of any resolution of Council, or any advice or information provided by a member or officer, or the content of any discussion 
occurring, during the course of the Council meeting.   

Copyright 
The Town wishes to advise that any plans or documents contained within this Agenda may be subject to copyright law provisions (Copyright 
Act 1968, as amended) and that the express permission of the copyright owner(s) should be sought prior to their reproduction. 
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NOTICE OF MEETING 
 

Elected Members 
 
An Ordinary Meeting of the Audit Committee will be held on Wednesday, 29 January 2020 in the 
Council Chamber, 135 Canning Highway, East Fremantle commencing at 6.30pm and your attendance 
is requested. 
 
GARY TUFFIN 
Chief Executive Officer 
   
 

AGENDA 
 

1. DECLARATION OF OPENING OF MEETING/ANNOUNCEMENTS OF VISITORS 
 
2. APPOINTMENT OF PRESIDING MEMBER 
 
3. ACKNOWLEDGEMENT OF COUNTRY 

“On behalf of the Council I would like to acknowledge the Whadjuk Nyoongar people as the 
traditional custodians of the land on which this meeting is taking place and pay my respects to 
Elders past, present and emerging.” 

 
4. RECORD OF ATTENDANCE 
4.1 Attendance 
4.2 Apologies 

Cr M McPhail 
4.3 Leave of Absence 
 
5. MEMORANDUM OF OUTSTANDING BUSINESS 
 
6. DISCLOSURES OF INTEREST 
6.1 Financial 
6.2 Proximity 
6.3 Impartiality 
 
7. PUBLIC QUESTION TIME 
7.1 Responses to previous questions from members of the public taken on notice 
7.2 Public Question Time 
 
8. PRESENTATIONS/DEPUTATIONS 
8.1 Presentations 
8.2 Deputations 
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9. CONFIRMATION OF MINUTES OF PREVIOUS MEETING 
 
9.1 Audit Committee (3 July 2019) 
 

9.1 OFFICER RECOMMENDATION 

That the minutes of the Audit Committee meeting held on Tuesday, 3 July  2019 be confirmed 
as a true and correct record of proceedings. 

 
10. ANNOUNCEMENTS BY THE PRESIDING MEMBER 
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11. REPORTS 

11.1 Annual Financial Report (Audited) for the Year Ended 30 June 2019 (inclusive of 
Independent Auditor’s Report) 

 
File ref F/AUD1 
Prepared by Peter Kocian, Executive Manager Corporate Services 
Supervised by Gary Tuffin, Chief Executive Officer 
Meeting Date: 29 January 2020 
Voting requirements Simple Majority  
Documents tabled Nil 
Attachments 1.  Annual Financial Report (Audited) for the Year Ended 30 June 2019 
 2.  Annual Financial Audit Exit Brief (Private and Confidential) 
   
Purpose 
The purpose of this report is for the Audit Committee to receive the Annual Financial Report (Audited) 
for the year ended 30 June 2019, and to consider significant matters raised in the Independent 
Auditor’s Report. 
 
Executive Summary 
Section 6.4 of the Local Government Act 1995 requires local governments to prepare an annual 
financial report for the preceding financial year. The financial report is to be prepared and presented 
in the manner and form prescribed in the Local Government (Financial Management) Regulations 
1996. Local Governments are required to submit the annual financial report to its auditor by the 30 
September. 
 
Background 
On 24 August 2017, amendments to the Local Government Act 1995 were passed by State Parliament 
that enables the Auditor General to audit Council finances and performance. The reforms will change 
the way local government audits are conducted. 
 
The Auditor General will take over responsibility for financial audits on a transitional basis as existing 
audit contracts expire. The Town of East Fremantle has fallen under the audit remit of the Office of 
Auditor General from the 2018/19 financial year. 
 
The 2018/19 audit timeline included field work from the 23 September to 18 October 2019. An exit 
meeting was held on the 11 December 2019, receipt of signed financials and representation letter on 
11 December 2019, and issue of audit opinion on 13 December 2019. 
 
Part 7 of the Local Government Act 1995 deals with matters specific to the conduct of local 
government audit. Section 7.12A requires that a local government do the following amongst other 
things: 
 

 Examine the audit report; 

 Determine if any matters raised by the audit report, require action to be taken; 

 Ensure that appropriate action is taken in respect of those matters; 

 Prepare a report addressing any matters identified as significant by the auditor in the audit 
report, and stating what action the local government has taken or intends to take with respect 
to each of those matters; 

3



AGENDA FOR AUDIT COMMITTEE MEETING  
WEDNESDAY, 29 JANUARY 2020  

 

 

 
 

 Provide a copy of that report to the Minister within 3 months after the audit report is received 
by the local government; and  

 Within 14 days after a local government gives a report to the Minister, the CEO must publish 
a copy of the report on the local government’s official website. 

 
Consultation 
Chief Executive Officer 
 
Statutory Environment 
Part 7 of the Local Government Act 1995 and the Local Government (Audit) Regulations 1996 applies 
to audit in local government. 
 
After the annual financial report has been audited, the CEO is to sign and append to the report a 
declaration. A copy of the annual financial report is then to be submitted to the Departmental CEO 
within 30 days of the receipt by the local government’s CEO of the auditor’s report on that financial 
report. 
 
Policy Implications 
The Department of Local Government has published Operational Guideline No. 9 Audit in Local 
Government that covers the appointment, functions and responsibilities of Audit Committees. 
 
Financial Implications  
The Town accrued expenditure of $30,000 in audit fees for 2018/19, being the indicative audit fee 
previously advised. The Office of Auditor General confirmed on the 11 December 2019 that the final 
audit fee would be $40,184 (compared to an actual audit cost of $173,317). A number of complex 
issues were resolved during the audit, as outlined in the Annual Financial Audit Exit Brief. This resulted 
in the higher actual cost. 
 
Risk Implications 

 
  

Risk 

Risk 

Likelihood 

(based on 

history & 

with 

existing 

controls) 

Risk Impact / 

Consequence 

Risk Rating 

(Prior to 

Treatment or 

Control) 

Principal Risk 

Theme 

Risk Action Plan 

(Controls or 

Treatment 

proposed) 

That the Town 

receives a 

qualified audit 

report Possible (3)  Moderate (3) 

Moderate (5-

9)  

Reputation/Compl

iance 

Control through 

robust internal 

controls and staff 

development  
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Risk Matrix 

 
A risk is often specified in terms of an event or circumstance and the consequences that may flow 
from it. An effect may be positive, negative or a deviation from the expected and may be related to 
the following objectives; occupational health and safety, financial, service interruption, compliance, 
reputation and environment. A risk matrix has been prepared and a risk rating is provided below. Any 
items with a risk rating over 16 will be added to the Risk Register, and any item with a risk rating over 
16 will require a specific risk treatment plan to be developed. 
 

Risk Rating 9 

Does this item need to be added to the Town’s Risk Register No 

Is a Risk Treatment Plan Required No 

 
Strategic Implications 
Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 
 
Comment 
The Independent Auditor’s Report is appended to the Annual Financial Report. The Auditor has 
provided the opinion that the financial report of the Town of East Fremantle: 

(i) is based on proper accounts and records; and 
(ii) fairly represents, in all material respects, the results of the operations of the Town for the year 

ended 30 June 2019 and its financial position at the end of that period in accordance with the 
Local Government Act 1995 and, to the extent that they are not inconsistent with the Act, 
Australian Accounting Standards. 

 
The Auditor has however raised a number of ‘significant’ matters that meet the review and reporting 
requirements of section 7.12A (3)(4) of the Local Government Act 1995. These matters are listed 
below, along with management comment. This agenda report is to be provided to the Minister, and 
will be published on the Town’s website as per requirements. 
 
Significant Finding 1 
The following material matter indicates a significant adverse trend in the financial position of the 
Town: 

a. The Operating Surplus Ratio has been below the Department of Local Government, Sports and 
Cultural Industries basic standard for the past 3 years. The financial ratios are reported in Note 
33 of the annual financial report. 

 
  

            Consequence 

 

Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 
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Management Comment 
Council adopted a 15-year Strategic Resource Plan (combined asset management and long term 
financial plan) at its ordinary meeting of May 2019. Section 5.11 of this document discusses the 
forecast operating ratios from 2019-2034. The Operating Surplus Ratio is not projected to meet the 
Department’s standard of 1.00% until the 2028-29 financial year. Council is aware of this, with the 
following comment provided in the agenda report of May 2019: 
 
Council has a legislative requirement to comply with the principles of sound financial management, of 
which a key component is the preparation of a Long Term Financial Plan. The Office of Auditor General 
is also required to undertake a performance audit of adverse financial trends in the financial position 
or the financial management practices of the local government. This will be limited a high level 
assessment of whether the 7 financial ratios reported in the notes to the financial report achieved the 
standards set by the Department of Local Government, Sport and Cultural Industries. Council therefore 
needs to be cognizant of the ratio analysis included in the Forecast Financial Statements as 3 of the 
ratios are below benchmark. 
 
A number of assumptions underpin the Strategic Resource Plan, including a 3% annual rate increase. 
Every endeavour will be made to ensure operating revenue grows at a faster rate than operating 
expenditure in order to achieve an improved Operating Surplus Ratio. A review of depreciation 
expense (and underlying valuation methodology) in 2019/20 may also result in a favourable 
improvement to this ratio. 
 
The following are material matters identified by the Auditor indicating non-compliance with Part 6 of 
the Local Government Act 1995, the Local Government (Financial Management) Regulations 1996 or 
applicable financial controls of any other written law. 
 
Significant Finding 2 
For 75% of purchases we sampled below the tender threshold, there was inadequate or no evidence 
that a sufficient number of quotations was obtained to test the market, and no documentation to 
explain why other quotes were not sought. This practice increases the likelihood of not receiving value 
for money in procurement. This could also result in favouring certain suppliers, although our audit did 
not identify any instances. 
 
Management Comment 
The Town's purchasing policy states that where the value of a purchase is between $5,001 and 
$20,000, efforts should be made to obtain at least two written quotes. 
 
During the Auditor’s procurement testing, 6 purchases were identified in this range, out of a sample 
of 8, where there was insufficient documentation to indicate that the requisite number of quotations 
had been obtained. 
 
Extended security permissions, including a purchasing requisition system, were implemented in June 
2019. Staff are now required to upload evidence of quotations for purchases in excess of $5,000 
against a requisition request, which is converted into a purchase order only after it has been reviewed 
and approved by a Manager. 
 
The Internal Audit Work Plan for 2020 also proposes that an internal audit of all requisitions over 
$5,000 be completed, and presented to the Audit Committee in July 2020. This will ensure a complete 
sample and identify all instances of non-compliance. Findings will then inform areas for improvement, 
education, and if deemed appropriate, removal of financial delegation. 
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Significant Finding 3 
No evidence was retained to demonstrate whether changes to supplier and employee master files, 
including bank account details, were being authorised by an officer other than the person making the 
amendment. This increases the risk that unauthorised changes may be made, resulting in errors or 
funds being inappropriately transferred. Our audit did not identify and instances of unauthorised 
changes. 
 
Management Comment 
These findings were included in the Interim Audit Management Letter from June 2019. Management 
Comment is repeated as follows: 
 
Changes to Supplier Master File: 
The Town has implemented a “New / Update Creditor Details” form which is completed by the 
supplier, entered into the Supplier Master File by the Finance Officer, then reviewed by the Manager 
Finance and Administration, and approved by the Executive Manager Corporate Service.  Adherence 
to the completion of this form will demonstrate evidence that changes to a Supplier Master File are 
properly authorised. 
 
The Finance Officer also checks the Supplier Details to the ABN Lookup website to ensure a correct 
ABN has been provided. 
 
A telephone number is also obtained from an independent source such as a website, and that the 
creditor then be contacted to verify the information. 
 
The Town has also created a “Bank Audit Update Report” for suppliers.  This report is automatically 
generated on a fortnightly basis on the week suppliers are paid.  The report is automatically emailed 
to the Finance Officer, the Manager Finance and Administration, and the Executive Manager 
Corporate Service.  This report is reviewed by the Manager Finance and Administration and going 
forward kept with the “New / Update Creditor Details” forms file.  The creation of this report 
demonstrates that The Town is vigilant in ensuring that the possibility of fraud is minimised. 
 
When reviewing a supplier payment batch, both the Finance Officer and the Manager Finance and 
Administration check the bank account details on the invoice to the Creditor Batch Report before 
posting to the general ledger. The Manager Finance and Administration also checks the supplier’s bank 
account number to the ABA/EFT file uploaded into CommBiz.  The Town considers these two checks 
imperative in ensuring the minimisation of fraud and this has been our standard practice. 
 
The Town will also engage IT Vision, the service provider of the Town’s finance system, SynergySoft, 
to review user access to the Supplier Master File so that members of the Finance Team can only make 
changes. 
 
Changes to Employee Master File: 
The appointment of a new employee is created through the human resources process.  Once 
appointed the relevant documentation for data entry into the Payroll System is provided by the 
Human Resources Coordinator to the Finance Officer.  The Finance Officer then creates the new 
employee in the Payroll System.  The documentation is then given to the Manager Finance and 
Administration for review. This is standard practice. 
 
To show evidence in support of our standard practice a “New / Update Employee Details” form has 
been created, which will be prepared by the Finance Officer and Reviewed by the Manager Finance 
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and Administration. The implementation of this form will provide evidence that changes to the 
Employee Master File are properly authorised.  The form will be filed in the employee’s personnel file. 
 
A “Bank Audit Update Report” has also been created for Payroll.  This report is automatically 
generated on a fortnightly basis on payroll week.  The report is automatically emailed to the Finance 
Officer, the Manager Finance and Administration, and the Executive Manager Corporate Service.  This 
report is reviewed by the Manager Finance and Administration when reviewing payroll. Going forward 
we will implement the process of keeping this report with the fortnightly payroll file. 
 
Significant Finding 4 
Controls over changes to the Town’s key systems were inadequate for ensuring that only approved 
changes are implemented. This could affect the availability or integrity of systems or information; 
however our audit testing did not identify any related adverse trends. 
 
Management Comment 
The Town’s IT Service Provider is in the process of implementing an ICT Change Management system 
within the current service desk platform to ensure Service tickets can be escalated or associated with 
Change Management Tickets. Changes will be reported to Management during the Quarterly IT 
Management meeting. 
 
The Town will also review the Change Management Resources available on the Public Sector 
Commissioner website, and determine whether any of these would be appropriate for customisation 
and adoption: 
 

- Template: Change Management Plan 
- Template: Change Management Group Terms of Reference 
- Template: Human Resources Plan 
- Template: Change Management Questionnaire 

 

11.1  OFFICER RECOMMENDATION 

The Audit Committee recommend that Council: 

1. receive the Annual Financial Report for the Year Ended 30 June 2019, inclusive of the 
Independent Auditor’s Report.  

2. request that the Chief Executive Officer submit a copy of the Annual Financial Report, 
inclusive of the Independent Audit Report, to the Department Chief Executive Officer within 
30 days of receipt of the Auditor’s Report. 

3.   note the ‘significant’ matters raised in the Independent Auditor’s Report, and the 
Management Comment, as discussed in the body of this agenda report. 

4. request that the Chief Executive Officer submit a copy of this agenda report and minutes to 
the Minister, within 3 months from the date of the Independent Auditor’s Report (i.e. 3 
months from 13 December 2019). 

5. request that a copy of this agenda report and minutes be published on the Town of East 
Fremantle website, within 14 days of the report being provided to the Minister. 
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11.2 Audit Management Letters  
 
File ref F/AUD1 
Prepared by Peter Kocian, Executive Manager Corporate Services 
Supervised by Gary Tuffin, Chief Executive Officer 
Meeting Date: 29 January 2020 
Voting requirements Simple Majority  
Documents tabled Nil 
Attachments 1.  Audit Management Letter for Year Ended 30 June 2019 
 2.  Interim Management Letter 
   
Purpose 
The purpose of this report is for the Audit Committee to receive the Audit Management Letters from 
the 2019 interim and annual audits. 
 
Executive Summary 
Interim and Annual Audit results for the year ended 30 June 2019 are presented to the Audit 
Committee in the attached management letters. The focus of the interim audit was to evaluate the 
Town’s overall control environment and to obtain an understanding of the key business processes, 
risks and internal controls relevant to the audit of the annual financial report. 
 
Background 
In accordance with section 7.2 of the Local Government Act 1995, the accounts and annual financial 
report of a local government for each financial year are required to be audited by an Auditor. 
 
The Annual Financial Report for the year ended 30 June 2019 received clearance from the Auditors for 
signing by the CEO on 11 December 2019. The Audit Report and Audit Management Letter was 
subsequently received. 
 
Part 7 of the Local Government Act 1995 and the Local Government (Audit) Regulations 1996 
addresses the situation of audit. In relation to the duties of the local government with respect to audits 
–  
 
a. the local government is to do everything in its power to –  

i. assist the auditor to conduct an audit and carry out his or her other duties under the Act; and 
ii. ensure that audits are conducted successfully and expeditiously; 

b. a local government is to meet with its auditor at least once in every year; 

c. a local government is to examine the report of the auditor and is to –  
i. determine if any matters raised require action to be taken by the local government; and 

ii. ensure that appropriate action is taken in respect of those matters; 

d. local government is to –  
i. prepare a report on any actions taken in respect of any matters raised in the report of the 

auditor; and 
ii. forward a copy of that report to the Minister by the end of the next financial year, or six months 

after the last report prepared by the auditor is received by the local government, whichever is 
the latest in time. 
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The primary role of the Audit Committee is to support Council in fulfilling its governance and oversight 
responsibilities in relation to financial reporting, internal control structure, risk management systems, 
internal and external audit functions and ethical accountability. The Committee should critically 
examine the audit and management reports provided by the external auditor and then determine if 
matters raised in the reports require action to be taken by the local government administration. 
 
Consultation 
Chief Executive Officer 
 
Statutory Environment 
Part 7 of the Local Government Act 1995 and the Local Government (Audit) Regulations 1996 applies 
to audit in local government. 
 
Policy Implications 
The Department of Local Government has published Operational Guideline No. 9 Audit in Local 
Government that covers the appointment, functions and responsibilities of Audit Committees. 
 
Financial Implications  
Annual attendance of the Auditor to a meeting of the Audit Committee is covered under the Audit Fee. 
 
Risk Implications 

 
Risk Matrix 

 
A risk is often specified in terms of an event or circumstance and the consequences that may flow 
from it. An effect may be positive, negative or a deviation from the expected and may be related to 
the following objectives; occupational health and safety, financial, service interruption, compliance, 
reputation and environment. A risk matrix has been prepared and a risk rating is provided below. Any 

Risk 

Risk 

Likelihood 

(based on 

history & 

with 

existing 

controls) 

Risk Impact / 

Consequence 

Risk Rating 

(Prior to 

Treatment or 

Control) 

Principal Risk 

Theme 

Risk Action Plan 

(Controls or 

Treatment 

proposed) 

Key findings from 

the interim and 

annual audits are 

not actioned Possible (3)  Moderate (3) 

Moderate (5-

9)  Compliance 

Control through 

Audit Committee 

monitoring of 

status report  

            Consequence 

 

Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 
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items with a risk rating over 16 will be added to the Risk Register, and any item with a risk rating over 
16 will require a specific risk treatment plan to be developed. 
 

Risk Rating 4 

Does this item need to be added to the Town’s Risk Register No 

Is a Risk Treatment Plan Required No 

 
Strategic Implications 
Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 
 
Comment 
Regulations require the auditor, where appropriate, to prepare a management report to accompany 
the auditor’s report. Although there is no legislative requirement for the auditor to prepare a 
management report unless he or she deems it appropriate, local government may wish to require the 
auditor to prepare a report on all issues identified during the audit.  
 
All of the key findings from the interim and annual audit will be incorporated into the standing Status 
Report, and will be presented to the Audit Committee for ongoing monitoring. 
 

11.2  OFFICER RECOMMENDATION 

That the Audit Committee recommend Council: 

1. receive the Audit Management letters for the Year Ended 30 June 2019, as presented as 
attachments 1 and 2. 

2.    note that the key audit findings will be incorporated into the standing Status Report, and will 
be presented to the Audit Committee for ongoing monitoring. 
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11.3 General Computer Control Audit 
 
File ref F/AUD1 
Prepared by Peter Kocian, Executive Manager Corporate Services 
Supervised by Gary Tuffin, Chief Executive Officer 
Meeting Date: 29 January 2020 
Voting requirements Simple Majority  
Documents tabled Nil 
Attachments 1.  ISO Gap Analysis 

2.  Capability Maturity Assessment 
3.  General Computer Control Audit Management Letter 
4.  Information Systems Audit (Additional Information) – Private and 

Confidential 
5.  Quote from Focus Networks – Private and Confidential 

  
Purpose 
The Audit Committee is requested to receive the findings from the General Computer Control Audit 
as detailed in attachments 1-4, with key findings from the management letter to be incorporated into 
the Audit Committee Status Report for monitoring. 
 
Executive Summary 
The Office of the Auditor General recently performed a General Computer Control Audit of the Town 
of East Fremantle. The following is a summary of the audit methodology: 
 
Scope: the audit focused on: 

 Policies and procedures – The entity should ensure that they have appropriate policies and 
procedures in place for key areas such as IT risk management, information security, business 
continuity and change control.   

 Management of IT risks - The entity need to ensure that IT risks are identified, assessed and 
treated within appropriate timeframes and that these practices become a core part of 
business activities. 

 Information security - The entity should ensure good security practices are implemented, up-
to-date and regularly tested and enforced for key computer systems.  Agencies must conduct 
ongoing reviews for user access to systems to ensure they are appropriate at all times. 

 Business continuity - The entity should have a business continuity plan, a disaster recovery 
plan and an incident response plan.  These plans should be tested on a periodic basis. 

 Change control - change control processes should be well developed and consistently 
followed for changes to computer systems. All changes should be subject to thorough 
planning and impact assessment to minimise the likelihood of problems. Change control 
documentation should be current, and approved changes formally tracked. 

 Physical security – The entity should develop and implement physical and environmental 
control mechanisms to prevent unauthorised access or accidental damage to computing 
infrastructure and systems. 
 

Approach: as follows: 

 Determine whether appropriate controls are in place; 

 Prepare and execute test plans to obtain assurance of the operation of controls, 

 Review appropriate documentation, 

 Evaluate the effectiveness of the controls. 
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 Internal vulnerability scans of Finance, HR systems and key operational systems identified. 
 
Focused Audit: in addition to the above, a focus audit was performed against the ISO 27002:2015 
standard. 
The testing focused on the International Security Standard 27002 (A/NZS ISO/IEC 27002: 2015). The 
standard sets out controls to ensure computer systems are designed, configured and managed to 
preserve the confidentiality, integrity and availability of information. A gap analysis of the entity’s 
controls against the standard was performed. 
 
Results from these audits are published in the attachments, and will form part of the Office of Auditor 
General’s Annual Information Systems Audit Report to Parliament. 
 
Background 
On 24 August 2017, amendments to the Local Government Act 1995 were passed by State Parliament 
that enables the Auditor General to audit Council finances and performance. The reforms will change 
the way local government audits are conducted. 
 
The Auditor General will take over responsibility for financial audits on a transitional basis as existing 
audit contracts expire. The Town of East Fremantle will fall under the audit remit of the Office of 
Auditor General from the 2018/19 financial year. 
 
Consultation 
Office of Auditor General 
 
Statutory Environment 
Part 7 of the Local Government Act 1995 and the Local Government (Audit) Regulations 1996 
addresses the situation of audit. In relation to the duties of the local government with respect to audits  
 
e. the local government is to do everything in its power to –  

iii. assist the auditor to conduct an audit and carry out his or her other duties under the Act; and 
iv. ensure that audits are conducted successfully and expeditiously; 

f. a local government is to meet with its auditor at least once in every year; 

g. a local government is to examine the report of the auditor and is to –  
iii. determine if any matters raised require action to be taken by the local government; and 
iv. ensure that appropriate action is taken in respect of those matters; 

h. local government is to –  
iii. prepare a report on any actions taken in respect of any matters raised in the report of the 

auditor; and 
iv. forward a copy of that report to the Minister by the end of the next financial year, or six months 

after the last report prepared by the auditor is received by the local government, whichever is 
the latest in time. 

 
Policy Implications 
There are no Council Policies relevant to this item. 
 
Financial Implications  
See attachment 5 – Quote from Focus Networks. 
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Risk Implications 

 
Risk Matrix 

 
A risk is often specified in terms of an event or circumstance and the consequences that may flow 
from it. An effect may be positive, negative or a deviation from the expected and may be related to 
the following objectives; occupational health and safety, financial, service interruption, compliance, 
reputation and environment. A risk matrix has been prepared and a risk rating is provided below. Any 
items with a risk rating over 16 will be added to the Risk Register, and any item with a risk rating over 
16 will require a specific risk treatment plan to be developed. 
 

Risk Rating 9 

Does this item need to be added to the Town’s Risk Register No 

Is a Risk Treatment Plan Required No 

 
Strategic Implications 
Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 
 
Comment 
The following table identifies the index of findings from the General Computer Control Audit and their 
respective risk ratings. The findings will be incorporated into the Audit Committee Status Report, and 
reported to each meeting for monitoring. 
  

Risk 

Risk 

Likelihood 

(based on 

history & 

with 

existing 

controls) 

Risk Impact / 

Consequence 

Risk Rating 

(Prior to 

Treatment or 

Control) 

Principal Risk 

Theme 

Risk Action Plan 

(Controls or 

Treatment 

proposed) 

That key findings 

from the GCC 

Audit are not 

actioned Possible (3)  Moderate (3) 

Moderate (5-

9)  

Service 

Interruption 

Control through 

Audit Committee 

monitoring and 

ensuring adequate 

budget allocation  

            Consequence 

 

Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 
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INDEX OF FINDINGS RATING 

Significant Moderate Minor 

Findings identified in the current audit  

1. Information Security Management    

2. HR Security    

3. Information Risk Management    

4. Access Management    

5. Privileged Access Rights    

6. Logging and Monitoring    

7. Change Management    

8. Management of Removable Media    

9. Unauthorised Network Devices    

10. Management of Technical Vulnerabilities    

11. Network Device Management    

12. Maintenance of Smoke Alarms    

 
It needs to be noted that a number of the above items will require significant resource effort, and 
hence the 30 June 2020 has been nominated as the completion date for most items. The Town has a 
limited ICT budget, and any expenditures related to the implementation of the above controls will be 
captured and reported against each activity. 
 
The Town’s IT Provider, Focus Networks, has provided a quote to address the various OAG 
improvement findings identified above. It is recommended that the Audit Committee endorse this 
scope of works and quote for formal consideration by Council. 
 

11.3 OFFICER RECOMMENDATION 

That the Audit Committee recommends Council: 

1. receive the findings from the General Computer Control Audit, and note that the key findings 
will be incorporated into the Audit Committee Status Report for ongoing monitoring.  

2. endorse the scope of works and quote as presented in Attachment 5, for recommendation to 
full Council. 
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ATTACHMENT 

TOWN OF EAST FREMANTLE 

PERIOD OF AUDIT: YEAR ENDED 30 JUNE 2019  

FINDINGS IDENTIFIED DURING THE INFORMATION SYSTEMS AUDIT 

Page 1 of 15 

INDEX OF FINDINGS RATING 

Significant Moderate Minor 

Findings identified in the current audit 

1. Information Security Management 

2. HR Security 

3. Information Risk Management 

4. Access Management 

5. Privileged Access Rights 

6. Logging and Monitoring 

7. Change Management 

8. Management of Removable Media 

9. Unauthorised Network Devices 

10. Management of Technical Vulnerabilities 

11. Network Device Management 

12. Maintenance of Smoke Alarms 

This management letter contains findings identified during the information systems audit. 
Based on the audit team’s assessment of risk, we have removed some specific details that, if 
made public, could risk the security of the Council’s information systems. We have provided 
this detail to the Council in a confidential letter. 

KEY TO RATINGS 
The Ratings in this management letter are based on the audit team’s assessment of risks and 
concerns with respect to the probability and/or consequence of adverse outcomes if action is 
not taken.  We give consideration to these potential adverse outcomes in the context of both 
quantitative impact (for example financial loss) and qualitative impact (for example inefficiency, 
non-compliance, poor service to the public or loss of public confidence). 

Significant - Those findings where there is potentially a significant risk to the entity 
should the finding not be addressed by the entity promptly. 

Moderate - Those findings, which are of sufficient concern to warrant action being
taken by the entity as soon as practicable.

Minor - Those findings that are not of primary concern but still warrant action being
taken.

How and when to respond 

Please provide a response to this Draft Management Letter by 04/10/2019. 

Should you wish to discuss the Draft Management Letter please contact either Paul Tilbrook on 
6557 7514 or Kamran Aslam on 6557 7582. 
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1. INFORMATION SECUIRTY MANAGEMENT

Finding 
We found that the Town does not have an adequate policy to support their requirements for 
information security. The existing Information Technology Policy does not cover key areas of 
information security including: 

 roles and responsibilities for information security

 password requirements/composition

 granting/revoking user access

 account review/monitoring

 mobile devices

 remote access

 wireless access

 unauthorised devices

 IT asset management/disposal.

In addition, we found that the Town does not have an information security awareness program. 

Rating: Moderate 
Implication 
Without an adequate policy, there is an increased risk that the Town will not achieve its 
requirements and objectives for information security. In addition, without an appropriate and 
ongoing information security awareness program there is an increased risk that individuals will 
not understand the risks to the Town and their personal responsibility for protecting information 
and systems. This could affect the Town’s IT systems and the confidentiality, integrity and 
availability of their information. 

Recommendation 
The Town should review and update their Information Technology Policy to appropriately 
address all relevant areas of information security. The policy should be endorsed by 
management and communicated to all employees and relevant stakeholders. 

The Town should also establish an appropriate information security awareness program to 
make sure individuals are aware of the Town’s information security policy, risks and their 
personal requirements for protecting information. 

Management Comment 
The Town’s Information Technology Policy will be expanded in scope and additional policy 
documents created to cover key areas of information security mentioned above. The document 
will be adopted by the Audit Committee.  

The Town will investigate Information Security awareness training as an ongoing program 
within the Town and overseen by HR and IT. The Information Technology Policy will also be 
included in the induction document for all new staff. 

Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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2. HR SECURITY 
 
Finding 
We reviewed three recent new starters and found that two did not have appropriate 
background verification checks completed as required by the Town’s Recruitment Procedure. 
We found: 

 ToEF could not provide a police clearance for 1 individual 

 1 staff with only 1 referee check. We note that the Town requires 2 referee checks 

 ToEF could not provide a signed code of conduct for 1 individual. 
 
In addition, we found that the Town does not have a formal employment exit procedure. We 
identified that the town has an Employee Item Checklist, which is to be completed on 
commencement. However, we identified that the checklist is not always documented and is not 
updated during employment. Additionally, the checklist does not inform employees of their IT 
and information responsibilities after employment.  
 
From a sample of three terminated staff, the Town could not provide the checklist for two and 
the 3rd checklist was not signed by the terminated staff member. 
 
Rating: Moderate 
Implication 
Without adequate verification checks there is an increased risk that inappropriate individuals 
may be appointed to privileged and trusted positions. This may expose the Town to a greater 
level of risk related to fraud and inappropriate/malicious activity. As a result, the Town may 
suffer financial loss and damage to their reputation. 
 
If the staff cessation process is not appropriately documented and followed there is an 
increased risk of unauthorised access. The Town may also incur a financial loss if relevant 
assets are not appropriately returned by staff leaving the organisation. 
 
Recommendation 
Based on a full understanding of the risks the Town should ensure that all potential employees 
or relevant individuals in privileged and trusted positions have undergone appropriate 
background checks. 
 
The Town should consider implementing an ongoing process of periodic checks for those 
individuals in trusted positions. 
 
In addition, the Town should document and implement an appropriate exit procedure. The 
procedure should require the individual to formally acknowledge the return of IT assets and 
their IT and information responsibilities after employment.   
 
 
Management Comment 
All Human Resource Policies and Procedures will be reviewed by early 2020, including a new 
Criminal History Check Policy that has already been drafted. The Town will develop a formal 
employment exit procedure, which will include IT off boarding. 
 
Responsible Person: Human Resources Coordinator 
Completion Date: June 2020 
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3. INFORMATION RISK MANAGEMENT 
 
Finding 
We found that a register to track and record the Town’s information risks does not exist. 
  
Rating: Moderate 
Implication 
Without an effective information risk management process, business plans and objectives may 
fail if risk are not appropriately identified, assessed and treated. 
 
Recommendation 
The Town should develop and implement an appropriate risk register to track and manage 
information risks. 
 
Management Comment 
The town will create an Information Risk Management Register, which will be presented to the 
Audit Committee as a standing item. The 12 key findings in this Management Letter will form 
the basis of this Register, which will be continually updated based on management 
assessment as well as the key findings from future internal/external audit work. 
 
Responsible Person: Executive Manager Corporate Services 
Completion Date: December 2019 
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4. ACCESS MANAGEMENT 
 
Finding 
We found that the Town does not have an effective process to manage access to the network 
and key IT systems. We identified the following: 

 The account provisioning procedure is not adequate, as key information is not obtained 
for access request to appropriately create the account. Additionally, existing user 
profiles are used to create new accounts, which may result in excessive privileges 
being granted. 

 Third party and generic accounts are not set to expire. 

 The password management process is not adequate and easy to guess passwords are 
configured for new accounts. 

 The access review process does not consider accounts that have not been used for an 
extended period.  

 Remote access is not appropriately restricted to only those accounts that require it. 

 Remote access does not require multifactor authentication. 
 
We identified a small number of accounts that have never been used or not used in over 6 
months. In addition, we found that some accounts were configured incorrectly so they never 
have to change their password. 
 
We also found a number of active generic accounts within the HR/Finance system, most of 
which did not require access. Half of these accounts also had active network access. In 
addition, we found a large number of former staff with active HR/Finance system accounts, 
some with privileged access. Further testing identified that none of these accounts have active 
network accounts. 
  
Rating: Moderate 
Implication 
Without effective access management processes, there is an increased risk of inappropriate or 
unauthorised access to the Town’s IT systems and information. 
 
Recommendation 
The Town should document and implement appropriate access management processes 
covering network, remote and key application access for employees, contractors and non-user 
accounts.  
 
Management Comment 
The scope of the existing New User Account form will be expanded to include several new 
areas:  

 Account expiry date to allow for automatic account disablement 

 Date of Birth for account verification during password resets etc 

 Remove the option to copy existing account details 
 
Password controls will be reviewed and audited to ensure the limited use of “Password Never 
Expires” is reduced to a minimum.  
 
The account creation procedure will be modified to ensure generic passwords are not provided 
during initial logon. In addition, new users will be required to call support in order to set their 
initial password and login details. 
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Third Party contractor accounts will be reviewed and moved to a separate OU for easier 
management and identification. Smaller Ad-hoc accounts will be set to automatically expire in a 
given time-frame. 
 
The scope of the OU User PC Audit scheduled task procedure has now been expanded to 
audit AD user and computer accounts which have not been used for a prolonged (six month) 
period. This will ensure AD accounts which are not actively being used are disabled as 
standard. 
 
As part of the implementation of DUO 2FA for remote access, a review of remote access will 
be undertaken in the following areas: 

 The existing security group for SonicWALL VPN access will be reviewed for 
memberships. 

 Remote access using SonicWALL Global VPN will be decommissioned and only 
remote access using SonicWALL SSL VPN will be used as standard 

 Remote Web Access and RD Gateway access to the Terminal Server farm will 
be restricted using to named users in a Security Group 

 DUO 2FA will be used to enhance secure remote access for the SonicWALL 
SSL VPN, RD Gateway, Remote Web Access and Outlook Web Access 

 
Generic user accounts for internal staff such as Ranger will be renamed to individual named 
accounts. 
 
Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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5. PRIVILEGED ACCESS RIGHTS 
 
Finding 
We found that the Town does not appropriately manage privileged access to its network as 
individuals use a shared generic account to administer the network. Additionally, the process to 
manage the credentials for the default highly privileged network account is not adequate. 
  
Rating: Moderate 
Implication 
Without appropriate management of privileged accounts, there is an increased risk of 
unauthorised access to or modification of the Town’s IT systems and information.  
 
Recommendation 
The Town should make sure that: 

 staff are assigned individual accounts with appropriate privileges to administer the 
network 

 the credentials for the default privileged account should be managed in line with good 
practice. 

 
Management Comment 
The IT Service Provider will no longer utilise a single generic Domain Administrator account 
and implement individual named accounts. 
 
A scheduled call will be created to change the Domain Administrator accounts 
 
Similar options will be explored with ITVision and the maintenance and administration of 
SynergySoft  
 
Responsible Person: Executive Manager Corporate Services 
Completion Date: December 2019 
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6. LOGGING AND MONITORING 
 
Finding 
We found that network (AD) security log information is not being appropriately retained or 
archived to ensure an adequate history of logs is maintained. In addition, the approach to 
monitor or review log files to identify any unauthorised access or malicious activity is ad-hoc. 
  
Rating: Moderate 
Implication 
Without effective system logging and proactive monitoring of the logs there is an increased risk 
that the Town will not be able to detect any unauthorised access or malicious activity. 
 
In addition, if the logging process is not adequate it may not provide suitable evidence to 
support any forensic or internal investigations. 
 
Recommendation 
The Town should implement appropriate levels of logging and monitoring. The following should 
be considered: 

 Appropriate retention of security logs to ensure an adequate history of log information is 
maintained. The Town must ensure that the log file history complies with any internal 
requirements and those defined in the State Records Act 2000. 

 Monitoring and reviewing log file information on a regular basis to identify any 
unauthorised access or malicious type activity. 

 
Management Comment 
The off premise retention of Active Directory Security Logs has initially been expanded to 30 
days whilst a conversation is had with the vendor to determine the impact of long term 
retention. The option of creating dedicated log volumes on domain controllers to provided 
additional long term logging based on a specific size will also be reviewed. 
 
A task will be created to perform a regular reviews of relevant Task Categories and event ID’s 
with AD Security Logs. 
  
Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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7. CHANGE MANAGEMENT 
 
Finding 
We found that there are no procedures for managing changes to the Town’s ICT environment. 
Changes to systems and network configuration do not follow a controlled process.  
  
Rating: Moderate 
Implication 

Without appropriate change management processes, there is an increased risk that IT system 

changes will not be appropriately controlled and managed. The availability and integrity of IT 

systems could be compromised if a change negatively affect the systems. 
 
Recommendation 
The Town should develop, document and implement appropriate ICT change management 
procedures. This should include the use of a suitable change management system to maintain 
records of change details and authorisations. 
 
Management Comment 
The IT Service Provider will implement an ICT Change Management system within the current 
service desk platform to ensure Service tickets can be escalated or associated with Change 
Management Tickets. Changes will be reported within the Quarterly IT Management meeting. 
 
The Town will also review the Change Management Resources available on the Public Sector 
Commissioner website, and determine whether any of these would be appropriate for 
customisation and adoption: 
 

- Template: Change Management Plan 
- Template: Change Management Group Terms of Reference 
- Template: Human Resources Plan 
- Template: Change Management Questionnaire 

 
Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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8. MANAGEMENT OF REMOVABLE MEDIA 
 
Finding 
We found that that the Town does not have appropriate controls to manage the use of 
removable media devices. 
  
Rating: Moderate 
Implication 
Without appropriate controls to log and monitor the use of removable media devices there is an 
increased risk to the Town’s information and IT systems. Information copied to removable 
media devices may be lost, stolen or inappropriately disclosed. 
 
Recommendation 
The Town should assess the risks associated with the use of removable media devices. 
Consideration should be given to the following controls: 

 Preventing the use of any unauthorised removable media devices. 

 Only using USB devices that incorporate encryption to help protect the information. 

 Maintaining a register of all authorised and in use removable media devices. 

 Logging and monitoring files and information copied to or from removable media 
devices. 

 
Management Comment 
The existing anti-virus platform will be configured to restrict USB mass storage devices to 
approved devices only. Existing drives currently in use will be removed from use and marked 
for destruction. New USB mass storage drives which support hardware based encryption will 
be implemented. Windows Group Policy will be configured to file and folder auditing on HR, 
Finance and Executive drives. The Town will implement a register of authorised USB devices 
which can be either permanently assigned to specific users or signed out on an ad-hoc basis 
 
Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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9. UNAUTHORISED NETWORK DEVICES 
 
Finding 
We found that the Town does not have adequate controls in place to restrict the use of 
unauthorised devices on their network. We were able to connect a test device and establish 
communications with key systems such as network access servers and database systems.
  
Rating: Moderate 
Implication 
Without appropriate controls in place to restrict the use of unauthorised devices on the 
network, there is an increased risk that they could be used to attack internal systems. 
 
In addition, unauthorised devices that connect to the network could result in the spread of 
malware to the Town’s IT systems. 
 
Recommendation 
The Town should review the risks to their network and implement appropriate controls to 
prevent and/or detect the use of any unauthorised IT devices. 
 
Management Comment 
The recently implement 802.1X / RADIUS authentication for wireless networks at all sites, will 
be extended to wired / network switches at all sites. Non-Windows devices that do not support 
this function will be locked down to MAC addresses.  
 
Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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10. MANAGEMENT OF TECHNICAL VULNERABILITIES 
 
Finding 
We found that the Town’s vulnerability management process is not effective. Vulnerability 
scans conducted during the audit identified a number of ‘critical’ and ‘high’ severity known 
vulnerabilities on various IT systems. 
 
We identifed that software updates (patches) that fail to deploy to workstations are not 
appropriately followed up and actioned. 
 
In addtion, we found that externally facing systems are not appropriately hardened and the 
Town does not perform penetration tests to identify weaknesses. 
 
We also found a number of workstations with unsupported operating systems. 
 
Rating: Moderate 
Implication 
Without an effective process for identifying, assessing and addressing relevant ‘known’ 
vulnerabilities within a timely manner, there is an increased risk that IT systems are not 
adequately protected against potential threats. These vulnerabilities could be exploited which 
may result in unauthorised access to IT systems and information. 
 
Without appropriately hardening externally facing systems, there is an increased risk that they 
could be compromised to gain unauthorised access to IT systems and information. 
 
Unsupported operating systems no longer receive security and/or vulnerability updates from 
the product vendor. As a result, there is an increased risk that these vulnerabilities could be 
exploited to compromise the IT systems and information. 
 
Recommendation 
The Town should document and implement an appropriate vulnerability management process. 
This process should ensure all relevant ‘known’ software and security vulnerabilities are 
identified. These vulnerabilities along with remediation to address them should be appropriately 
assessed and tested. Following successful testing the relevant actions and updates should be 
applied to the IT systems within a timely manner. 
 
If decisions are made not to address any known vulnerabilities, these decisions (along with any 
mitigations) should be appropriately recorded. 
 
In addition, the Town should harden its external facing systems and conduct periodic 
penetration tests to verify the effectiveness of external facing systems configurations and 
controls. 
 
We recommend that the Town migrate or upgrade any unsupported IT systems onto up to date 
platforms that are fully supported by the vendor. 
 
Management Comment 
Additional reporting from the current Remote Monitoring and Management (RMM) tool will be 
utilised to more effectively review missing and out of date patches / feature releases and 
vulnerabilities. 
 
Period scans using a third party dedicated auditing tool will be run on a six monthly basis. 
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Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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11. NETWORK DEVICE MANAGEMENT 
 
Finding 
We reviewed the Town’s firewalls and network device (routers, switches) management process 
and found the following issues: 

 Devices are not securely managed. 

 The firewall is not appropriately configured. 

 Firewall rules are not reviewed on a periodic basis. 
 
Rating: Moderate 
Implication 
Without appropriate controls to manage the network devices, there is an increased risk that: 

 individuals will not be accountable for any unauthorised or unintentional modifications to 
the system 

 unauthorised access to the system could occur 

 malicious traffic may not be detected and prevented 

 suitable evidence to support any forensic or internal investigations may not be available 

 user credentials may be intercepted and used to gain access to the Town’s IT systems 
and information. 

 
Recommendation 
The Town should implement an appropriate process to securely manage and configure 
network devices. 
 
Management Comment 
The current remote management port (9444) will be locked down to only allow access to two 
specified static addresses for improved security. 
 
The current use of Telnet and HTTP to manage network switches will be removed and only 
HTTPS and SSH will be enabled by default. In addition, network switches will be configured 
with port security to identify and restrict the use of non-managed switches. 
 
Firewall reporting data retention (Syslog data) will be increased initially to 90 days to increase 
the ability to investigate and respond to security incidents. The manufacturer (SonicWALL) will 
be consulted for best practice on additional log retention. 
 
A scheduled call we be created to perform six monthly firewall rules audit with particular 
attention taken to incoming and outgoing NAT policies and port forwards. A Qualys scan will be 
performed for each HTTPS port forward as part of this audit and any issues investigated 
further. 
 
Responsible Person: Executive Manager Corporate Services 
Completion Date: June 2020 
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12. MAINTENANCE OF SMOKE ALARMS 
 
Finding 
We found that the Town has not tested the smoke alarms in the Town hall. 
 
Rating: Moderate 
Implication 
Without adequate servicing and testing of the smoke alarms, there is an increased risk that 
they may not function appropriately. This may represent a health and safety risk. 
 
Recommendation 
The Town should develop and implement a schedule for the testing and inspection of smoke 
alarms. 
 
Management Comment 
An electrical contractor will engaged to include this on an annual maintenance schedule along 
with Emergency Exit lighting and RCD testing. 
 
Responsible Person: Operations Manager 
Completion Date: October 2019 
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11.4 Review of Financial Management and Risk and Internal Control Systems 
 
File ref F/AUD1 
Prepared by Peter Kocian, Executive Manager Corporate & Community Services 
Supervised by Gary Tuffin, Chief Executive Officer  
Meeting Date 29 January 2020 
Voting requirements Simple Majority 
Documents tabled Nil 
Attachments 1. Consolidated Report – Review of Financial Management, Risk 

Management, Legislative Compliance and Internal Controls 
2.  Improvements Register 

 
Purpose 
The Audit Committee is requested to receive the Review of the Town’s Financial Management, Risk 
Management, Legislative Compliance and Internal Controls, and note the Improvement Register, 
which will be incorporated with the standing Status Report. 
 
Executive Summary 
In order to meet the requirements under Regulation 5 (2)(c) of the Local Government (Financial 
Management) Regulations 1996 and Regulation 17 of the Local Government (Audit) Regulations 1996, 
an independent consolidated report has been prepared by Moore Stephens following a review 
undertaken during November 2019 of the Town’s financial management, risk management, legislative 
compliance, and internal control systems.  
 
Background 
The objective and scope of the review is as follows: 
 
Financial Management Review 
Once every three (3) years the Chief Executive Officer is required to review the appropriateness and 
effectiveness of the financial management systems and procedures, as required by Financial 
Management Regulation 5 (2)(c). The review covers the systems and procedures established by the 
Town in performing the duties defined by Financial Management Regulation 5 (1), including, but not 
limited to the following: 

 Collection of money owed; 

 Custody and security of money held; 

 Maintenance and security of financial records; 

 Accounting for revenue and expenses; 

 Accounting for assets and liabilities; 

 Accounting for trust transactions; 

 Authorisation of purchases; 

 Authorisation of payments; 

 Maintenance and processing of payroll; 

 Stock control and costing records; 

 Preparation of budgets and budget reviews; and 

 Preparation of financial reports. 
 
Systems and Procedures Review 
Likewise, at least once every three (3) years the Chief Executive Officer is required to report on the 
appropriateness and effectiveness of the Town’s risk management, internal controls and legislative 
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compliance systems and procedures, every three years, as required by Audit Regulation 17. The results 
of the review are to be reported by the CEO to the Audit Committee. The Audit Committee is required 
to review the CEOs report and then report to the Council. The report from the Audit Committee to the 
Council is required to have attached a copy of the CEOs report to the Audit Committee. 
 
To ensure independence of process, Moore Stephens were engaged to undertake the review 
(November 2019), and involved the following methodology: 

 Conduct onsite interviews with key personnel involved in risk management, financial 
management and ensuring the Town’s adherence to legislative compliance; 

 Identify the extent of commitment and mandate to Risk Management principles (using AS/NZS 
ISO 31000:2018 as the framework) within the overall risk management framework; 

 Review each component (risk management, legislative compliance and internal controls) after 
considering the overall risk environment, governance structure and internal control environment; 

 Assess the gaps (if any) between the current processes and the expected risk management, 
internal controls and legislative compliance systems and procedures and recommend suggested 
improvements; and 

 Report on the appropriateness and the effectiveness of current systems and procedures. 
 
Consultation 
Chief Executive Officer 
Moore Stephens (External Auditors) 
 
Statutory Environment 
Local Government Act 1995 
Local Government (Audit) Regulations 1996 Regulation 17 
Local Government (Financial Management) Regulations 1996 
 
Policy Implications 
F8.7 Significant Accounting Policies 
 
Financial Implications  
The cost of the engagement with Moore Stephens was $18,750 (GST ex). This is within budget 
allocation. 
 
Risk Implications 

Risk 

Risk 

Likelihood 

(based on 

history & with 

existing 

controls) 

Risk Impact 

/ 

Consequenc

e 

Risk Rating 

(Prior to 

Treatment or 

Control) 

Principal Risk 

Theme 

Risk Action Plan 

(Controls or 

Treatment proposed) 

That key findings 

from the 

FMR/Reg 17 

Review are not 

actioned Possible (3) 

 Moderate 

(3) 

Moderate (5-

9)  Compliance 

Control through 

oversight by the Audit 

Committee and 

ensuring adequate 

budget allocation for 

resourcing 
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Risk Matrix 

 
A risk is often specified in terms of an event or circumstance and the consequences that may flow 
from it. An effect may be positive, negative or a deviation from the expected and may be related to 
the following objectives; occupational health and safety, financial, service interruption, compliance, 
reputation and environment. A risk matrix has been prepared and a risk rating is provided below. Any 
items with a risk rating over 16 will be added to the Risk Register, and any item with a risk rating over 
16 will require a specific risk treatment plan to be developed. 
 

Risk Rating 9 

Does this item need to be added to the Town’s Risk Register No 

Is a Risk Treatment Plan Required No 

 
Strategic Implications 
Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 
 
Site Inspection 
Not applicable 
 
Comment 
An Improvement Register detailing 47 findings has been prepared and is appended to this report. This 
register also includes a risk rating and proposed mitigation and management strategies. This register 
will be presented to the Audit Committee as a standing item. 
 

11.4  OFFICER RECOMMENDATION 

That the Audit Committee recommend: 

1. receive the consolidated report from the Chief Executive Officer on the appropriateness and 
effectiveness of the Town’s financial managements systems, risk management, internal 
controls and legislative compliance systems and procedures as required by Regulation 5 
(2)(c) of the Local Government (Financial Management) Regulations 1996 and Regulation 17 
of the Local Government (Audit) Regulations 1996; 

2. recommend that the review be presented to Council, and that the Improvement Register be 
incorporated into a Status Report for ongoing review and monitoring. 

 
  

            Consequence 

 

Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 
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1.0 Engagement Overview 

1.1 Scope of Services 

The Town of East Fremantle engaged Moore Stephens to undertake a review service with a dual purpose, 

firstly to provide the basis for a report by the CEO to the Audit Committee on the appropriateness and 

effectiveness of the Town’s risk management, internal controls and legislative compliance systems and 

procedures as required by the Local Government (Audit) Regulations 1996 Regulation 17. Secondly, a review 

of financial management systems to assess the appropriateness and effectiveness of these systems and 

procedures, as required by Local Government Financial Management Regulations 5(2)(c).  

For efficiency, the reviews were undertaken simultaneously, and the results contained in this single report. 

Financial management systems and procedures are considered a subset of broader overall risk management, 

legislative compliance and internal controls. The matters examined in respect of financial management 

systems are detailed in Appendix A and where opportunities for improvement were identified, they are 

reported within the relevant section of the risk management, legislative compliance and internal controls 

framework design, implementation and evaluation sections of this report. 

The results of the risk management, legislative compliance and internal controls review are to be reported by 

the CEO to the Audit Committee. The Audit Committee is required to review the CEO’s report and on-report 

to the Council. The report from the Audit Committee to the Council is required to have attached a copy of the 

CEO’s initial report to the Audit Committee. 

1.1.1 Procedures – Financial Management Review 

Our procedures for the Financial Management Review encompassed a review of the Town’s financial systems 

including, but not necessarily limited to: 

• Collection of money owed; 

• Custody and security of money held; 

• Maintenance and security of financial records; 

• Accounting for revenue and expenses; 

• Accounting for assets and liabilities; 

• Accounting for trust transactions; 

• Authorisation of purchases; 

• Authorisation of payments; 

• Maintenance and processing of payroll; 

• Stock controls and costing records; 

• Preparation of budgets and budget reviews; and 

• Preparation of financial reports. 

Our procedures and approach have been developed over a number of years taking into account our extensive 

local government background and seeks to examine both financial systems and procedures in use. 

The financial management review does not examine systems and procedures which are non-financial in nature 

and did not specifically test for legislative breaches. 
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1.1.2 Procedures – Risk Management, Legislative Compliance and Internal Controls Review 

Our procedures for the systems and procedures review, as required by regulation 17 of the Local Government 

(Audit) Regulations 1996, on behalf of the CEO encompassed the following services: 

• A review of the risk management systems policies, procedures and plans in place at the Town;

• Evaluate the non-financial/operational internal control systems and procedures at the Town;

• Assess systems and procedures for maintaining legislative compliance; and

• Prepare a report of matters identified during the review to assist the CEO assess the appropriateness

and effectiveness of the relevant systems and procedures in accordance with regulation 17 of the

Local Government (Audit) Regulations 1996.

To undertake these procedures, we applied the following methodology: 

• Conduct onsite interviews with key personnel involved in risk management, financial management

and the Town’s adherence to legislative requirements;

• Identify the extent of commitment and mandate to Risk Management principles, using AS/NZS ISO

31000:2018 as the framework, within the overall risk management framework;

• Review each component of risk management, legislative compliance and internal controls after

considering the overall risk environment, governance structure and internal control environment;

• Assess the gaps, if any, between the current processes and the expected risk management, internal

controls and legislative compliance systems and procedures and recommend suggested

improvements; and

• Report on the appropriateness and the effectiveness of current systems and procedures.

The review was a high-level review given the scale, variety and breadth of non-financial activities and 

considered, as a minimum, the issues identified by the Department of Local Government, Sport and Cultural 

Industries to Local Government Operational Guideline Number 09 – Audit in Local Government (listed in 

Appendix E). 

1.2 Legislative Changes 

Our review was undertaken in November 2019, changes to regulations were being progressively implemented 

following royal assent to the Local Government Legislation Amendment Act 2019 on the 5 July 2019. This report 

and findings reflect compliance and matters identified against legislation current at the time of the review. 

Where possible, we have noted within our report areas where legislative changes may affect improvements 

noted.  
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2.0 Review Context 

2.1 Review Context - Town of East Fremantle 

Understanding the external and internal context in which the Town of East Fremantle operates, relevant to 

financial management, risk, the internal control environment and its legislative compliance obligations, as it 

seeks to achieve its overall strategic objectives is important to the review of the related systems and 

procedures.  

The external and internal environmental influences identified during the review are set out below: 

External Influences Internal Influences 

Increasing community expectations in relation to 
service levels and delivery. 

The objectives and strategies contained in the current 
Strategic Community Plan. 

Rapid changes in information technology, changing 
the service delivery environment. 

The timing and actions contained in the current 
Corporate Business Plan. 

Increased compliance requirements due to 
Government Policy and Legislation. 

The current organisational size, structure, activities 
and location. 

Cost shifting by the Federal and State Governments. The current human resourcing levels and staff 
retention. 

Climate change and subsequent response. The current financial capacity of the Town. 

State Government recycling rates. The maintenance of corporate records. 

 Allocation of resources to achieve strategic 
outcomes. 

Level of stakeholder and community engagement. 
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3.0 Review Summary 

3.1 Financial Management 

The Town of East Fremantle has a number of financial management system controls to cover the wide variety 
of operations undertaken by the Town. Council has responsibility for the adoption of the annual budget and 
annual report, review of the monthly statement of financial activity and review of the monthly list of payments. 
Responsibility for the financial management of the Town rests with the CEO, as detailed under Financial 
Management Regulation 5(1). 

3.1.1 Appropriateness  

Considering the size, resources, variety of operations and the context in which the Town of East Fremantle 

operates, documented internal control procedures relating to financial management systems, are considered 

appropriate as a means of maintaining a high level of control over the financial management of the Town. Our 

assessment as to the appropriateness is subject to identified weaknesses being addressed, and provided that 

internal control procedures are routinely and consistently applied. Some weaknesses were identified within 

current controls and procedures, these are explained within Section 6.0 Framework Design of this report. 

3.1.2 Effectiveness  

Considering the results of other elements of financial management systems and processes where documented 

and routinely tested, the current practices undertaken by the Town of East Fremantle may be considered 

effective. Our assessment as to effectiveness is subject to the implementation of the improvements 

highlighted in the framework implementation section of this report.  

Whilst generally considered effective, weaknesses were identified where internal controls are not considered 

effective. These are explained within Section 7.0 Framework Implementation of this report. 

3.1.3 Improvements 

Details of recommended improvements to the current financial management, procedures and systems for the 

Town are set out within the framework design and implementation sections of this report. Key improvements 

to the appropriateness and effectiveness of these procedures and internal controls include: 

• IT controls; 

• Change of banking details controls; 

• Procurement;  

• Creditor processing 

• Accounting for the Trust Fund; 

• Payroll controls and processing; and 

• Financial reporting. 
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3.2 Risk Management 

The Town of East Fremantle initially developed its formal risk management processes with the adoption of a 
Risk Management Policy, adopted 21 March 2017. The Policy refers to the Risk Management Standard ISO 
31000:2009 and is supported by Risk Management Procedures. The policy document and procedures form the 
basis for risk management activities within the organisation.  

3.2.1 Appropriateness  

Currently, a documented entity wide Risk Management Policy is in existence to guide the implementation of 

risk management throughout the organisation. The current policy is based on the previous Risk Management 

Standard, AS/NZ ISO 31000:2009, which was updated in February 2018. The updates to the Standard were to 

highlight the leadership of top management and integration of risk management in organisations, along with 

the iterative nature of risk management. Update of the Town’s policy and framework to align to the new 

standard is encouraged to help ensure the appropriateness of risk management practices. 

Considering the size, resources, operations and the context in which the Town of East Fremantle operates, a 

documented risk management policy and procedures is considered appropriate as a means of uniformly 

supporting decision making and documenting the organisation's response to risks.  

3.2.2 Effectiveness  

The current risk management policy reflects the Town’s commitment to organisation wide risk management 

principles, systems and processes aimed at ensuring consistent, effective and efficient application of risk 

management through planning, decision making and operational processes. Elements of risk management 

processes, such as updating and reviewing of risk profiles and documented risk assessments, are not 

consistently applied. Development and application of risk management systems and processes are required to 

be implemented throughout the organisation in order for risk management processes and procedures to be 

considered effective. 

3.2.3 Improvements 

Improvements to risk management practices and policies are detailed within the framework design and 

implementation sections of this report, with key matters summarised as follows: 

• Review and update, through adoption by Council, the risk management policy to align to the new Risk 

Management Standard, ISO 31000:2018; 

• Implement a risk management framework / strategy aligned to the current risk Management 

Standard, ISO 31000:2018; 

• Develop and apply risk management activities to existing practices in accordance with a suitable risk 

management framework; and 

• Ensure appropriate management of operational risks for high risk areas. 
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3.3 Internal Control 

A formal internal control policy, Policy 2.2.5 Internal Audit Charter, was adopted by the Town of East Fremantle 

on 20 November 2018. The Policy aim is intended to provide assurance to the Council and the CEO that 

efficient and effective operational controls exists in improving and monitoring the Town’s risk management, 

internal control and legislative compliance functions. A formal policy can assist to ensure an iterative approach 

to evaluating the internal controls, systems and procedures, as well as providing a mechanism whereby regular 

review and updates occur.   

3.3.1 Appropriateness  

The current internal audit charter policy requires updating as it refers to a superseded risk management 

standard. Alignment with the current standard, ISO 31000:2018, may assist the integration of controls and 

procedures throughout the organisation.  

Considering the size, resources, operations and the internal/external context in which the Town of East 

Fremantle operates, the internal control framework, procedures and systems as described to us are 

considered appropriate for the majority of areas of operations. A number of internal controls were identified 

where these controls are not considered appropriate. These are explained within Section 6.0 Framework 

Design of this report.  

3.3.2 Effectiveness  

The internal audit charter has had limited implementation since it was adopted. Weaknesses were identified 

where internal controls are not considered effective, specifically where there has been a breakdown in the 

routine and consistent application of documented controls and procedures.   

Considering the overall results of monitoring and compliance practices undertaken by the Town of East 

Fremantle, the current internal control framework, procedures and systems, where documented and routinely 

tested, may be considered effective. Our assessment as to effectiveness is subject to the implementation of 

the improvements detailed within Section 7.0 Framework Implementation of this report. 

3.3.3 Improvements 

Recommended improvements to the current internal control framework, procedures and systems are detailed 

later within the framework design and implementation sections of this report with selected key improvements 

to internal controls summarised as follows: 

• Review and update the Internal Audit Charter policy to align with ISO 31000:2018 (and updated risk 

management policy), promoting a risk-based approach to the development and maintenance of 

documented internal controls and procedures. This consideration is intended to support a continual 

assessment of appropriate controls throughout the organisation by identifying the need for new 

controls, based on risk, and ensuring existing outdated and unnecessary controls are discontinued;  

• Key internal controls should be documented either as procedures, checklists or workflow diagrams;  

• Procedures should be defined to improve the management of issues surrounding changes to internal 

controls;  

• Measures should be taken to ensure staff are fully aware of, and understand, relevant internal 

controls; and 

• Financial management control recommendations discussed at Section 3.1 of this report be 

implemented.  
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3.4 Legislative Compliance 

Currently, no legislative compliance policy exists to communicate expectations of Council in relation to 

legislative breaches and regulatory compliance. Reliance in this regard is dependent upon the knowledge and 

experience of senior staff and their desire to achieve high levels of legislative and regulatory compliance.  

3.4.1 Appropriateness  

Considering local governments generally maintain a low risk appetite for breaches of legislation, a documented 

legislative compliance policy is considered appropriate to reflect Council’s low risk appetite in relation to 

legislative breaches. The Town does not have a legislative compliance policy to address legislative compliance 

risks. 

3.4.2 Effectiveness  

Maintaining legislative compliance is heavily reliant on the knowledge, experience and commitment of senior 

staff, to identify and prevent breaches of legislation. As a consequence, staff turnover, competing priorities 

and variations in workloads may have a significant negative impact on legislative compliance. Therefore, one 

of the most effective controls in maintaining legislative compliance is a motivated, stable, experienced and 

knowledgeable senior management group.    

In the instances where the effectiveness was able to be assessed, the current legislative compliance control 

procedures and systems were generally considered effective. Our review identified instances of non-

compliance with legislative requirements relating to the monthly statement of financial activity, the 

delegations register and the financial interest register.  

3.4.3 Improvements 

Improvements to the current framework, procedures and systems for legislative compliance are set out later 

within this report and summarised as follows: 

• Development of a legislative compliance policy dealing with internal legislative compliance;  

• Ensure any duties delegated to contractors / officers are provided for within relevant legislation; 

• Further development and approval of authorised checklists for functions which require a high level of 

legislative compliance; and 

• Refine the current staff training matrix and coordinate across the organisation. A risk based training 

matrix should help ensure staff with the responsibility for preventing, identifying and reporting 

breaches of legislation are offered relevant training to ensure their knowledge of legislative 

requirements is maintained and qualifications are maintained and up to date where required. 
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4.0 Methodology 

4.1 Review Methodology – Financial Management Review 

The objective of this review is to assist the CEO of the Town of East Fremantle to discharge responsibilities in 

respect to Regulation 5(2)(c) of the Local Government (Financial Management) Regulations 1996 (as 

amended).  

In carrying out our review, we examined documented policies / procedures, undertook walkthroughs of key 

systems and procedures and performed limited detailed testing procedures to identify weaknesses in the 

financial management system and report to the CEO on the appropriateness and effectiveness of the control 

environment within the Town, as required by regulation 5(2)(c) of the Local Government (Financial 

Management) Regulations 1996.  

To this end we examined the following financial systems and procedures of the Town. 

• Bank reconciliations and petty cash management; 

• Trust fund; 

• Receipts/receivables; 

• Rates; 

• Fees and charges; 

• Purchases, payments and payables (including purchase orders); 

• Payroll; 

• Credit card procedures; 

• Fixed assets (including acquisitions, disposal and depreciation); 

• Cost allocations; 

• Administration allocations; 

• Financial reports; and 

• Budget. 
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4.2 Review Methodology – Risk Management, Legislative Compliance and Internal 

Controls 

The primary goal of this review is to assist the CEO of the Town of East Fremantle to establish the 

appropriateness and effectiveness of the Town of East Fremantle’ systems and procedures in relation to risk 

management, legislative compliance and internal controls. 

Internal controls are designed to treat risks and form part of the risk management process. Non-compliance 

with legislation is one of the risks that would usually be identified as a consequence of applying a risk 

management process.   

The Australian Standard for Risk Management, ISO 31000:2018(E), identifies three components in the 

application of risk management, being Principles, Framework and Process, as set out in Diagram 1 below. 

Diagram 1. Risk Management Principles, Framework and Process 
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4.2 Review Methodology – Risk Management, Legislative Compliance and Internal 

Controls (Continued) 

In undertaking our review, we have applied the three ISO 31000:2018 framework components, as set out on 

the previous page, to the review topics (risk management, internal controls and legislative compliance). This 

involves a process incorporating the five risk management framework components, Integration, Design, 

Implementation, Evaluation and Improvement, into the review of systems and processes:    

• Identify the extent of leadership and commitment to the principles;  

• Assess the extent of integration of risk management within the Town; 

• Assess the design of the current framework through an understanding of the Town and the context 

within which it operates (risk management, legislative compliance and internal controls) after 

considering the overall context in which the review occurs; 

• Assess the implementation of the current framework; 

• Assess the extent of evaluation of the current framework and its effectiveness in supporting the 

Town’s objectives; 

• Assess the current framework and improvements to the suitability, adequacy and effectiveness of the 

framework;  

• Review the current process for the Town’s systematic application of policies, procedures and practices 

to the activities of communicating and consulting, establishing context, assessing, treating, 

monitoring, reviewing, recording and reporting risk, internal controls and legislative compliance; and 

• Report on the appropriateness and effectiveness of current systems and procedures. 

This evaluation is based on interviews with key staff, review of requested documentation listed in the 

Appendices and reference to any external audit reports or reviews previously conducted.
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5.0 Appropriate Framework 

5.1 Risk Management, Internal Control and Legislative Compliance 

The following framework was identified as being appropriate for risk management, internal control and 

legislative compliance for the Town of East Fremantle, after consideration of the current internal and external 

influences. 

Diagram 2. Risk Management, Internal Control and Legislative Compliance Framework 

A high-level review of risk management systems, internal controls and legislative compliance was undertaken 

which precluded detailed testing of all internal controls and legislative compliance. 

The results of our review, as detailed on the following pages, are set out with reference to the structure of the 

above framework. With assessment of the following areas: 

Design  Implementation Evaluation 

6.1 Strategic Plans  7.1 Strategic and Operational Plans 8.1 Council and Audit and Risk Committee 

6.2 Council Policies 7.2 Operational and Financial 
Procedures 

8.2 Strategic and Operational Registers 

 7.3 Human Resource Management and 
Practices 

8.3 Annual Compliance Audit Returns 

 7.4 Insurance 8.4 Complaint Handling 

  8.5 Audit Practices 

  8.6 Reviews required by the CEO 

Integration along with Leadership and Commitment were assessed within each of the elements of the 

framework.  

Integration

Sections 4 - 8

Design

Section 6

Implement-
ation

Section 7

Evaluation

Section 8

Improvement

Sections 4 - 8
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6.0 Framework Design 

6.1 Strategic Plans  

The Town of East Fremantle has adopted two key strategic documents, the Strategic Community Plan ‘East 

Fremantle 2027’ and the Corporate Business Plan 2019-2023. These plans identify the Council’s organisational 

objectives and key outcomes, as the Town progress on its stated vision “Inclusive community, balancing growth 

and lifestyle”. 

The Strategic Community Plan recognises the community’s aspirations and values through the following key 

focus areas: 

1. Social: A socially connected, inclusive and safe community; 

2. Economic: Sustainable, “locally” focused and easy to do business with; 

3. Built Environment: Accessible, well planned built landscapes which are in balance with the Town’s unique 

heritage and open spaces; 

4. Natural Environment: Maintaining and enhancing our river foreshore and other green, open spaces with a 

focus on environmental sustainability and community amenity; and 

5. Leadership & Governance: A proactive, approachable Council which values community consultation, 

transparency and accountability. 

In seeking to achieve its objectives, the Town of East Fremantle faces both inherent and business risks. Whilst 

striving to fulfil expectations, it is also expected to meet compliance with numerous legislative requirements. 

To manage these risks, the Town has established various processes, systems and controls.  

The Strategic Community Plan references risk management considerations detailing risks which might affect 

the Town, its customers, people, assets, functions, objectives, operations or members of the public. 

This review examines the appropriateness and effectiveness of the organisation’s risk management systems, 

internal controls and legislative compliance in the context of the Town striving to achieve its stated objectives.  
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6.2 Council Policies  

Whilst the operations of the Town are the responsibility of the CEO, the Council is responsible for setting the 

framework for operations via adopted Council policies. These policies represent an overarching framework 

relevant to risk management, internal controls and legislative compliance and have been reviewed for 

appropriateness and effectiveness.  

In general, Council policies are well formulated and provide clear guidance regarding Council’s position on 

certain matters. A list of policies reviewed is provided in Appendix B - Council Policies Examined. The table 

below details matters identified and associated suggested improvements. 

Policy Purpose / Goal Matters Identified / Improvements 

1.2.1 Code of 
Conduct for 
Council Members, 
Committee 
Members and Staff 

To provide guidance to 
Council members, 
committee members, 
contractors and 
employees of 
enforceable rules and 
requirements as 
prescribed in relevant 
legislation. 

Section 2 Conflicts and Disclosure of Interest and 3.4 Gifts 
of the current Code of Conduct do not reflect all 
disclosure requirements under of the Local Government 
Act 1995 and the Local Government (Administration) 
Regulations 1996. In its current form, the Code of Conduct 
could confuse elected members and employees as to their 
disclosure obligations. 

Contractors and volunteers are not bound by the Code of 
Conduct when performing functions on behalf of the 
Town. 

Elected members, committees, contractors and 
volunteers are not required to sign the Code of Conduct 
acknowledging they have read and understand the 
requirements within. 

N.B. Changes to 
requirements for Code of 
Conduct resulting from 
the Local Government 
Legislation Amendment 
Act 2019 are yet to be 
proclaimed. 
Improvements noted will 
require review against 
regulations once 
available. 

Improvement:  
Review the section of the Code of Conduct relating to 
disclosure requirements for gifts to highlight these need 
to be made in accordance with legislation. Suggest the 
Code of Conduct does not restate legislative 
requirements. Where legislative requirements are unclear 
or there is a desire for greater requirements, suggest this 
be covered by relevant policies, given the complexities 
involved in re-working the Code of Conduct to maintain 
currency when changes are made to legislation. 

Expand the scope of the Code of Conduct to include 
actions by volunteers and contractors. Alternatively, a 
separate Code of Conduct be developed for volunteers 
and contractors. 

Update the Code of Conduct as well as induction 
procedures to ensure elected members, committees, 
staff, contractors and volunteers sign their 
acknowledgement that they understand the content of 
the document. 
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Policy Purpose / Goal Matters Identified / Improvements 

2.1.3 Purchasing  Policy providing a best 
practice approach and 
procedures for 
purchasing. 

Ensure consistency for all 
purchasing activities that 
integrates within all the 
Town of East Fremantle 
operational areas. 

Requires compliance 
with the Local 
Government Act 1995 
and Functions and 
General Regulations 
1996.  

The Policy provides limited direction in relation to contract 
variations and extensions of contracts awarded or against 
a written specification not awarded by tender. Extension 
of contracts and associated price changes are also not 
covered by the Policy. For contracts awarded by tender, 
legislation provides minimum requirements. 

Purchasing requirements for procurement of goods or 
services in accordance with the exemptions under Local 
Government (Functions and General) Regulations 1996 
Regulation 11(2), above $150,000 are not included within 
the Policy. The CEO is required to ensure controls exist for 
all purchases including those made using these 
exemptions. It is noted the practice of testing the market 
through sourcing multiple quotations when using the 
exemptions is sometimes occurring, and the policy should 
be updated to reflect the expectation and requirement. 

Improvements:  
Amend the Policy to provide the following: 
 Prohibit price variations to existing contracts awarded by 

tender other than those provided within the original 
contract, as required by Local Government (Functions 
and General) Regulations 1996 Regulation 11(2) (j) (iv).  

 Purchasing requirements for the issuing of contract 
variations and extensions for contracts not awarded by 
public tender. Consideration should be given to 
circumstances where the contract value increase over a 
policy threshold level, due to the variation or extension. 

Insert purchasing requirements for procurement of goods 
or services made under the exemptions under Local 
Government (Functions and General) Regulations 1996 
Regulation 11(2). 

2.1.8 Corporate 
Credit Card  

Policy to regulate the use 
of corporate credit cards 
issued to employees.  

We noted the practice of credit card transactions and 
acquittals being reviewed by an independent officer, 
however the policy does not require this practice to occur. 

Improvement:  
Update the policy to require independent review and 
authorisation of credit card transactions and acquittals, as 
well as acknowledging transactions as having been made 
and authorised by the CEO. The practice of separately 
highlighting transactions made on the CEO’s credit card 
for presentation to Council should continue.  
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Policy Purpose / Goal Matters Identified / Improvements 

2.2.4 Risk 
Management 
Policy 

Policy to set out the 
Town’s approach to 
articulate its 
commitment to Risk 
Management. 

The current Policy is based on a superseded Risk 
Management Standard.  

Improvement:  
When next undertaking a review of the Policy, update the 
Policy to align to the current Risk Management Standard 
ISO 31000:2018. 

2.2.5 Internal 
Audit Charter 

A policy to evidence 
Council’s commitment to 
Internal Controls and 
their importance to the 
organisation. 

The current policy refers to a superseded Risk 
Management Standard. 

Improvements:  
When next undertaking a review of the Policy, update the 
Policy to refer to and align to the updated Risk 
Management Policy. 

Legislative 
Compliance Policy 

A policy to evidence 
Council’s commitment to 
legislative compliance 
and its importance to the 
organisation. 

Currently, no policy on internal legislative compliance has 
been adopted by Council. 

Improvement:  
Development and adoption of an internal legislative 
compliance policy may help formalise Council’s 
commitment to legislative compliance. 
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7.0 Framework Implementation 

7.1 Strategic and Operational Plans 

The Council has several strategic and operational plans which form the basis of entity level controls and entity 

level risk assessments.  

A list of plans reviewed is provided in Appendix C - Plans Examined. The table below details areas for possible 

improvement in relation to the plans examined. 

Plan Purpose / Goal Matters Identified / Improvements 

Business 
Continuity 
Plan 

Plan to facilitate organised 
decision-making in the 
event of a major incident 
impacting the Town’s 
ability to continue normal 
operations. 

A Business Continuity Plan was developed in 2017 and 
updated in May 2019, with an initial test of the plan 
scheduled to occur shortly after our review.  

Improvement:  
Ensure results from the testing of the Business Continuity 
Plan are documented and reported to consider key 
business continuity risks along with the treatments, to 
reduce the risk to an acceptable level.   
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7.2 Operational and Financial Procedures 

In seeking to achieve its stated vision, the Town of East Fremantle delivers a number of services to the 

community. Meetings were undertaken with key staff in each of the areas of service responsibility, as well as 

examination of documented processes, to determine the practices applied to issues of risk management, 

internal controls and legislative compliance. A summary of the reviews undertaken to evaluate the controls is 

included at Appendix C.  

We observed a number of practices and procedures in place, however their application was noted to not 

always be consistent. Considering the number of services provided and the current staff resourcing, a risk 

based approach to the prioritisation of the review and development of new procedures is recommended. The 

table below details areas of suggested improvement in relation to policies and procedures examined. 

Component Purpose / Goal Matters Identified / Improvements 

Risk 
Management 
Procedures 

Procedures and practices to set 
out a uniform approach to the 
identification, assessment, 
management, reporting and 
monitoring of risks. 

Risk management activities currently undertaken 
are not consistently documented, with existing 
procedures based on a superseded risk 
management standard.  

Improvement:  
Risk management procedures be updated, and a 
process developed in accordance with any 
update to the risk management policy.  

Implement risk management procedures and 
processes throughout the organisation. 

Procedure 
Changes 

Process to control and manage 
change to procedures. 

Process for amending or changing procedures 
are not formalised. This creates opportunities for 
unilateral undocumented changes to procedures 
and a breakdown in key controls. 

Improvement:  
Establish a process for the development, review, 
amendment and authorisation of procedures, 
checklists and other internal control 
documentation, throughout the organisation to 
assist with managing changes to procedures. 

Workflow 
Diagrams 

Workflow process diagrams 
create a visual representation of 
a process, clearly identifying key 
points of control and 
responsibility. 

Workflow diagrams have not been compiled for 
undocumented procedures.  

Improvement:  
In conjunction with, or as an alternative to, the 
development of documented procedures and 
checklists, update and development of workflow 
process diagrams may assist in clearly identifying 
controls and processes to be followed where 
procedures or checklists do not exist. 
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Component Purpose / Goal Matters Identified / Improvements 

Checklists Checklists document the 
completion of multiple steps 
within an overall process. 

Checklists of key functions are maintained for 
selected functions. Checklists were not 
maintained and evidenced for all standard 
routine functions such as end of month 
reconciliations and reporting across the 
organisation. It was noted some staff have 
commenced with the creation of checklists and 
procedures. 

Improvement:  
Creation and maintenance of standard checklists 
may assist in evidencing key points of control and 
serve as a reminder. Checklists assist in ensuring 
compliance with repetitive legislative compliance 
tasks. Staff are encouraged to continue with the 
development of checklists and procedures for 
routine functions, including evidencing 
independent review. 

Stock Control Process to ensure stock is 
correctly allocated, as well as 
to reduce the potential for 
theft or misappropriation.  

No formal process exists to monitor fuel stock 
allocated to portable gardening equipment. Fuel is 
recorded as it is allocated and reviewed for 
reasonableness by management each month. 

Improvement:  
Develop and implement procedures for the 
monitoring of fuel stock on hand in an effort to 
improve opportunities to detect any issues or 
potential misuse with fuel allocations.  

Corporate Credit 
Cards 

Procedures and practices in 
relation to the use of credit 
cards linked to the Town bank 
account. 

One corporate credit card is held in the Petty 
Cash Box and utilised by multiple staff. Whilst 
authorisation is required from the card holder 
prior to use of credit cards, they should only be 
held by the person named on the card. 

Through our limited testing of credit card 
transactions against documented procedures and 
controls, we noted an instance where the 
monthly credit card acquittal form had not been 
signed by the cardholder. 

Improvement:  
Credit cards should physically be maintained by 
the person in whose name they are issued, and 
credit card details should not be shared with 
other staff. 

Ensure processes exist to maintain adherence to 
and detect any deviation from established 
documented procedures and controls. 
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Component Purpose / Goal Matters Identified / Improvements 

ICT Security Procedures and practices to 
ensure the security of IT 
information, systems and 
Data. 

We noted limited controls in relation to the 
access to IT systems including physical access to 
hardware. Some levels of permissions have been 
established to network access to software and 
data, however the level of documentation to 
support these restrictions is varied across the 
organisation.  

Improvement:  
Undertake a comprehensive IT security review, 
articulate current practices and implement 
findings of the review. 

Trust Fund  Controls to ensure that Trust 
Fund transactions are 
appropriately processed, 
controlled and reported. 

The Trust Fund currently includes several bonds 
and contributions.  

Deposits recorded through the Trust Fund are 
deposited through the municipal bank account 
and transferred electronically the day after the 
funds appear in the municipal bank account. 
Regulations 8 & 10 of the Local Government 
(Financial Management) Regulations 1996 
requires money received to be deposited into the 
established account where it is required to be 
held. 

Improvements:  
Remove all funds which are not required by law 
to be held in the Trust Fund, and transfer to the 
Municipal Fund, in line with the Office of the 
Auditor General (OAG) position paper on 
Accounting for Work Bonds, Building Bonds and 
Hire Bonds released in July 2019. 

Deposit funds required to be held in the Trust 
Fund directly into the Trust bank account 
established to account those funds. 
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Component Purpose / Goal Matters Identified / Improvements 

Procurement Procedures for the 
procurement of goods or 
services. 

Through limited testing of payments, an instance was 
noted where a purchase order did not pre-date the 
invoice. 

Improvement:  
All procurement of goods or services should be 
undertaken in accordance with legislative requirements 
and the Purchasing Policy. Any instances where a 
purchase pre-dates a purchase order should be 
documented, reviewed and authorised to demonstrate 
controls have been developed to comply and ensure the 
purchasing policy has been adhered to. 

Tender 
Assessment 

Procedures to provide 
probity for the assessment 
of tenders received. 

Documented procedures are not in place to require 
declarations of interest and confidentiality to be signed 
prior to assessments being undertaken for tenders. 

Improvements: 
To help ensure probity and fairness when assessing 
tenders, procedures for the process to be undertaken 
in assessing tenders should be followed and 
documented with at least three persons assessing the 
tender independently of each other. Persons assessing 
any significant procurement should be required to 
declare any matters which may impact or be perceived 
to impact on their independence. 

Procurement 
Assessment 

Procedures to provide 
probity for the assessment 
of procurement options 
received. 

Documented procedures are not in place to require 
declarations of interest and confidentiality to be signed 
prior to assessments being undertaken for high value 
purchases. 

Improvements:  
Procedures for the declaration of interests prior to 
procurement assessments being undertaken should 
also be documented for high value purchases and 
tenders. 
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Component Purpose / Goal Matters Identified / Improvements 

Creditors / 
Supplier Payments 

Practices and 
procedures to correctly 
reflect outstanding 
creditors liabilities each 
month. 

Creditors invoices are processed and entered only at the 
time where a routine creditors payment run is scheduled 
resulting in month end creditor balances being nil in 
certain months.  

Improvement:  
Supplier invoices should be processed in a timely fashion 
and entered through the Town’s ERP system as soon as 
practicable after receipt to provide a more accurate 
representation of the Town’s liabilities at any given time. 

Creditors Systems 
and Processes 

Controls around the 
changes to supplier 
details within the EFT 
payment system. 

Formal procedures relating to changes to banking details 
for employees and creditors exist, however are not 
included within the Town’s Employee Policy and 
Procedure Manual. We are aware of many incidents of 
payment scams/frauds within the local government 
industry in recent years. As a consequence of this activity, 
controls around the changes to supplier details within the 
EFT payment system are essential and should be well 
communicated. 

Improvement:  
Include procedures relating to changes to banking 
details for employees and creditors into the Town’s 
Employee Policy and Procedure Manual. 

Security Controls 
for Cash 

Ensure access to the 
cash is restricted only to 
personnel who are 
authorised. 

Petty cash is kept in a locked box, which is stored in an 
unlocked cupboard throughout the day when the 
administration office is open to the public. 

Improvement:  
Ensure petty cash is stored in a secure location, such as 
the strong room or safe. 

End of Month 
Processes 

Processes for the 
completion of tasks and 
evidencing key points 
of control. 

End of month processes exist in the form of a month end 
audit file, and from staff representations are routinely 
performed, however we noted for the months July 2019 
to October 2019, evidence of the review of supporting 
reconciliations by an authorised officer independent of 
their preparation was not available.  

Improvement:  
Review of reports prepared each month is a useful 
mechanism to detect and rectify errors or anomalies 
which may exist. It also provides an opportunity to ensure 
staff are performing and reporting duties as required. 
Management are strongly encouraged to adhere to 
documented checklists and procedures to demonstrate 
appropriate controls and reviews are in place with 
monthly reporting and procedures.  
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Component Purpose / Goal Matters Identified / Improvements 

Monthly 
Statement of 
Financial Activity 

Monthly statements of 
financial activity 
prepared in accordance 
with legislative 
requirements. 

We noted an explanation of material variances was not 
included in the documents supporting the statement of 
financial activity as required by regulation 34(2)(b) of the 
Local Government (Financial Management) Regulations 
1996. This occurred for the monthly statement of financial 
activity for the periods ended 31 July 2018, 31 August 
2018, 30 September 2018 and 30 June 2019. 

We observed the monthly statement of financial activity 
for the period ended 30 June 2019 presented to Council 
was not in the same format as other monthly statements 
and did not contain the following items required by 
regulation 34 (1) & (2) of the Local Government (Financial 
Management) Regulations 1996:  
• YTD budget column; 
• Note explaining the composition of net current assets; 

and 
•  explanation of material variances. 

Improvement:  
Ensure the monthly statement of financial activity 
contains all items required by legislation. 

Outstanding 
Purchase Orders 

Process to ensure 
invoices are being 
processed in a timely 
manner and in 
accordance with the 
purchasing policy. 

We did not observe any formal procedures relating to the 
routine monitoring of and clearance of outstanding 
purchase orders. Reports are produced during end of 
month processing, however the reports are for noting 
only. We observed at one month end, purchase orders to 
the value of approximately $1.3m remained outstanding 
(some of which had been issued nearly twelve months 
earlier) with limited information available to document 
their status.  

Improvement:  
Update procedures to include review of the status of 
outstanding purchase orders as part of end of month 
processes. Ensure any controls developed are routinely 
and consistently applied. 
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7.3 Human Resource Management and Practices 

A number of components constitute the organisation’s human resource management practices and form an 

essential element of risk management, internal control and legislative compliance. Each of these elements is 

examined in the table below. 

Component Purpose / Goal Matters Identified / Improvements 

Staff Training  To ensure staff have access 
to ongoing and appropriate 
training. 

Planned staff training needs for employees are 
currently identified and recorded in a training matrix. 
Further value from this initiative can be added through 
refining the current matrix toward a more formal 
required staff training structure, applied throughout 
the organisation. 

Improvement:  
Refine the current staff training matrix to identify staff 
training needs relevant to their role, ensuring it is co-
ordinated across the organisation and monitors 
currency of required licences and qualifications. 

Employee 
Banking 
Details 

Process to reduce 
opportunity for fraudulent 
activity with electronic 
banking. 

Changes to existing employee bank account details and 
entry of new employee bank details are not routinely 
verified against the ABA file to ensure bank account 
details have not been altered or manipulated without 
prior verification and authorisation.  

Improvement:  
Formal procedures to minimise the risk of employee 
banking details being fraudulently manipulated should 
be documented and communicated to staff involved in 
payroll processes. Controls should exist to include the 
assessment of requests for changes to employee 
banking details for genuineness and legitimacy, 
restricting the ability to make changes to employee 
details to appropriate staff, and to detect and prevent 
any unauthorised changes being made. 

Payroll Audit 
Trails 

Procedure to allow for 
appropriate review and 
approval of changes made 
within the payroll system. 

Limited review of changes made to employee details 
and parameters is currently undertaken when each 
payroll is processed.  

Improvement:  
Procedures to minimise risk of unauthorised changes to 
employee details should be implemented. Regular 
reviews of software audit trails is one form of control 
and should be undertaken as a minimum. Where 
possible, segregation of duties should exist where 
employees responsible for processing payroll 
transactions are unable to make changes to employee 
banking details. 
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Component Purpose / Goal Matters Identified / Improvements 

Staff 
Contracts 

To provide a documented 
record of the terms and 
conditions of each 
employee’s contract of 
employment. 

Through our limited testing, we noted several instances 
where evidence of correspondence on employee files 
to support the current rate of pay applied through the 
payroll varied from the information recorded on 
employee files.  

Improvement:  
Undertake a review of all personnel to reconcile 
documentation relating to conditions of employment, 
remuneration, roles and responsibilities. 

Payroll 
Exception 
Reporting 

Procedures to assist with 
accurate processing of 
employee entitlements. 

The officers responsible for processing and reviewing 
payroll are tasked with review and capture of employee 
entitlements, allowances, deductions, etc. This is 
performed through a variance report comparing the 
payroll being processed to the previous payroll reports 
with no verification to employee master records. Staff 
have advised more formal documentation / checklists 
are intended to be created to assist with payroll 
processing, review and authorisation.  

Improvement:  
A full review of procedures and controls is required to 
determine practical procedures, documentation and 
controls for the accurate processing of payroll each 
fortnight. Details for each employee should be 
reviewed against individual employment contracts to 
capture allowances, deductions, entitlements etc, into a 
master list, with appropriate review and authorisation 
for accuracy. Payroll exception reporting and review of 
audit trails should be undertaken to capture anomalies 
or unauthorised changes. 
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7.4 Insurance 

At present, the Executive Manager Corporate Services annually reviews the completeness of insurance, which 

is presented to the Chief Executive Officer for final review. Discussions are also held with the insurers annually 

and adjustments to policies and insurance levels made as considered appropriate. The insurance values of 

buildings, plant and equipment are based on the three-yearly valuations of building assets undertaken by 

registered valuers. 

Component Purpose / Goal Matters Noted / Improvements 

Contractor 
Insurance 

Insurance cover maintained by 
contractors for damage caused 
when undertaking works for 
the Town. 

Contractors’ insurances are not always assessed 
prior to award of contracts in all cases. Reliance 
is placed on contract managers to ensure copies 
of insurances are provided.   

Improvement:  
To help ensure all contractors have the relevant 
licences and have adequate insurance cover for 
the works they undertake for the Town, 
procedures should be developed, and records 
maintained to ensure copies of contractor’s 
insurances are held on file. 
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8.0 Framework Evaluation 

Developing and implementing systems and procedures for risk management, legislative compliance and 

internal controls into an organisation can be a time consuming and expensive exercise with the potential to 

divert resources away from direct services. Considering the level of investment necessary to establish these 

systems, actions to monitor their effectiveness are an essential practice.   

Over time, the relevancy of established controls may change, their purpose may be forgotten, or technology 

may offer a more efficient or effective way to achieve the initial goal. For these reasons, formal review 

procedures are required to ensure the resources applied to maintaining these systems, practices and controls 

are done so in the most efficient way. 

Evidence of the monitoring of risk management, internal controls and legislative compliance is sourced from 

Minutes of Meetings, Registers of Disclosures and reports reviewed.    

8.1 Council and Audit and Risk Committee 

Regular monthly financial statements and lists of payments, made in the intervening period between each 

meeting, have been presented to the Council for review, as required by legislation. This provides the basis for 

high level oversight of the expenditure transactions of the organisation.  

Component Purpose / Goal Matters Noted / Improvements 

Council and Audit 
Risk Committee 

Monitoring and 
consideration of risks 
when making strategic 
decisions. 

Identified risks are appropriately included within 
agenda items for elected member consideration 
but not recorded in an appropriate risk register.  

Improvement:  
As well as communicating identified risks relating 
to a Council decision within the agenda item (to 
enable elected members to be fully informed of 
the identified risks when making decisions), risks 
should also be appropriately recorded in a risk 
register. 
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8.2 Strategic and Operational Registers 

A number of registers are maintained by the Town of East Fremantle. The table below details areas for possible 

improvement in relation to these registers. 

Register Purpose / Goal Matters Identified / Improvements 

Risk Register Provide a record of risk 
breaches and remedial 
action taken. 

A risk register to reflect identified risks, and if they 
have been adequately treated exists, however the 
register is not widely available to staff and has not 
been regularly updated.  

Improvement:  
Maintaining risk registers for all identified risks is 
important to help ensure appropriate recording and 
communication of high rated risks, along with 
providing a record to enable the verification of 
whether treatment plans have appropriately 
reduced the risk. Routine (at least quarterly) review 
of the risk register is required to assist in ensuring 
identified risks are adequately treated. 

Tender Register Statutory register of 
tenders called. 

Inspection of the register noted it was not 
compliant with some requirements of the Local 
Government (Functions and General) Regulations 
1996. The value of the consideration being sought 
by tenderers is recorded within the register, 
contrary to Regulation 16(3)(c) of the Local 
Government (Functions and General) Regulations 
1996. 

Improvement:  
Ensure the tender register complies with Regulation 
16 & 17 of the Local Government (Functions and 
General) Regulations 1996 for future tenders called. 

Contracts Register Provide a record of 
contracts entered into by 
the Town. 

We noted an agreements register exists which 
alphabetically lists agreements in place for the 
Town, however a contracts register has not yet 
been established. 

Improvement:  
Maintain a register to record details of contracts 
and their status to assist with ensuring contracts are 
monitored and actioned as required. 

Regulatory Health 
Inspection Register 

Register of regulatory 
inspections undertaken.  

A register of health inspections undertaken is not 
routinely maintained.  

Improvement:  
Maintain a register to record details a central record 
of health inspections undertaken, registered 
premises within the district, and to ensure 
inspections are undertaken within required 
timeframes. 
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Register Purpose / Goal Matters Identified / Improvements 

Delegation 
Register 

Statutory register of 
delegations of authority. 

Several delegations within the register include a 
delegation to the Principal/Building Surveyor. The 
individual currently performing these duties is a 
contractor, and not an employee of Council, 
therefore cannot be delegated authority under the 
Building Act 2011. 

Improvement:  
Review and amend delegations relating to the 
Building Act 2011 to remove sub delegation to 
contract Principal/Building Surveyor, ensuring 
delegation remains with appropriately authorised 
officer of Council. 

Gifts Register Statutory register of gifts 
received as required under 
section 5.89A of the Local 
Government Act 1995.  

We noted the register of gifts contains record of 
disclosures made under the former provision of the 
Local Government Act 1995 (sections 5.82 & 5.83) 
and are published on the Town’s website as 
required. We did not observe a register of gifts in 
the prescribed form as required. 

Improvement:  
Establish a register of gifts in the prescribed form 
and publish on the Town’s official website as 
required. 

Notifiable Gifts 
Register 

Statutory register of gifts 
received (other than as 
required under section 
5.89A of the Local 
Government Act 1995).  

A notifiable gifts register was not available for our 
inspection or published on the Town’s website as 
required by regulation 34B(5) of the Local 
Government (Administration) Regulations 1996. 

Improvement:  
Maintain a register to record details of notifications 
given in relation to gifts as required by regulation 
34B(5) of the Local Government (Administration) 
Regulations 1996, and publish on the Town’s official 
website as required. 

Financial Interest 
Register 

Records details required 
under the Act relating to 
financial circumstances of 
relevant persons 

The current register of financial interests contains 
returns for an individual who has ceased to be a 
relevant person. These returns are required to be 
removed and retained in a register of non-current 
returns for a period of five years as required section 
5.88(4) of the Local Government Act 1995. 

Improvement:  
Review filing of returns and disclosures from 
individuals who have ceased to be relevant persons 
of the organisation, to ensure records are 
maintained as required under the provisions of the 
Local Government Act 1995. 
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8.3 Annual Compliance Audit Returns (CAR) 

Returns have been completed on a self-assessment basis and approved by Council each year. The CAR was 

completed in house by staff for the 2017 and 2018 return periods. No areas of non compliance were noted in 

the 2017 and 2018 returns.  

8.4 Complaint Handling 

Governance: External Complaints Policy (maintained within Employee Policy and Procedure Manual) provides 

for the management of community complaints. This policy is consistently applied across the organisation, with 

regular reviews and management reporting to ensure complaints are adequately actioned and addressed. 
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8.5 Audit Practices 

Council had appointed external financial auditors to the Town of East Fremantle for the 2016-17 and 2017-18 

periods, with the 2018-19 period being audited by the Office of the Auditor General (OAG). No matters of non 

compliance were noted within the 2016-17 or 2017-18 audit reports. At the time of this review, the 2018-19 

audit was yet to be finalised. 

The table below details areas for possible improvement in relation to audit processes. 

Component Purpose / Goal Matters Noted / Improvements 

Internal Audit Internal audit monitors the level 
of compliance with internal 
procedures and process along 
with assessing the 
appropriateness of these 
procedures. 

Currently, no internal auditors have been 
appointed, and limited internal audit 
functions have been undertaken in 
accordance with policy 2.2.5 Internal Audit 
Charter.  

Improvement:  
We suggest as the level of documented 
procedures increases, an expanded internal 
audit function to confirm adherence to 
documented policies and procedures may be 
required as recommended by the OAG in 
their report to parliament on the Audit of 
Local Government. 
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8.6 Review required to be undertaken by the CEO 

The CEO is required to undertake reviews of systems and procedures of the local government. The table below 

presents matters noted in relation to these reviews.  

Component Purpose / Goal Matters Noted / Improvements 

Financial 
Management Review 

Review of the appropriateness 
and effectiveness of the 
Financial Management 
systems and procedures of the 
local government required to 
be undertaken every three 
years by Regulation 5(2) of 
Local Government (Financial 
Management) Regulations 
1996. 

Financial management review undertaken in 
May 2017 made twelve recommendations to 
improve the Financial Management of the 
Town. One item identified within the 
Financial Management Review remains to be 
addressed. 

Improvement 
Implement sytems to regularly monitor, 
action and items raised within reviews of 
internal controls. 
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9.0 Other Matters 

Disclaimer 

The services provided in terms of this engagement comprise an advisory engagement, which is not subject to 

assurance or other standards issued by the Australian Auditing and Assurance Standard Board and, 

consequently no opinions or conclusions are intended to convey assurance either expressed or implied.  

Moore Stephens WA, a Perth based partnership of trusts ("the firm"), carries on business separately and 

independently from other Moore Global Network Limited member firms worldwide. 

Services provided under this engagement are provided by the Firm and not by any other independent Moore 

Global Network Limited member firm. No other independent Moore Global Network Limited member has any 

liability for services provided by other members. 

Throughout this document, a reference to Moore Stephens refers to Moore Stephens (WA) Pty Ltd trading as 

agent ABN 99 433 544 961, an independent member of Moore Global Network Limited – member in principal 

cities throughout the world. Moore Stephens WA is not a partner or agent of any other Moore Global Network 

Limited firm. 

Copyright  

All rights reserved. 

This report is prepared solely for the purpose set out in the proposal scope and is not to be used for any other 

purpose or distributed to any other party without Moore Stephens prior consent.  Any reliance placed by a 

third party on the report is that party’s responsibility. 

Moore Stephens 

Level 15 Exchange Tower 

2 The Esplanade 

PERTH WA 6000 

Phone +61 (0)8 9225 5355 

Email rjbarnes@moorestephens.com.au 

ABN 99 433 544 961 

Document Date 

Version:  2.0 
Status:  Final 
Date:  13 December 2019 
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Appendix A – Financial Management Systems Review 

The following reviews were undertaken to evaluate the appropriateness and effectiveness of financial 

management system controls: 

System Description 

Bank reconciliation and petty 
cash management 

Examination of procedures and review of maintenance and management 
practices undertaken by staff 

Trust funds Examination of trust funds to determine proper accountability in the Town’s 
financial management system and compliance with regulatory requirements 

Receipts and receivables Examination of end of day banking procedures to determine if they were 
adequate in ensuring cash collection is being recorded and allocated 
properly to the general ledger. The receivables system including raising of 
invoices was also reviewed with limited testing in respect to 
allocation/posting 

Rates The Town’s rating procedures were examined to determine if they were 
adequate in ensuring rates were being imposed or raised correctly.  This also 
included inspection of the rate record, rate notices, instalment notices, 
valuation reconciliations and general ledger. We randomly selected and 
tested rate notices which included: 

• sighting the notices; 

• re-performing the calculations;  

• ascertaining whether the valuations applied agree to Landgate’s 
valuation roll/report and rates per dollar imposed are as per adopted 
budget; 

• ensuring the rate system is properly updated; and 

• checking proper posting to the general ledger 

Purchases, payments and 
payables (including purchase 
orders) 

Random selection of payment transactions to determine whether purchases 
were authorised/budgeted and payments were supported, 
certified/authorised and correctly allocated. The Town’s purchases, 
payments and payables system was also examined to determine if adequate 
controls were in place in ensuring liabilities are properly recorded and 
payments are properly controlled.  
We are aware of many incidents of payment scams/frauds within the local 
government industry during recent years. As a consequence of this activity, 
we have had a specific focus on the controls around the changes to supplier 
details within the EFT payment system 

Payroll A sample of eight employees were randomly selected from four pay runs 
and detailed testing of each employee’s pay was performed to help ensure: 

• the employee existed; 

• the correct rate of pay was used; 

• non-statutory deduction authorities are on hand; 

• time sheets were properly completed and authorised; 

• hours worked were properly authorised; and 

• allocations were reasonable and correctly posted 
The Town’s payroll system was also reviewed to determine if adequate 
controls were in place to help ensure wages and salaries are properly 
processed and payments are properly controlled 
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System Description 

Credit card procedures A review of the Town’s credit card procedures was performed to determine 
if adequate controls were in place. We randomly selected and tested credit 
card transactions to determine whether they are legitimate and usual in the 
context of the Town’s operations. This included: 

• sighting tax invoices; 

• ascertaining whether the transaction is for bona fide Town business; and 

• determining whether transactions are in line with the Town’s policy. 

Fixed assets (including 
depreciation, acquisition, and 
disposal of property) 

The fixed assets system including controls over acquisition and disposal of 
assets, updating of the fixed assets register, depreciation of fixed assets and 
reconciliation of the fixed assets register to the general ledger was 
examined. A sample of asset additions and disposals were judgmentally 
selected, and testing performed to ensure: 

• the tax invoices existed; 

• correct posting to the general ledger; 

• fixed assets register was promptly updated; and 

• classification of assets was correct. 
In addition, a sample of four assets were judgmentally selected and testing 
performed to ensure the depreciation rates used are in line with the Town’s 
policy 

Cost and administration 
allocation 

The Town’s cost and administration allocation system was examined to 
determine if indirect costs have been properly reallocated to various 
jobs/programs. This included review of the allocation basis and rates used to 
ensure they are appropriate and regularly reviewed 

Financial reports The annual report, annual financial report and monthly financial reports 
were reviewed for compliance with legislative requirements 

Budget The 2019-20 budget document and documents surrounding budget 
adoption were reviewed to ensure compliance with regulatory requirements 
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Appendix B – Council Policies Examined 

The Council Policies examined as part of the review were as follows: 

1. OFFICE OF THE CEO 

1.1 ELECTED MEMBERS 

1.1.1 Payment of Council Members Fees and Allowances 

1.1.2 ICT Support for Elected Members 

1.1.3 Notice of Motions by elected Members 

1.1.4 Legal Advice 

1.1.5 Honorary Freeman of the Town of East Fremantle 

1.1.6 Elected Member Communication 

1.2 HUMAN RESOURCES 

1.2.1 Code of Conduct for Council Members, Committee Members and Staff 

1.2.2 CEO Leave Approval 

1.2.3 Staff recruitment and Retention 

1.2.4 Gratuity Payment 

1.2.5 Staff Education and Study Leave 

1.2.6 Employee Use of Council Equipment 

1.3 COMMUNICATIONS & COMMUNITY ENGAGEMENT 

1.3.1 Social Media 

2. CORPORATE SERVICES 

2.1 FINANCIAL MANAGEMENT 

2.1.1 Disposal of Surplus Property 

2.1.2 Investment of Surplus Funds 

2.1.3 Purchasing 

2.1.4 Rates Exemption 

2.1.5 Donations 

2.1.6 Supplier Payments 

2.1.7 Debt Collection 

2.1.8 Corporate Credit Card 

2.1.9 Parking Infringement Appeals 

2.1.10 Infringement Debt Management 

2.1.11 Community Grants & Sponsorship 

2.1.12 Leeuwin Carpark (No 1) & Launching Ramp – Parking for Ratepayers 

2.1.13 Rubbish Collection Charge – Domestic Service – No Separate Charge 

2.1.14 Motor Vehicle Acquisition & Usage 
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2.2 RISK MANAGEMENT 

2.2.1 Legal Representation for Council Members and Employees 

2.2.2 Use of Information Technology 

2.2.3 Related Party Disclosures 

2.2.4 Risk Management 

2.2.5 Internal Audit Charter 

2.2.6 Requests for New or Capital Upgrades to Existing Community Buildings 

3. REGULATORY SERVICES 

3.1 PLANNING 

3.1.1 Residential Design Guidelines 

3.1.2 Signage Design Guidelines – Local Planning Policy 

3.1.3 Town Centre Redevelopment Guidelines – Local Planning Policy 

3.1.4 George Street Mixed Use Precinct New Development Contribution to the Management of Access 

and Parking – Local Planning Policy 

3.1.5 Community Design Advisory Committee 

3.1.6 Wood Encouragement – Council 

3.1.7 Wood Encouragement – General 

3.1.8 Percent for Public Art – Local Planning Policy 

3.2 ENVIRONMENTAL HEALTH 

3.2.1 Healthy Eating 

3.2.2 Noise Attenuation 

4. OPERATIONS 

4.1 PUBLIC INFRASTRUCTURE 

4.1.1 Removal of Graffiti 

4.1.2 Public Art Panel 

4.1.3 Public Art 

4.1.4 Directional Signs 

4.2 PARKS & RESERVES 

4.2.1 Maintenance & Removal of Public and Verge Trees 

5. RANGER SERVICES 

5.1 DOGS 

5.1.1 Dog Management – Community Safety 

5.1.2 Dangerous Dog Declarations 
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Appendix C – Plans Examined 

The Plans examined as part of the review were as follows: 

Plan Status 

Strategic Community Plan 2017-2027 

Corporate Business Plan 2019-2023  

Strategic Resource Plan 8 May 2019 

Workforce Plan August 2019 

Code of Conduct Revised 17 September 2019 

Record Keeping Plan Approved by State Records Office 22 March 2019 

Local Emergency Management Arrangements  2017 

Employee Policy and Procedure Manual August 2019 

Incident Management & Business Continuity Response 
Plan 

January 2018 

IT Disaster Recovery Plan June 2019 

IT Strategic Plan June 2019 

East Fremantle Town Hall Emergency and Evacuation 
Plan 

14 November 2018 
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Appendix D – Strategic and Operational Registers Examined 

The registers examined as part of the review were as follows: 

Register 

Declarations of Interest Register 

Tender Register  

Gifts and Travel Register 

Electoral Gift Register  

Delegation Register (amended 15 October 2019) 

Asbestos Register  

Easements Register 

Financial Interests Register 

Building Permits Issued (July 2019-November 2019) 

Official Complaints Register 

Risk Profiles 

Training Schedule 

Legal Documents Register (revised 29 October 2019) 
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Appendix E – Operational Guidelines 

Risk Management 

The internal control and risk management systems and programs are a key expression of a local government’s 

attitude to effective controls. Good audit committee practices in monitoring internal control and risk 

management programs typically include:  

Reviewing whether the local government has an effective risk management system and that material operating 

risks to the local government are appropriately considered; 

Reviewing whether the local government has a current and effective Business Continuity Plan (including disaster 

recovery) which is tested from time to time; 

Assessing the internal processes for determining and managing material operating risks in accordance with the 

local government’s identified tolerance for risk, particularly in the following areas:  

o potential non-compliance with legislation, regulations and standards and local government’s 

policies  

o important accounting judgements or estimates that prove to be wrong  

o litigation and claims  

o misconduct, fraud and theft  

o significant business risks, recognising responsibility for general or specific risk areas, for example, 

environmental risk, occupational health and safety, and how they are managed by the local 

government 

Obtaining regular risk reports, which identify key risks, the status and the effectiveness of the risk management 

systems, to ensure that identified risks are monitored and new risks are identified, mitigated and reported; 

Assessing the adequacy of local government processes to manage insurable risks and ensure the adequacy of 

insurance cover, and if applicable, the level of self-insurance; 

Reviewing the effectiveness of the local government’s internal control system with management and the 

internal and external auditors; 

Assessing whether management has controls in place for unusual types of transactions and/or any potential 

transactions that might carry more than an acceptable degree of risk; 

Assessing the local government’s procurement framework with a focus on the probity and transparency of 

policies and procedures/processes and whether these are being applied; 

Should the need arise, meeting periodically with key management, internal and external auditors, and 

compliance staff, to understand and discuss any changes in the local government’s control environment; and 

Ascertaining whether fraud and misconduct risks have been identified, analysed, evaluated, have an 

appropriate treatment plan which has been implemented, communicated, monitored and there is regular 

reporting and ongoing management of fraud and misconduct risks. 
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Legislative Compliance 

‘The compliance programs of a local government are a strong indication of attitude towards meeting legislative 

requirements. Audit committee practices in regard to monitoring compliance programs typically include:  

a) Monitoring compliance with legislation and regulations 

b) Reviewing the annual Compliance Audit Return and reporting to Council the results of that review 

c) Staying informed about how management is monitoring the effectiveness of its compliance and making 
recommendations for change as necessary 

d) Reviewing whether the local government has procedures for it to receive, retain and treat complaints, 
including confidential and anonymous employee complaints 

e) Obtaining assurance that adverse trends are identified and review management’s Plans to deal with 
these 

f) Reviewing management disclosures in financial reports of the effect of significant compliance issues 

g) Reviewing whether the internal and / or external auditors have regard to compliance and ethics risks 
in the development of their Audit Plan and in the conduct of audit projects, and report compliance and 
ethics issues to the audit committee 

h) Considering the internal auditor’s role in assessing compliance and ethics risks in their Plan; 

i) Monitoring the local government’s compliance frameworks dealing with relevant external legislation 
and regulatory requirements 

j) Complying with legislative and regulatory requirements imposed on audit committee members, 
including not misusing their position to gain an advantage for themselves or another or to cause 
detriment to the local government and disclosing conflicts of interest 

Internal Controls  

Internal controls are systems of policies and procedures that safeguard assets, ensure accurate and reliable 

financial reporting, promote compliance with laws and regulations and achieve effective and efficient 

operations. 

These systems not only relate to accounting and reporting but also include communication processes both 

internally and externally, staff management and error handling. 

Operational Guidelines prepared by the Department of Local Government and Communities (Audit in Local 

Government number 09 September 2013) provide the background to Internal Controls in the context of this 

review as follows: 

‘Internal control is a key component of a sound governance framework, in addition to leadership, long-term 

planning, compliance, resource allocation, accountability and transparency. Strategies to maintain sound 

internal controls are based on risk analysis of the internal operations of a local government. 
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Internal Controls (continued) 

An effective and transparent internal control environment is built on the following key areas:  

a) integrity and ethics; 

b) policies and delegated authority; 

c) levels of responsibilities and authorities; 

d) audit practices; 

e) information system access and security; 

f) management operating style; and 

g) human resource management and practices. 

Internal control systems involve policies and procedures that safeguard assets, ensure accurate and reliable 

financial reporting, promote compliance with legislation and achieve effective and efficient operations and may 

vary depending on the size and nature of the local government.  

Aspects of an effective control framework will include:  

a) delegation of authority; 

b) documented policies and procedures; 

c) trained and qualified employees; 

d) system controls; 

e) effective Policy and process review; 

f) regular internal audits; 

g) documentation of risk identification and assessment; and 

h) regular liaison with auditor and legal advisors.  

The following are examples of controls that are typically reviewed:  

a) separation of roles and functions, processing and authorisation;  

b) control of approval of documents, letters and financial records;  

c) comparison of internal data with other or external sources of information;  

d) limit of direct physical access to assets and records;  

e) control of computer applications and information system standards;  

f) limit access to make changes in data files and systems;  

g) regular maintenance and review of financial control accounts and trial balances;  

h) comparison and analysis of financial results with budgeted amounts;  

i) the arithmetical accuracy and content of records;  

j) report, review and approval of financial payments and reconciliations; and 

k) comparison of the result of physical cash and inventory counts with accounting records. 
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Context of 

assessment

Risk 

Number

Risk Assessment Category

Risk Issue and Failure Modes

Risk Identified Existing Controls 

Date of initial 

risk 

identification

Likelihood

Strategic 

Consequenc

es

Operational 

Consequences

Risk

Category Action Required
Mitigation and Management Strategy (Possible Future 

Controls)

1.2.1 Code of Conduct for Council Members, Committee Members and Staff

Entity Wide 6.2.1a

Section 2 Conflicts and Disclosure 

of Interest and 3.4 Gifts of the 

current Code of Conduct do not 

reflect all disclosure requirements 

under of the Local Government 

Act 1995 and the Local 

Government (Administration) 

Regulations 1996. In its current 

form, the Code of Conduct could 

confuse elected members and 

employees as to their disclosure 

obligations.

Failure to identify 

risks or adequately 

treat identified risks.

Possible Moderate Moderate Medium Planned action required

Review the section of the Code of Conduct relating to disclosure 

requirements for gifts to highlight these need to be made in 

accordance with legislation. Suggest the Code of Conduct does not 

restate legislative requirements. Where legislative requirements are 

unclear or there is a desire for greater requirements, suggest this be 

covered by relevant policies, given the complexities involved in re-

working the Code of Conduct to maintain currency when changes 

are made to legislation.

Entity Wide 6.2.1b

Contractors and volunteers are 

not bound by the Code of Conduct 

when performing functions on 

behalf of the Town.

Failure to identify 

risks or adequately 

treat identified risks.
Possible Moderate Moderate Medium Planned action required

Expand the scope of the Code of Conduct to include actions by 

volunteers and contractors. Alternatively, a separate Code of 

Conduct be developed for volunteers and contractors.

Entity Wide 6.2.1c

Elected members, committees, 

contractors and volunteers are not 

required to sign the Code of 

Conduct acknowledging they have 

read and understand the 

requirements within.

Failure to identify 

risks or adequately 

treat identified risks.
Possible Moderate Moderate Medium Planned action required

Update the Code of Conduct as well as induction procedures to 

ensure elected members, committees, staff, contractors and 

volunteers sign their acknowledgement that they understand the 

content of the document.

2.1.3 Purchasing 

Entity Wide 6.2.2a

The Policy provides limited 

direction in relation to contract 

variations and extensions of 

contracts awarded or against a 

written specification not awarded 

by tender. Extension of contracts 

and associated price changes are 

also not covered by the Policy. 

For contracts awarded by tender, 

legislation provides minimum 

requirements.

Failure to identify 

risks or adequately 

treat identified risks.

Possible Moderate Moderate Medium Planned action required

Amend the Policy to provide the following:

 - Prohibit price variations to existing contracts awarded by tender 

other than those provided within the original contract, as required by 

Local Government (Functions and General) Regulations 1996 

Regulation 11(2) (j) (iv). 

 - Purchasing requirements for the issuing of contract variations and 

extensions for contracts not awarded by public tender. 

Consideration should be given to circumstances where the contract 

value increase over a policy threshold level, due to the variation or 

extension.

Entity Wide 6.2.2b

Purchasing requirements for 

procurement of goods or services 

in accordance with the 

exemptions under Local 

Government (Functions and 

General) Regulations 1996 

Regulation 11(2), above $150,000 

are not included within the Policy. 

The CEO is required to ensure 

controls exist for all purchases 

including those made using these 

exemptions. It is noted the 

practice of testing the market 

through sourcing multiple 

quotations when using the 

exemptions is sometimes 

occurring, and the policy should 

be updated to reflect the 

expectation and requirement.

Failure to identify 

risks or adequately 

treat identified risks.

Possible Moderate Moderate Medium Planned action required

Insert purchasing requirements for procurement of goods or 

services made under the exemptions under Local Government 

(Functions and General) Regulations 1996 Regulation 11(2).

2.1.8 Corporate Credit Card 

Functional 6.2.3

We noted the practice of credit 

card transactions and acquittals 

being reviewed by an independent 

officer, however the policy does 

not require this practice to occur.

Internal control or 

compliance breach.

Unlikely Minor Minor Low Planned action required

Update the policy to require independent review and authorisation of 

credit card transactions and acquittals, as well as acknowledging 

transactions as having been made and authorised by the CEO. The 

practice of separately highlighting transactions made on the CEO’s 

credit card for presentation to Council should continue. 
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Context of 

assessment

Risk 

Number

Risk Assessment Category

Risk Issue and Failure Modes

Risk Identified Existing Controls 

Date of initial 

risk 

identification

Likelihood

Strategic 

Consequenc

es

Operational 

Consequences

Risk

Category Action Required
Mitigation and Management Strategy (Possible Future 

Controls)

2.2.4 Risk Management Policy

Entity Wide 6.2.4

The current Policy is based on a 

superseded Risk Management 

Standard. 

Lack of strategic 

direction for risk 

management 

procedures.

Possible Minor Moderate Medium Planned action required

When next undertaking a review of the Policy, update the Policy to 

align to the current Risk Management Standard ISO 31000:2018.

2.2.5 Internal Audit Charter

Entity Wide 6.2.5

The current policy refers to a 

superseded Risk Management 

Standard.

Internal and 

compliance risks not 

identified.

Possible Moderate Moderate Medium Planned action required

When next undertaking a review of the Policy, update the Policy to 

refer to and align to the updated Risk Management Policy.

Legislative Compliance Policy

Entity Wide 6.2.6

Currently, no policy on internal 

legislative compliance has been 

adopted by Council.

Lack of strategic 

direction for 

strategic 

compliance.

Possible Moderate Moderate Medium Planned action required

Development and adoption of an internal legislative compliance 

policy may help formalise Council’s commitment to legislative 

compliance.

Business Continuity Plan

Entity Wide 7.1.1

A Business Continuity Plan was 

developed in 2017 and updated in 

May 2019, with an initial test of the 

plan scheduled to occur shortly 

after our review. 

Failure to 

adequately manage 

a business 

disruption event.

Likely Major Major High Prioritised action required

Ensure results from the testing of the Business Continuity Plan are 

documented and reported to consider key business continuity risks 

along with the treatments, to reduce the risk to an acceptable level.  

Risk Management Procedures

Entity Wide 7.2.1a

Risk management activities 

currently undertaken are not 

consistently documented, with 

existing procedures based on a 

superseded risk management 

standard. 

Lack of strategic 

direction for risk 

management 

procedures.
Possible Minor Moderate Medium Planned action required

Risk management procedures be updated, and a process developed 

in accordance with any update to the risk management policy. 

Entity Wide 7.2.1b

Risk management activities 

currently undertaken are not 

consistently documented, with 

existing procedures based on a 

superseded risk management 

standard. 

Lack of strategic 

direction for risk 

management 

procedures.
Possible Minor Moderate Medium Planned action required

Implement risk management procedures and processes throughout 

the organisation.

Procedure Changes

Entity Wide 7.2.2

Process for amending or changing 

procedures are not formalised. 

This creates opportunities for 

unilateral undocumented changes 

to procedures and a breakdown in 

key controls.

Failure to identify 

risks or adequately 

treat identified risks.

Possible Major Major High Prioritised action required

Establish a process for the development, review, amendment and 

authorisation of procedures, checklists and other internal control 

documentation, throughout the organisation to assist with managing 

changes to procedures.

Workflow Diagrams

Functional 7.2.3

Workflow diagrams have not been 

compiled for undocumented 

procedures. 

Breakdown of 

internal controls. 

Controls reliant on 

the capability and 

honesty of staff.

Possible Major Major High Prioritised action required

In conjunction with, or as an alternative to, the development of 

documented procedures and checklists, update and development of 

workflow process diagrams may assist in clearly identifying controls 

and processes to be followed where procedures or checklists do not 

exist.
Checklists

Functional 7.2.4

Checklists of key functions are 

maintained for selected functions. 

Checklists were not maintained 

and evidenced for all standard 

routine functions such as end of 

month reconciliations and 

reporting across the organisation. 

It was noted some staff have 

commenced with the creation of 

checklists and procedures.

Compliance breach.

Possible Major Moderate High Prioritised action required

Creation and maintenance of standard checklists may assist in 

evidencing key points of control and serve as a reminder. Checklists 

assist in ensuring compliance with repetitive legislative compliance 

tasks. Staff are encouraged to continue with the development of 

checklists and procedures for routine functions, including evidencing 

independent review.

Stock Control
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Functional 7.2.5

No formal process exists to 

monitor fuel stock allocated to 

portable gardening equipment. 

Fuel is recorded as it is allocated 

and reviewed for reasonableness 

by management each month.

Internal control or 

compliance breach.

Likely Major Moderate High Prioritised action required

Develop and implement procedures for the monitoring of fuel stock 

on hand in an effort to improve opportunities to detect any issues or 

potential misuse with fuel allocations. 

Corporate Credit Cards

Functional 7.2.6a

One corporate credit card is held 

in the Petty Cash Box and utilised 

by multiple staff. Whilst 

authorisation is required from the 

card holder prior to use of credit 

cards, they should only be held by 

the person named on the card.

Internal control or 

compliance breach.

Unlikely Minor Minor Low Planned action required

Credit cards should physically be maintained by the person in whose 

name they are issued, and credit card details should not be shared 

with other staff.

Functional 7.2.6b

Through our limited testing of 

credit card transactions against 

documented procedures and 

controls, we noted an instance 

where the monthly credit card 

acquittal form had not been 

signed by the cardholder.

Internal control or 

compliance breach.

Unlikely Minor Minor Low Planned action required

Ensure processes exist to maintain adherence to and detect any 

deviation from established documented procedures and controls.

ICT Security

Entity Wide 7.2.7

We noted limited controls in 

relation to the access to IT 

systems including physical access 

to hardware. Some levels of 

permissions have been 

established to network access to 

software and data, however the 

level of documentation to support 

these restrictions is varied across 

the organisation. 

Loss of IT System. 

Internal control.

Possible Major Major High Prioritised action required

Undertake a comprehensive IT security review, articulate current 

practices and implement findings of the review.

Trust Fund

Functional 7.2.8a

The Trust Fund currently includes 

several bonds and contributions. 

Lack of probity. 

Internal control or 

compliance breach. Possible Major Major High Prioritised action required

Remove all funds which are not required by law to be held in the 

Trust Fund, and transfer to the Municipal Fund, in line with the Office 

of the Auditor General (OAG) position paper on Accounting for Work 

Bonds, Building Bonds and Hire Bonds released in July 2019.

Functional 7.2.8b

Deposits recorded through the 

Trust Fund are deposited through 

the municipal bank account and 

transferred electronically the day 

after the funds appear in the 

municipal bank account. 

Regulations 8 & 10 of the Local 

Government (Financial 

Management) Regulations 1996 

requires money received to be 

deposited into the established 

account where it is required to be 

held.

Lack of probity. 

Internal control or 

compliance breach.

Possible Major Major High Prioritised action required

Deposit funds required to be held in the Trust Fund directly into the 

Trust bank account established to account those funds.

Procurement

Functional 7.2.9

Through limited testing of 

payments, an instance was noted 

where a purchase order did not 

pre-date the invoice.

Lack of probity. 

Fraud risk

Likely Major Major High Prioritised action required

All procurement of goods or services should be undertaken in 

accordance with legislative requirements and the Purchasing Policy. 

Any instances where a purchase pre-dates a purchase order should 

be documented, reviewed and authorised to demonstrate controls 

have been developed to comply and ensure the purchasing policy 

has been adhered to.
Tender Assessment
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Functional 7.2.10

Documented procedures are not 

in place to require declarations of 

interest and confidentiality to be 

signed prior to assessments being 

undertaken for tenders.

Lack of probity. 

Fraud risk. Internal 

control or 

compliance breach. Likely Major Major High Prioritised action required

To help ensure probity and fairness when assessing tenders, 

procedures for the process to be undertaken in assessing tenders 

should be followed and documented with at least three persons 

assessing the tender independently of each other. Persons 

assessing any significant procurement should be required to declare 

any matters which may impact or be perceived to impact on their 

independence.
Procurement Assessment

Functional 7.2.11

Documented procedures are not 

in place to require declarations of 

interest and confidentiality to be 

signed prior to assessments being 

undertaken for high value 

purchases.

Lack of probity. 

Fraud risk

Likely Major Major High Prioritised action required

Procedures for the declaration of interests prior to procurement 

assessments being undertaken should also be documented for high 

value purchases and tenders.

Creditors / Supplier Payments

Entity Wide 7.2.12

Creditors invoices are processed 

and entered only at the time 

where a routine creditors payment 

run is scheduled resulting in 

month end creditor balances 

being nil in certain months. 

Lack of probity. 

Fraud risk. Internal 

control or 

compliance breach. 

Financial loss.

Possible Major Major High Prioritised action required

Supplier invoices should be processed in a timely fashion and 

entered through the Town’s ERP system as soon as practicable 

after receipt to provide a more accurate representation of the Town’s 

liabilities at any given time.

Creditors Systems and Processes

Entity Wide 7.2.13a

Formal procedures relating to 

changes to banking details for 

employees and creditors exist, 

however are not included within 

the Town’s Employee Policy and 

Procedure Manual. We are aware 

of many incidents of payment 

scams/frauds within the local 

government industry in recent 

years. As a consequence of this 

activity, controls around the 

changes to supplier details within 

the EFT payment system are 

essential and should be well 

communicated.

Lack of probity. 

Fraud risk. Internal 

control or 

compliance breach. 

Financial loss.

Possible Major Major High Prioritised action required

Include procedures relating to changes to banking details for 

employees and creditors into the Town’s Employee Policy and 

Procedure Manual.

Security Controls for Cash

Functional 7.2.14

Petty cash is kept in a locked box, 

which is stored in an unlocked 

cupboard throughout the day 

when the administration office is 

open to the public.

Lack of probity. 

Fraud risk. 

Breakdown of 

internal control. 

Financial loss.

Possible Major Moderate High Prioritised action required

Ensure petty cash is stored in a secure location, such as the strong 

room or safe.

End of Month Processes

Functional 7.2.15

End of month processes exist in 

the form of a month end audit file, 

and from staff representations are 

routinely performed, however we 

noted for the months July 2019 to 

October 2019, evidence of the 

review of supporting 

reconciliations by an authorised 

officer independent of their 

preparation was not available. 

Compliance breach.

Possible Major Moderate High Prioritised action required

Review of reports prepared each month is a useful mechanism to 

detect and rectify errors or anomalies which may exist. It also 

provides an opportunity to ensure staff are performing and reporting 

duties as required. Management are strongly encouraged to adhere 

to documented checklists and procedures to demonstrate 

appropriate controls and reviews are in place with monthly reporting 

and procedures. 

Monthly Statement of Financial Activity
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Risk

Category Action Required
Mitigation and Management Strategy (Possible Future 
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Functional 7.2.16

We noted an explanation of 

material variances was not 

included in the documents 

supporting the statement of 

financial activity as required by 

regulation 34(2)(b) of the Local 

Government (Financial 

Management) Regulations 1996. 

This occurred for the monthly 

statement of financial activity for 

the periods ended 31 July 2018, 

31 August 2018, 30 September 

2018 and 30 June 2019. We 

observed the monthly statement 

of financial activity for the period 

ended 30 June 2019 presented to 

Council was not in the same 

format as other monthly 

statements and did not contain the 

following items required by 

regulation 34 (1) & (2) of the Local 

Government (Financial 

Management) Regulations 1996: 

• YTD budget column;

• Note explaining the composition 

of net current assets; and

• explanation of material 

Compliance breach.

Possible Major Moderate High Prioritised action required

Ensure the monthly statement of financial activity contains all items 

required by legislation.

Outstanding Purchase Orders

Functional 7.2.17

We did not observe any formal 

procedures relating to the routine 

monitoring of and clearance of 

outstanding purchase orders. 

Reports are produced during end 

of month processing, however the 

reports are for noting only. We 

observed at one month end, 

purchase orders to the value of 

approximately $1.3m remained 

outstanding (some of which had 

been issued nearly twelve months 

earlier) with limited information 

available to document their status. 

Lack of probity. 

Fraud risk

Likely Major Major High Prioritised action required

Update procedures to include review of the status of outstanding 

purchase orders as part of end of month processes. Ensure any 

controls developed are routinely and consistently applied.

Staff Training

Entity Wide 7.3.1

Planned staff training needs for 

employees are currently identified 

and recorded in a training matrix. 

Further value from this initiative 

can be added through refining the 

current matrix toward a more 

formal required staff training 

structure, applied throughout the 

organisation.

Internal control or 

compliance breach.

Possible Moderate Moderate Medium Planned action required

Refine the current staff training matrix to identify staff training needs 

relevant to their role, ensuring it is co-ordinated across the 

organisation and monitors currency of required licences and 

qualifications.

Employee Banking Details

Functional 7.3.2

Changes to existing employee 

bank account details and entry of 

new employee bank details are 

not routinely verified against the 

ABA file to ensure bank account 

details have not been altered or 

manipulated without prior 

verification and authorisation. 

Lack of probity. 

Fraud risk. Internal 

control or 

compliance breach. 

Financial loss. Possible Major Moderate High Prioritised action required

Formal procedures to minimise the risk of employee banking details 

being fraudulently manipulated should be documented and 

communicated to staff involved in payroll processes. Controls 

should exist to include the assessment of requests for changes to 

employee banking details for genuineness and legitimacy, restricting 

the ability to make changes to employee details to appropriate staff, 

and to detect and prevent any unauthorised changes being made.

Payroll Audit Trails
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Functional 7.3.3

Limited review of changes made 

to employee details and 

parameters is currently 

undertaken when each payroll is 

processed. 

Lack of probity. 

Internal control or 

compliance breach. 

Financial loss. Possible Major Moderate High Prioritised action required

Procedures to minimise risk of unauthorised changes to employee 

details should be implemented. Regular reviews of software audit 

trails is one form of control and should be undertaken as a minimum. 

Where possible, segregation of duties should exist where 

employees responsible for processing payroll transactions are 

unable to make changes to employee banking details.

Staff Contracts

Entity Wide 7.3.4

Through our limited testing, we 

noted several instances where 

evidence of correspondence on 

employee files to support the 

current rate of pay applied through 

the payroll varied from the 

information recorded on employee 

files. 

Failure to identify 

risks or adequately 

treat identified risks.

Possible Moderate Moderate Medium Planned action required

Undertake a review of all personnel to reconcile documentation 

relating to conditions of employment, remuneration, roles and 

responsibilities.

Payroll Exception Reporting

Functional 7.3.5

The officers responsible for 

processing and reviewing payroll 

are tasked with review and 

capture of employee entitlements, 

allowances, deductions, etc. This 

is performed through a variance 

report comparing the payroll being 

processed to the previous payroll 

reports with no verification to 

employee master records. Staff 

have advised more formal 

documentation / checklists are 

intended to be created to assist 

with payroll processing, review 

and authorisation. 

Lack of probity. 

Internal control or 

compliance breach. 

Financial loss.

Possible Major Moderate High Prioritised action required

A full review of procedures and controls is required to determine 

practical procedures, documentation and controls for the accurate 

processing of payroll each fortnight. Details for each employee 

should be reviewed against individual employment contracts to 

capture allowances, deductions, entitlements etc, into a master list, 

with appropriate review and authorisation for accuracy. Payroll 

exception reporting and review of audit trails should be undertaken 

to capture anomalies or unauthorised changes.

Contractor Insurance

Entity Wide 7.4.1

Contractors’ insurances are not 

always assessed prior to award of 

contracts in all cases. Reliance is 

placed on contract managers to 

ensure copies of insurances are 

provided.  

Lack of probity. 

Financial loss. 

Breakdown in 

internal controls.
Likely Major Major High Prioritised action required

To help ensure all contractors have the relevant licences and have 

adequate insurance cover for the works they undertake for the 

Town, procedures should be developed, and records maintained to 

ensure copies of contractor’s insurances are held on file.

Council and Audit Risk Committee

Functional 8.1.1

Identified risks are appropriately 

included within agenda items for 

elected member consideration but 

not recorded in an appropriate risk 

register. 

Failure to identify 

risks or adequately 

treat identified risks. Possible Moderate Moderate Medium Planned action required

As well as communicating identified risks relating to a Council 

decision within the agenda item (to enable elected members to be 

fully informed of the identified risks when making decisions), risks 

should also be appropriately recorded in a risk register.

Risk Register

Functional 8.2.1

A risk register to reflect identified 

risks, and if they have been 

adequately treated exists, 

however the register is not widely 

available to staff and has not been 

regularly updated. 

Breakdown of 

internal controls. 

Possible Minor Moderate Medium Planned action required

Maintaining risk registers for all identified risks is important to help 

ensure appropriate recording and communication of high rated risks, 

along with providing a record to enable the verification of whether 

treatment plans have appropriately reduced the risk. Routine (at 

least quarterly) review of the risk register is required to assist in 

ensuring identified risks are adequately treated.

Tender Register

REPORT 11.4 ATTACHMENT 2

166



Town of East Fremantle - Risk Assessment

Context of 

assessment

Risk 

Number

Risk Assessment Category

Risk Issue and Failure Modes

Risk Identified Existing Controls 

Date of initial 

risk 

identification

Likelihood

Strategic 

Consequenc

es

Operational 

Consequences

Risk

Category Action Required
Mitigation and Management Strategy (Possible Future 

Controls)

Functional 8.2.2

Inspection of the register noted it 

was not compliant with some 

requirements of the Local 

Government (Functions and 

General) Regulations 1996. The 

value of the consideration being 

sought by tenderers is recorded 

within the register, contrary to 

Regulation 16(3)(c) of the Local 

Government (Functions and 

General) Regulations 1996.

Internal control or 

compliance breach.

Possible Major Moderate Medium Planned action required

Ensure the tender register complies with Regulation 16 & 17 of the 

Local Government (Functions and General) Regulations 1996 for 

future tenders called.

Contracts Register

Functional 8.2.3

We noted an agreements register 

exists which alphabetically lists 

agreements in place for the Town, 

however a contracts register has 

not yet been established.

Breakdown of 

internal controls. 

Possible Minor Moderate Medium Planned action required

Maintain a register to record details of contracts and their status to 

assist with ensuring contracts are monitored and actioned as 

required.

Regulatory Health Inspection Register

Functional 8.2.4

A register of health inspections 

undertaken is not routinely 

maintained. 

Breakdown of 

internal control. 

Compliance breach.
Unlikely Moderate Moderate Medium Planned action required

Maintain a register to record details a central record of health 

inspections undertaken, registered premises within the district, and 

to ensure inspections are undertaken within required timeframes.

Delegation Register

Functional 8.2.5

Several delegations within the 

register include a delegation to the 

Principal/Building Surveyor. The 

individual currently performing 

these duties is a contractor, and 

not an employee of Council, 

therefore cannot be delegated 

authority under the Building Act 

2011.

Internal control or 

compliance breach.

Unlikely Major Major Medium Planned action required

Review and amend delegations relating to the Building Act 2011 to 

remove sub delegation to contract Principal/Building Surveyor, 

ensuring delegation remains with appropriately authorised officer of 

Council.

Gifts Register

Entity Wide 8.2.6

We noted the register of gifts 

contains record of disclosures 

made under the former provision 

of the Local Government Act 1995 

(sections 5.82 & 5.83) and are 

published on the Town’s website 

as required. We did not observe a 

register of gifts in the prescribed 

form as required.

Lack of probity. 

Internal control or 

compliance breach.

Possible Moderate Moderate Medium Planned action required

Establish a register of gifts in the prescribed form and publish on the 

Town’s official website as required.

Notifiable Gifts Register

Functional 8.2.7

A notifiable gifts register was not 

available for our inspection or 

published on the Town’s website 

as required by regulation 34B(5) 

of the Local Government 

(Administration) Regulations 

1996.

Breakdown of 

internal control. 

Compliance breach.

Unlikely Moderate Moderate Medium Planned action required

Maintain a register to record details of notifications given in relation 

to gifts as required by regulation 34B(5) of the Local Government 

(Administration) Regulations 1996, and publish on the Town’s official 

website as required.

Financial Interest Register

Functional 8.2.8

The current register of financial 

interests contains returns for an 

individual who has ceased to be a 

relevant person. These returns 

are required to be removed and 

retained in a register of non-

current returns for a period of five 

years as required section 5.88(4) 

of the Local Government Act 

1995.

Breakdown of 

internal control. 

Compliance breach.

Unlikely Moderate Moderate Medium Planned action required

Review filing of returns and disclosures from individuals who have 

ceased to be relevant persons of the organisation, to ensure records 

are maintained as required under the provisions of the Local 

Government Act 1995.

Internal Audit
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Entity Wide 8.5.1

Currently, no internal auditors 

have been appointed, and limited 

internal audit functions have been 

undertaken in accordance with 

policy 2.2.5 Internal Audit Charter. 

Internal and 

compliance risks not 

identified.
Possible Moderate Moderate Medium Planned action required

We suggest as the level of documented procedures increases, an 

expanded internal audit function to confirm adherence to 

documented policies and procedures may be required as 

recommended by the OAG in their report to parliament on the Audit 

of Local Government.

Financial Management Review

Entity Wide 8.6.1

Financial management review 

undertaken in May 2017 made 

twelve recommendations to 

improve the Financial 

Management of the Town. One 

item identified within the Financial 

Management Review remains to 

be addressed.

Internal and 

compliance risks not 

identified.

Possible Moderate Moderate Medium Planned action required

Implement sytems to regularly monitor, action and items raised 

within reviews of internal controls.
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AGENDA FOR AUDIT COMMITTEE MEETING  
WEDNESDAY, 29 JANUARY 2020  

 

 

 
 

11.5 Compliance Audit Return 2019 
 
Applicant Town of East Fremantle 
File ref A/DLG1 
Prepared by Peter Kocian, Executive Manager Corporate Services 
Supervised by Gary Tuffin, Chief Executive Officer 
Date of Meeting 29 January 2020 
Voting requirements Simple Majority  
Documents tabled Nil 
Attachments 1.  Compliance Audit Return 2019 
  
Purpose 
To facilitate the adoption of the Compliance Audit Return 2019 for submission to the Department of 
Local Government, Sport and Cultural Industries (DLGSC) by 31 March 2020.  
 
Executive Summary 
The statutory Compliance Audit Return runs on a calendar year basis and is for the period 1 January 
to 31 December 2019. 
 
The statutory Compliance Audit Return has been completed by self-assessment by the Chief Executive 
Officer.  
 
Background 
The Compliance Audit Return is required to be:  
1. reviewed by the Audit Committee, 
2. presented to an Ordinary Meeting of Council,  
3. adopted by Council; and  
4.  recorded in the minutes of the meeting at which it is adopted.  
 
After the Compliance Audit Return (CAR) has been presented to Council, a certified copy of the return 
signed by the Mayor and Chief Executive Officer, along with the relevant section of the minutes and 
any additional information detailing the contents of the return are to be submitted to the DLGSC by 
31 March 2020. 
 
Statutory Environment 
Section 7.13(i) of the Local Government Act 1995 requires that each local government carry out a 
compliance audit for the period 1 January to 31 December each year.   
 
Regulations 14 & 15 of the Local Government (Audit) Regulations 1996 specify requirements with 
respect to the compliance audit. 
 
Policy Implications 
There are no policy implications. 
 
Financial Implications  
There are no financial implications. 
 
  

169



AGENDA FOR AUDIT COMMITTEE MEETING  
WEDNESDAY, 29 JANUARY 2020  

 

 

 
 

Strategic Implications 
The Town of East Fremantle Strategic Community Plan 2017 – 2027 states as follows: 
 
STRATEGIC PRIORITY 5:  Leadership and Governance 
A proactive, approachable Council which values community consultation, transparency and 
accountability. 
5.1 Strengthen organisational accountability and transparency. 
 
Site Inspection 
N/A 
 
Comment 
The statutory Compliance Audit Return has been completed. 
 
The independent Review of Financial Management, Risk Management, Legislative Compliance and 
Internal Controls dated November 2019 prepared by Moore Stephens, does identify matters of non-
compliance, detailed below, which have been noted in the Compliance Audit Return. 
 

Component Purpose/Goal Matters Identified/Improvements 

Gifts Register Statutory register of gifts received 
as required under section 5.89A of 
the Local Government Act 1995 

We noted the register of gifts 
contains record of disclosures 
made under the former provisions 
of the LGA and are published on the 
Town’s website as required. We did 
not observe a register of gifts in the 
prescribed form as required. 
Improvement: Establish a register 
of gifts in the prescribed form and 
publish on the Town’s official 
website as required. 

Notifiable Gifts Register Statutory register of gifts received 
(other than as required under 
section 5.89A of the Local 
Government Act 1995) 

A notifiable gifts register was not 
available for our inspection or 
published on the Town’s website as 
required by Regulation 34B (5) of 
the Local Government 
(Administration) Regulations 1996 
Improvement: Maintain a register 
to record details of notifications 
given in relation to gifts as 
required, and publish on the 
website. 

Financial Interest Register Record details required under the 
Act relating to financial 
circumstances of relevant persons 

The current register of financial 
interests contains returns for an 
individual who has ceased to be a 
relevant person. These returns are 
required to be removed and 
retained in a register of non-
current returns for a period of five 
years as required under section 
5.88 (4) of the LGA. 
Improvement: Review filing of 
returns and disclosures from 
individuals who have ceased to be 
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relevant persons of the 
organisation. 

Tender Register Statutory register of tenders 
called 

Inspection of the register noted it 
was not compliant with some 
requirements of the Local 
Government (Functions and 
General) Regulations 1996. The 
value of the consideration being 
sought by tenderers is recorded 
within the register, contrary to 
Regulation 16 (3)(c) of the Local 
Government (Functions and 
General) Regulations 1996.  
Improvement: Ensure the tender 
register complies with Regulation 
16 & 17 of the Local Government 
(Functions and General) 
Regulations 1996 for future tenders 
called. 

Monthly Statement of Financial 
Activity 

Monthly statements of financial 
activity prepared in accordance 
with legislative compliance 

We noted an explanation of 
material variances was not 
included in the documents 
supporting the statement of 
financial activity as required by 
regulation 34 (2)(b) of the Local 
Government (Financial 
Management) Regulations 1996. 
This occurred for the monthly 
statement of financial activity for 
the periods ended 31 July 2018, 31 
August 2018, 30 September 2018 
and 30 June 2019. 
Improvement: Ensure the monthly 
statement of financial activity 
contains all items required by 
legislation. 

 
The Independent Auditor’s Report, which forms part of the Annual Financial Report (and Annual 
Report), also raises a matter of non-compliance with Council’s Purchasing Policy. This has been noted 
in the Compliance Audit Return, and is discussed in more detail in a separated agenda report to the 
Audit Committee. 

 

11.5  OFFICER RECOMMENDATION 

That the Audit Committee endorse the submission of 2019 Compliance Audit Return to Council 
for adoption, noting that the matters of non-compliance have been addressed in a separate report 
which will be provided to the Minister for Local Government pursuant to section 7.9 of the Local 
Government Act 1995. 
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East Fremantle - Compliance Audit Return 2019

No  Reference Question Response Comments Respondent

1 s3.59(2)(a)(b)(c)  
F&G Reg 7,9

Has the local government prepared a 
business plan for each major trading 
undertaking in 2019?

N/A Peter Kocian

2 s3.59(2)(a)(b)(c)  
F&G Reg 7,10

Has the local government prepared a 
business plan for each major land 
transaction that was not exempt in 
2019?

N/A Peter Kocian

3 s3.59(2)(a)(b)(c)  
F&G Reg 7,10

Has the local government prepared a 
business plan before entering into each 
land transaction that was preparatory 
to entry into a major land transaction 
in 2019?

N/A Peter Kocian

4 s3.59(4) Has the local government complied 
with public notice and publishing 
requirements of each proposal to 
commence a major trading 
undertaking or enter into a major land 
transaction for 2019?

N/A Peter Kocian

5 s3.59(5) Did the Council, during 2019, resolve 
to proceed with each major land 
transaction or trading undertaking by 
absolute majority?

N/A Peter Kocian

Commercial Enterprises by Local Governments

Certified Copy of Return
Please submit a signed copy to the Director General of the Department of Local Government, Sport and Cultural Industries 
together with a copy of section of relevant minutes.
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No  Reference Question Response Comments Respondent

1 s5.16, 5.17, 5.18 Were all delegations to committees 
resolved by absolute majority?

Yes Janine May

2 s5.16, 5.17, 5.18 Were all delegations to committees in 
writing?

Yes Janine May

3 s5.16, 5.17, 5.18 Were all delegations to committees 
within the limits specified in section 
5.17?

Yes Janine May

4 s5.16, 5.17, 5.18 Were all delegations to committees 
recorded in a register of delegations?

Yes Janine May

5 s5.18 Has Council reviewed delegations to its 
committees in the 2018/2019 financial 
year?

Yes Janine May

6 s5.42(1),5.43  
Admin Reg 18G

Did the powers and duties of the 
Council delegated to the CEO exclude 
those as listed in section 5.43 of the 
Act?

Yes Janine May

7 s5.42(1)(2)  Admin 
Reg 18G

Were all delegations to the CEO 
resolved by an absolute majority?

Yes Janine May

8 s5.42(1)(2)  Admin 
Reg 18G

Were all delegations to the CEO in 
writing?

Yes Janine May

9 s5.44(2) Were all delegations by the CEO to any 
employee in writing?

Yes Janine May

10 s5.45(1)(b) Were all decisions by the Council to 
amend or revoke a delegation made by 
absolute majority?

Yes Janine May

11 s5.46(1) Has the CEO kept a register of all 
delegations made under the Act to him 
and to other employees?

Yes Janine May

12 s5.46(2) Were all delegations made under 
Division 4 of Part 5 of the Act reviewed 
by the delegator at least once during 
the 2018/2019 financial year?

Yes Janine May

13 s5.46(3)  Admin 
Reg 19

Did all persons exercising a delegated 
power or duty under the Act keep, on 
all occasions, a written record as 
required?

Yes Janine May

Delegation of Power / Duty

No  Reference Question Response Comments Respondent

1 s5.67 If a member disclosed an interest, did 
he/she ensure that they did not remain 
present to participate in any discussion 
or decision-making procedure relating 
to the matter in which the interest was 
disclosed (not including participation 
approvals granted under s5.68)?

Yes Janine May

2 s5.68(2) Were all decisions made under section 
5.68(1), and the extent of participation 
allowed, recorded in the minutes of 
Council and Committee meetings?

N/A Janine May

Disclosure of Interest
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No  Reference Question Response Comments Respondent

3 s5.73 Were disclosures under section 5.65 or 
5.70 recorded in the minutes of the 
meeting at which the disclosure was 
made?

Yes Janine May

4 s5.73 Where the CEO had an interest relating 
to a gift under section 5.71A(1), was 
written notice given to the Council?

N/A Janine May

5 s5.73 Where the CEO had an interest relating 
to a gift in a matter in respect of a 
report another employee is providing 
advice on under section 5.71A (3), was 
the nature of interest disclosed when 
the advice or report was provided?  

N/A Janine May

6 s5.75(1)  Admin 
Reg 22 Form 2

Was a primary return lodged by all 
newly elected members within three 
months of their start day?

Yes Janine May

7 s5.75(1)  Admin 
Reg 22 Form 2

Was a primary return lodged by all 
newly designated employees within 
three months of their start day?

Yes Janine May

8 s5.76(1) Admin 
Reg 23 Form 3

Was an annual return lodged by all 
continuing elected members by 31 
August 2019? 

Yes Janine May

9 s5.76(1) Admin 
Reg 23 Form 3

Was an annual return lodged by all 
designated employees by 31 August 
2019?

Yes Janine May

10 s5.77 On receipt of a primary or annual 
return, did the CEO, (or the Mayor/ 
President in the case of the CEO’s 
return) on all occasions, give written 
acknowledgment of having received 
the return?

Yes Janine May

11 s5.88(1)(2)  Admin 
Reg 28

Did the CEO keep a register of financial 
interests which contained the returns 
lodged under section 5.75 and 5.76?

Yes Janine May

12 s5.88(1)(2)  Admin 
Reg 28

Did the CEO keep a register of financial 
interests which contained a record of 
disclosures made under sections 5.65, 
5.70 and 5.71, in the form prescribed 
in Administration Regulation 28?

Yes Janine May

13 s5.89A Admin Reg 
28A

Did the CEO keep a register of gifts 
which contained a record of disclosures 
made under section 5.71A, in the form 
prescribed in Administration Regulation 
28A?

No A register of gifts of 
disclosures under this 
provision has now been 
placed on website.

Janine May

14 s5.88 (3) Has the CEO removed all returns from 
the register when a person ceased to 
be a person required to lodge a return 
under section 5.75 or 5.76?

No An ex-employee’s return 
had not been removed 
from the register. This 
has been rectified.

Janine May

15 s5.88(4) Have all returns lodged under section 
5.75 or 5.76 and removed from the 
register, been kept for a period of at 
least five years, after the person who 
lodged the return ceased to be a 
council member or designated 
employee?

Yes Janine May
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No  Reference Question Response Comments Respondent

16 s5.103  Admin Reg 
34C & Rules of 
Conduct Reg 11

Where an elected member or an 
employee disclosed an interest in a 
matter discussed at a Council or 
committee meeting where there was a 
reasonable belief that the impartiality 
of the person having the interest would 
be adversely affected, was it recorded 
in the minutes?

Yes All impartiality interest 
disclosures are recorded 
in Council minutes.

Janine May

17 s5.70(2) Where an employee had an interest in 
any matter in respect of which the 
employee provided advice or a report 
directly to the Council or a Committee, 
did that person disclose the nature of 
that interest when giving the advice or 
report? 

Yes Janine May

18 s5.70(3) Where an employee disclosed an 
interest under s5.70(2), did that 
person also disclose the extent of that 
interest when required to do so by the 
Council or a Committee?

N/A Janine May

19 s5.103(3) Admin 
Reg 34B

Has the CEO kept a register of all 
notifiable gifts received by Council 
members and employees?

Yes Janine May

No  Reference Question Response Comments Respondent

1 s3.58(3) Was local public notice given prior to 
disposal for any property not disposed 
of by public auction or tender (except 
where excluded by Section 3.58(5))?

Yes Peter Kocian

2 s3.58(4) Where the local government disposed 
of property under section 3.58(3), did 
it provide details, as prescribed by 
section 3.58(4), in the required local 
public notice for each disposal of 
property?

Yes Peter Kocian

Disposal of Property

No  Reference Question Response Comments Respondent

1 Elect Reg 30G (1)
(2)

Did the CEO establish and maintain an 
electoral gift register and ensure that 
all 'disclosure of gifts' forms completed 
by candidates and received by the CEO 
were placed on the electoral gift 
register at the time of receipt by the 
CEO and in a manner that clearly 
identifies and distinguishes the 
candidates?

Yes Janine May

2 Elect Reg 30G(3) &
(4)

Did the CEO remove any ‘disclosure of 
gifts’ forms relating to an unsuccessful 
candidate or a successful candidate 
that completed the term of office from 
the electoral gift register, and retain 
those forms separately for a period of 
at least 2 years?

N/A Janine May

Elections
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No  Reference Question Response Comments Respondent

1 s7.1A Has the local government established 
an audit committee and appointed 
members by absolute majority in 
accordance with section 7.1A of the 
Act?

Yes Peter Kocian

2 s7.1B Where a local government determined 
to delegate to its audit committee any 
powers or duties under Part 7 of the 
Act, did it do so by absolute majority?

N/A Peter Kocian

3 s7.3(1) Was the person(s) appointed by the 
local government under s7.3(1) to be 
its auditor, a registered company 
auditor?

N/A OAG now responsible for 
financial audit

Peter Kocian

4 s7.3(1), 7.6(3) Was the person or persons appointed 
by the local government to be its 
auditor, appointed by an absolute 
majority decision of Council?

N/A Peter Kocian

5 Audit Reg 10 Was the Auditor’s report(s) for the 
financial year(s) ended 30 June 
received by the local government 
within 30 days of completion of the 
audit?

Yes Peter Kocian

6 s7.9(1) Was the Auditor’s report for the 
financial year ended 30 June 2019 
received by the local government by 
31 December 2019?

Yes Dated 13 December 
2019

Peter Kocian

7 S7.12A(3) Where the local government 
determined that matters raised in the 
auditor’s report prepared under s7.9
(1) of the Act required action to be 
taken, did the local government, 
ensure that appropriate action was 
undertaken in respect of those 
matters?

Yes Report to Audit 
Committee 29 January 
2020

Peter Kocian

8 S7.12A (4) Where the auditor identified matters as 
significant in the auditor’s report 
(prepared under s7.9(1) of the Act), 
did the local government prepare a 
report stating what action had been 
taken or it intended to take with 
respect to each of the matters and 
give a copy to the Minister within 3 
months after receipt of the audit 
report? 

Yes Report to Audit 
Committee 29 January 
2020

Peter Kocian

9 S7.12A (4) Within 14 days after the local 
government gave a report to the 
Minister under s7.12A(4) (b), did the 
CEO publish a copy of the report on 
the local government’s official website?

Yes The Town will comply 
with this requirement

Peter Kocian

10 Audit Reg 7 Did the agreement between the local 
government and its auditor include the 
objectives of the audit?

N/A OAG Peter Kocian

11 Audit Reg 7 Did the agreement between the local 
government and its auditor include the 
scope of the audit?

N/A OAG Peter Kocian

Finance
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No  Reference Question Response Comments Respondent

12 Audit Reg 7 Did the agreement between the local 
government and its auditor include a 
plan for the audit?

N/A OAG Peter Kocian

13 Audit Reg 7 Did the agreement between the local 
government and its auditor include 
details of the remuneration and 
expenses to be paid to the auditor?

N/A OAG Peter Kocian

14 Audit Reg 7 Did the agreement between the local 
government and its auditor include the 
method to be used by the local 
government to communicate with, and 
supply information to, the auditor?

N/A OAG Peter Kocian

No  Reference Question Response Comments Respondent

1 s5.56  Admin Reg 
19DA (6)

Has the local government adopted a 
Corporate Business Plan. If Yes, please 
provide adoption date of the most 
recent Plan in Comments? 

Yes Adopted OCM 18/06/19 Peter Kocian

2 s5.56  Admin Reg 
19DA (4)

Has the local government reviewed the 
Corporate Business Plan in the 2018-
2019 Financial Year. If Yes, please 
provide date of Council meeting the 
review was adopted at?

Yes Reviewed as part of new 
CBP adopted 18/06/19

Peter Kocian

3 s5.56  Admin Reg 
19C 

Has the local government adopted a 
Strategic Community Plan. If Yes, 
please provide adoption date of the 
most recent Plan in Comments? 

Yes Adopted OCM 19/09/17 Peter Kocian

4 s5.56  Admin Reg 
19C (4) 

Has the local government reviewed the 
current Strategic Community Plan. If 
Yes, please provide date of most 
recent review by Council in Comments. 

Note: If the current Strategic 
Community Plan was adopted after 
1/1/2016, please respond N/A and 
provide adoption date in Comments? 

N/A Adopted OCM 19/09/17
Scheduled for review in 
2020

Peter Kocian

5 S5.56 Admin Reg 
19DA (3)

Has the local government developed 
an Asset Management Plan(s) that 
covers all asset classes. If Yes, please 
provide the date of the most recent 
Plan adopted by Council in Comments?

Yes Strategic Resource Plan 
(combined Asset 
Management Plan and 
LTFP) adopted 21/05/19

Peter Kocian

6 S5.56  Admin Reg 
19DA (3)

Has the local government developed a 
Long Term Financial Plan. If Yes, 
please provide the adoption date of the 
most recent Plan in Comments? 

Yes Strategic Resource Plan 
(combined Asset 
Management Plan and 
LTFP) adopted 21/05/19

Peter Kocian

7 S5.56 Admin Reg 
19DA (3)

Has the local government developed a 
Workforce Plan. If Yes, please provide 
adoption date of the most recent Plan 
in comments? 

Yes Adopted OCM 20/08/19 Peter Kocian

Integrated Planning and Reporting

6 of 13

Department of Local Government, Sport and Cultural Industries - Compliance Audit  ReturnREPORT 11.5 ATTACHMENT 1

177177



No  Reference Question Response Comments Respondent

1 Admin Reg 18C Did the local government approve the 
process to be used for the selection 
and appointment of the CEO before the 
position of CEO was advertised?

N/A Peter Kocian

2 s5.36(4) s5.37(3), 
Admin Reg 18A

Were all vacancies for the position of 
CEO and other designated senior 
employees advertised and did the 
advertising comply with s.5.36(4), 
5.37(3) and Admin Reg 18A?

N/A Peter Kocian

3 Admin Reg 18F Was the remuneration and other 
benefits paid to a CEO on appointment 
the same remuneration and benefits 
advertised for the position of CEO 
under section 5.36(4)?

N/A Peter Kocian

4 Admin Regs 18E Did the local government ensure 
checks were carried out to confirm that 
the information in an application for 
employment was true (applicable to 
CEO only)?

N/A Peter Kocian

5 s5.37(2) Did the CEO inform Council of each 
proposal to employ or dismiss a 
designated senior employee?

N/A Peter Kocian

Local Government Employees
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No  Reference Question Response Comments Respondent

1 s5.120 Where the CEO is not the complaints 
officer, has the local government 
designated a senior employee, as 
defined under s5.37, to be its 
complaints officer? 

N/A Janine May

2 s5.121(1) Has the complaints officer for the local 
government maintained a register of 
complaints which records all 
complaints that result in action under 
s5.110(6)(b) or (c)?

Yes Janine May

3 s5.121(2)(a) Does the complaints register 
maintained by the complaints officer 
include provision for recording of the 
name of the council member about 
whom the complaint is made?

Yes Janine May

4 s5.121(2)(b) Does the complaints register 
maintained by the complaints officer 
include provision for recording the 
name of the person who makes the 
complaint?

Yes Janine May

5 s5.121(2)(c) Does the complaints register 
maintained by the complaints officer 
include provision for recording a 
description of the minor breach that 
the standards panel finds has occured?

Yes Janine May

6 s5.121(2)(d) Does the complaints register 
maintained by the complaints officer 
include the provision to record details 
of the action taken under s5.110(6)(b) 
or (c)?

Yes Janine May

Official Conduct
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No  Reference Question Response Comments Respondent

1 Financial 
Management Reg 5
(2)(c)

Did the CEO review the 
appropriateness and effectiveness of 
the local government’s financial 
management systems and procedures 
in accordance with Local Government 
(Financial Management) Regulation 5
(2)(c) within the 3 years prior to 31 
December 2019?  If yes, please 
provide date of Council resolution in 
comments?

Yes May 2017 Peter Kocian

2 Audit Reg 17 Did the CEO review the 
appropriateness and effectiveness of 
the local government’s systems and 
procedures in relation to risk 
management, internal control and 
legislative compliance in accordance 
with Local Government (Audit) 
Regulation 17 within the 3 years prior 
to 31 December 2019?  If yes, please 
provide date of Council resolution in 
comments?

Yes March 2017 Peter Kocian

3 Financial 
Management Reg 
5A.

Did the local government provide AASB 
124 related party information in its 
annual report(s) tabled at an electors 
meeting(s) during calendar year 2019?

Yes Peter Kocian

4 S6.4(3) Did the local government submit to its 
auditor by 30 September 2019 the 
balanced accounts and annual financial 
report for the year ending 30 June 
2019?

Yes Peter Kocian

Optional Questions

No  Reference Question Response Comments Respondent

1 s3.57  F&G Reg 11 Did the local government invite 
tenders on all occasions (before 
entering into contracts for the supply 
of goods or services) where the 
consideration under the contract was, 
or was expected to be, worth more 
than the consideration stated in 
Regulation 11(1) of the Local 
Government (Functions & General) 
Regulations (Subject to Functions and 
General Regulation 11(2))?

Yes Peter Kocian

2 F&G Reg 12 Did the local government comply with 
F&G Reg 12 when deciding to enter 
into multiple contracts rather than 
inviting tenders for a single contract?

N/A Peter Kocian

3 F&G Reg 14(1) & 
(3)

Did the local government invite 
tenders via Statewide public notice?

Yes Janine May

Tenders for Providing Goods and Services
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No  Reference Question Response Comments Respondent

4 F&G Reg 14 & 15 Did the local government's advertising 
and tender documentation comply with 
F&G Regs 14, 15 & 16?

No Inspection of the 
register noted it was not 
compliant with some 
requirements of the 
Local Government 
(Functions and General) 
Regulations 1996. The 
value of the 
consideration being 
sought by tenderers is 
recorded within the 
register, contrary to 
Regulation 16 (3)(c) of 
the Local Government 
(Functions and General) 
Regulations 1996. 
Improvement: Ensure 
the tender register 
complies with Regulation 
16 & 17 of the Local 
Government (Functions 
and General) 
Regulations 1996 for 
future tenders called.

Peter Kocian

5 F&G Reg 14(5) If the local government sought to vary 
the information supplied to tenderers, 
was every reasonable step taken to 
give each person who sought copies of 
the tender documents or each 
acceptable tenderer, notice of the 
variation?

Yes Peter Kocian

6 F&G Reg 16 Did the local government's procedure 
for receiving and opening tenders 
comply with the requirements of F&G 
Reg 16?

No Inspection of the 
register noted it was not 
compliant with some 
requirements of the 
Local Government 
(Functions and General) 
Regulations 1996. The 
value of the 
consideration being 
sought by tenderers is 
recorded within the 
register, contrary to 
Regulation 16 (3)(c) of 
the Local Government 
(Functions and General) 
Regulations 1996. 
Improvement: Ensure 
the tender register 
complies with Regulation 
16 & 17 of the Local 
Government (Functions 
and General) 
Regulations 1996 for 
future tenders called.

Peter Kocian

7 F&G Reg 18(1) Did the local government reject the 
tenders that were not submitted at the 
place, and within the time specified in 
the invitation to tender?

Yes Peter Kocian
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No  Reference Question Response Comments Respondent

8 F&G Reg 18 (4) In relation to the tenders that were not 
rejected, did the local government 
assess which tender to accept and 
which tender was most advantageous 
to the local government to accept, by 
means of written evaluation criteria?

Yes Peter Kocian

9 F&G Reg 17 Did the information recorded in the 
local government's tender register 
comply with the requirements of F&G 
Reg 17 and did the CEO make the 
tenders register available for public 
inspection?

No Inspection of the 
register noted it was not 
compliant with some 
requirements of the 
Local Government 
(Functions and General) 
Regulations 1996. The 
value of the 
consideration being 
sought by tenderers is 
recorded within the 
register, contrary to 
Regulation 16 (3)(c) of 
the Local Government 
(Functions and General) 
Regulations 1996. 
Improvement: Ensure 
the tender register 
complies with Regulation 
16 & 17 of the Local 
Government (Functions 
and General) 
Regulations 1996 for 
future tenders called.

Peter Kocian

10 F&G Reg 19 Did the CEO give each tenderer written 
notice advising particulars of the 
successful tender or advising that no 
tender was accepted?

Yes Peter Kocian

11 F&G Reg 21 & 22 Did the local governments advertising 
and expression of interest 
documentation comply with the 
requirements of F&G Regs 21 and 22?

Yes Peter Kocian

12 F&G Reg 23(1) Did the local government reject the 
expressions of interest that were not 
submitted at the place and within the 
time specified in the notice?

N/A Peter Kocian

13 F&G Reg 23(4) After the local government considered 
expressions of interest, did the CEO list 
each person considered capable of 
satisfactorily supplying goods or 
services?

N/A Peter Kocian

14 F&G Reg 24 Did the CEO give each person who 
submitted an expression of interest, a 
notice in writing in accordance with 
Functions & General Regulation 24?

N/A Peter Kocian

15 F&G Reg 24AC (1) 
& (2) 

Has the local government established a 
policy on procurement of goods and 
services from pre-qualified suppliers in 
accordance with the regulations?

No Peter Kocian

16 F&G Reg 24AD(2) Did the local government invite 
applicants for a panel of pre-qualified 
suppliers via Statewide public notice?

N/A Peter Kocian
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No  Reference Question Response Comments Respondent

17 F&G Reg 24AD(4) 
& 24AE

Did the local government's advertising 
and panel documentation comply with 
F&G Regs 24AD(4) & 24AE?

N/A Peter Kocian

18 F&G Reg 24AF Did the local government's procedure 
for receiving and opening applications 
to join a panel of pre-qualified 
suppliers comply with the requirements 
of F&G Reg 16 as if the reference in 
that regulation to a tender were a 
reference to a panel application? 

N/A Peter Kocian

19 F&G Reg 24AD(6) If the local government sought to vary 
the information supplied to the panel, 
was every reasonable step taken to 
give each person who sought detailed 
information about the proposed panel 
or each person who submitted an 
application, given notice of the 
variation? 

N/A Peter Kocian

20 F&G Reg 24AH(1) Did the local government reject the 
applications to join a panel of pre-
qualified suppliers that were not 
submitted at the place, and within the 
time specified in the invitation for 
applications?

N/A Peter Kocian

21 F&G Reg 24AH(3) In relation to the applications that 
were not rejected, did the local 
government assess which application
(s) to accept and which application(s) 
were most advantageous to the local 
government to accept, by means of 
written evaluation criteria? 

N/A Peter Kocian

22 F&G Reg 24AG Did the information recorded in the 
local government's tender register 
about panels of pre-qualified suppliers, 
comply with the requirements of F&G 
Reg 24AG? 

N/A Peter Kocian

23 F&G Reg 24AI Did the CEO send each person who 
submitted an application, written 
notice advising if the person's 
application was accepted and they are 
to be part of a panel of pre-qualified 
suppliers, or, that the application was 
not accepted?

N/A Peter Kocian

24 F&G Reg 24E Where the local government gave a 
regional price preference, did the local 
government comply with the 
requirements of F&G Reg 24E including 
the preparation of a regional price 
preference policy?

N/A Peter Kocian

25 F&G Reg 24F Did the local government comply with 
the requirements of F&G Reg 24F in 
relation to an adopted regional price 
preference policy?

N/A Peter Kocian

26 F&G Reg 11A Does the local government have a 
current purchasing policy that comply 
with F&G Reg 11A(3) in relation to 
contracts for other persons to supply 
goods or services where the 
consideration under the contract is, or 
is expected to be, $150,000 or less?

Yes Peter Kocian
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No  Reference Question Response Comments Respondent

27 F&G Reg 11A Did the local government comply with 
it's current purchasing policy in relation 
to the supply of goods or services 
where the consideration under the 
contract is, or is expected to be 
$150,000 or less or worth $150,000 or 
less?

No OAG have raised 
instances of non-
compliance with the 
Purchasing Policy as a 
significant matter in the 
Independent Auditors 
Report. This matter is 
being addressed in a 
report to the Audit 
Committee and Minister 
pursuant to section 7.12 
of the Local Government 
Act.

Peter Kocian

I certify this Compliance Audit return has been adopted by Council at its meeting on

Signed Mayor / President, East Fremantle Signed CEO, East Fremantle
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11.6 2020 Audit Work Plan and Meeting Schedule 

File ref F/AUD1 
Prepared by Peter Kocian, Executive Manager Corporate Services 
Supervised by Gary Tuffin, Chief Executive Officer 
Meeting Date: 29 January 2020 
Voting requirements Simple Majority  
Documents tabled Nil 
Attachments Nil 

Purpose 
The Audit Committee is requested to endorse the proposed work plan and meeting schedule for the 
2020 calendar year. 

Executive Summary 
This report provides an overview of the local government audit framework. It also recommends an 
internal audit work plan, which includes items that are traditionally considered “high-risk”, with items 
having been identified in external audit management letters and the previous financial management 
review, as well as subject matter of performance audits undertaken by the Office of Auditor General. 
The development of an internal audit work plan is also recommended in the internal audit framework 
detailed in section 7 of the WA Local Government Accounting Manual. 

Background 
The Department of Local Government has prepared operational guidelines on audit in local 
government. The guidelines outline audit requirements including the establishment of an audit 
committee and key functions. 

The Guidelines define the role of the Audit committee “to support Council in fulfilling its governance 
and oversight responsibilities in relation to financial reporting, internal control structure, risk 
management systems, internal and external audit functions and ethical accountability”. 

The Guidelines also state that the Audit committee needs to form an opinion of the local governments 
internal audit requirements and recommend a course of action that ensures that any internal audit 
processes adopted are appropriate, accountable and transparent. 

Legislative Audit Framework: 
The Local Government Act 1995, Local Government (Audit) Regulations 1996 and Local Government 
(Financial Management) Regulations 1996 detail the statutory requirements with respect to audit of 
local government. The following reporting requirements to the audit committee are mandatory: 

Item Requirements Legislation 

External Audit Report The Auditor is to provide a report 
(annually) giving an opinion on the 
financial position of the local 
government and the results of the 
operations of the local government. 
Where it is considered by the auditor 
appropriate to do so, the audit is to 
prepare a management report to 
accompany the auditor’s report. 

Regulation 10 of the Local 
Government (Audit) Regulations 
1996 
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Compliance Audit Return Local Governments are required to 
complete a statutory compliance 
return (Compliance Audit Return) 
annually and have the return adopted 
by Council. The return is a checklist of a 
local government’s compliance with 
the requirements of the Act and its 
Regulations, concentrating on areas of 
compliance considered ‘high risk’. The 
audit committee is to review the 
Compliance Audit Return and report to 
the Council the results of that review. 

Regulation 14 of the Local 
Government (Audit) Regulations 
1996 

Risk Management/Internal 
Controls/Legislative 
Framework 

The CEO is to review the 
appropriateness and effectiveness of a 
local governments and procedures in 
relation to risk management, internal 
control and legislative compliance at 
least once every three years and report 
to the audit committee the results of 
that review. 

Regulation 17 of the Local 
Government (Audit) Regulations 
1996 

Financial Management 
Review 

The CEO is review the appropriateness 
and effectiveness of the financial 
management systems and procedures 
of the local government at least once 
every years and reports the results of 
that review. 

Regulation 5 of the Local 
Government (Financial 
Management) Regulations 1996 

 
External Audit Framework: 
Pursuant to section 7.2 of the Local Government Act 1995, the accounts and annual financial report of 
a local government for each financial year are required to be audited. The Act and Regulations 
prescribe the scope of the external audit of the annual financial statements of the local government. 
The operational guidelines also include a minimum standard audit specification. 
 
The critical matters for audit are: 

 Revenue – rates revenue, government grants, fees and charges 

 Expenditure – salaries and wages, depreciation, materials and contract expense, insurance 

 Current Assets – bank and short-term assets, receivables, inventory 

 Non-Current Assets – property, plant, furniture and equipment, infrastructure and depreciation 

 Liabilities – creditors and accruals, loan borrowings, provision for annual and long service leave 
entitlements 

 Reserve Funds 

 Contingent Liabilities 

 Capital Commitments 

 Accounting Policies 

 Cash Flow Statement 

 Financial Ratios 
 
On 24 August 2017, amendments to the Local Government Act 1995 were passed by State Parliament 
that enables the Auditor General to audit council finances and performance. The Auditor General will 
take over responsibility for financial audits on a transitional basis as existing audit contracts expire. 
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The Town of East Fremantle has fallen under the audit remit of the Office of Auditor General from the 
2018/19 financial year. 
 
Following commencement of the new legislation, a local government cannot appoint a person to be 
its auditor. The Auditor General will be able to contract out some or all of the financial audits but all 
audits will be done under the supervision of the Auditor General. 
 
Internal Audit Framework: 
Internal auditing is an independent, objective assurance and consulting activity designed to add value 
and improve the effectiveness of risk management, control, and governance processes. Establishing a 
formal internal audit function is not a legislative requirement but the development of appropriate 
internal controls will enhance risk management processes. The internal audit function can either be 
resourced internally or contracted out.  
 
All internal audit reports must be referred to the Audit Committee for consideration. Internal auditor’s 
activities should typically include the following: 

 Examination of financial and operating information that includes detailed testing of transactions, 
balances and procedures; 

 A risk assessment with the intention of minimizing exposure to all forms of risk on the local 
government; 

 A review of the efficiency and effectiveness of operations and services including non-financial 
controls of a local government; 

 A review of compliance with management policies and directives and any other internal 
requirements; 

 Review of the annual Compliance Audit Return; 

 Assist in the CEOs biennial reviews of the appropriateness and effectiveness of the local 
government’s systems and procedures in regard to risk management, internal control and 
legislative compliance. 

 
The internal auditor should report functionally to the audit committee and administratively to the 
CEO. It should be remembered that pursuant to section 5.41 of the Act, the CEO is responsible for the 
day to day management of local government activities including the direction of staff and implicitly 
the internal audit function. The CEO may choose to delegate this responsibility.  
 
Consultation 
Chief Executive Officer 
Manager Administration and Finance 
 
Statutory Environment 
The local government audit framework is governed by the Local Government Act 1995 and Regulations 
including the Local Government (Administration) Regulations 1996, Local Government (Audit) 
Regulations 1996, Local Government (Financial Management) Regulations 1996 and Local Government 
(Functions and General) Regulations 1996. 
 
Regulation 12 of the Local Government (Administration) Regulations 1996 requires a local government 
to give local public notice of the dates on which and the time and place at which Council and 
Committee Meetings are to be held in the next 12 months. 
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Policy Implications 
Council has adopted an Internal Audit Charter, which outlines a number of objectives with respect to 
internal audit activities. 
 
Financial Implications  
Council has approved a budget of $150,000 for Strategic and Business Planning. Internal audit activities 
that are outsourced can be funded under this budget. 
 
Risk Implications 

 
Risk Matrix 

 
A risk is often specified in terms of an event or circumstance and the consequences that may flow 
from it. An effect may be positive, negative or a deviation from the expected and may be related to 
the following objectives; occupational health and safety, financial, service interruption, compliance, 
reputation and environment. A risk matrix has been prepared and a risk rating is provided below. Any 
items with a risk rating over 16 will be added to the Risk Register, and any item with a risk rating over 
16 will require a specific risk treatment plan to be developed. 
 

Risk Rating 9 

Does this item need to be added to the Town’s Risk Register No 

Is a Risk Treatment Plan Required No 

 
Strategic Implications 
Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 

Risk 

Risk 

Likelihood 

(based on 

history & 

with 

existing 

controls) 

Risk Impact / 

Consequence 

Risk Rating 

(Prior to 

Treatment or 

Control) 

Principal Risk 

Theme 

Risk Action Plan 

(Controls or 

Treatment 

proposed) 

Lack of 

resourcing to 

support an 

Internal Audit 

function Possible (3)  Moderate (3) 

Moderate (5-

9)  Compliance 

Manage by 

ensuring adequate 

budget allocation  

            Consequence 

 

Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 
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Comment 
The Audit Committee Terms of Reference requires the Audit Committee to meet at least three times 
per year, with the dates to be set each year by Council, with authority to convene additional meetings, 
as circumstances require. 
 
Clause 6.7 of the Terms of Reference also requires the Audit Committee to develop a forward meeting 
schedule that includes the dates, location, and proposed work plan for each meeting for the 
forthcoming year, that cover all the responsibilities outlined. These responsibilities include: 

 Risk Management 

 Business Continuity 

 Internal Control 

 Review of Annual Financial Statements 

 Internal/external performance audits 
 

10.2  OFFICER RECOMMENDATION 

That the Audit Committee: 

1. endorse the proposed meeting dates for 2020 as follows: 
Date Time  Place 

4 March 2020 6.30pm Council Chambers 

8 July 2020 6.30pm Council Chambers 

4 November 2020 6.30pm Council Chambers 

 
2. endorse the following work plan for 2020 with items to be presented to the Audit Committee: 

 Date  Items  

March 2020 - Midyear budget review 
- Compliance Audit Return 
- Review of Finance Policies 
- Standing status report 

 

July 2020 - Interim Audit Management Letter 
- Internal audit of all requisitions over $5k and evidence 

of quotations 
- Close out report on implementation of 

recommendations from the General Computer Control 
Audit 

- Standing status report 

 

November 2020 - Annual Financial Statements  
- Audit Report and Management Letter 
- Annual meeting with Auditor 
- Standing status report 
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11.7 Recurrent Status Report – Risk Management, Internal Controls and Legislative Compliance 
 
File ref F/AUD1 
Prepared by Peter Kocian, Executive Manager Corporate Services 
Supervised by Gary Tuffin, Chief Executive Officer 
Meeting Date: 29 January 2020 
Voting requirements Simple Majority  
Documents tabled Nil 
Attachments 1. Status Report 
   
Purpose 
It is recommended that the Audit Committee receive a status report on all outstanding matters raised 
in external audit reports, financial management reviews, performance audits, internal audit reports 
and any other review relevant to the Audit Committee’s Terms of Reference. 
 
Executive Summary 
A status report has been prepared reporting against identified issues with respect to audit, risk 
management, internal controls, procurement matters and legislative compliance.  The status report is 
not an exhaustive listing and will become a living document and updated as issues are identified. It is 
presented to the Audit Committee to assist in their role to report to Council and provide advice and 
recommendations on matters relevant to its terms of reference. 
 
Background 
The Department of Local Government has published an Operational Guideline on Audit in Local 
Government. Appendix 3 of this Guideline lists a number of matters that should be presented to an 
Audit Committee for review and monitoring: 
 
Risk Management:  

 Reviewing whether the local government has an effective risk management system; 

 Reviewing whether the local government has a current and effective business continuity plan; 

 Reviewing areas of potential non-compliance with legislation, regulations and standards and local 
governments policies; 

 Reviewing the following; litigation and claims, misconduct, and significant business risks; 

 Obtaining regular risk reports, which identify key risks, the status and the effectiveness of the risk 
management systems, to ensure that identified risks are monitored and new risks are identified, 
mitigated and reported; 

 Assessing the adequacy of local government processes to manage insurable risks and ensure the 
adequacy of insurance cover, and if applicable, the level of self-insurance; 

 Reviewing the effectiveness of the local governments internal control system with management 
and the internal and external auditors; 

 Assessing whether management has controls in place for unusual types of transactions and/or 
any potential transactions that might carry more than an acceptable degree of risk; 

 Assessing the local government’s procurement framework with a focus on the probity and 
transparency of policies and procedures/processes and whether these are being applied. 

 
Internal Control Systems: 

 Separation of roles and functions, processing and authorisation; 

 Control of approval of documents, letters and financial records; 

 Limit of direct physical access to assets and records; 
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 Control of computer applications and information system standards; 

 Regular maintenance and review of financial control accounts and trial balances; 

 Comparison and analysis of financial results with budgeted amounts; 

 Report, review and approval of financial payments and reconciliations; 

 Comparison of the result of physical cash and inventory counts with accounting records. 
 
Legislative Compliance: 

 Monitoring compliance with legislation and regulations; 

 Reviewing the annual Compliance Audit Return and reporting to Council the results of that 
review; 

 Reviewing whether the local government has procedures for it to receive, retain and treat 
complaints, including confidential and anonymous employee complaints; 

 Obtaining assurance that adverse trends are identified and review managements plans to deal 
with these; 

 Reviewing management disclosures in financial reports of the effect of significant compliance 
issues; 

 Considering the internal auditors role in assessing compliance and ethics risks in their plan; 

 Monitoring the local government’s compliance frameworks dealing with relevant external 
legislation and regulatory requirements. 

 
Consultation 
Chief Executive Officer 
Manager Finance and Administration 
 
Statutory Environment 
Regulation 17 of the Local Government (Audit) Regulations 1996 requires the CEO to review the 
appropriateness and effectiveness of a local governments systems and procedures in relation to risk 
management, internal control and legislative compliance separately or all at the one time, on the 
provision that each matter is reviewed at least once every three years. The CEO is also required to 
report the results of that review to Council. 
 
Policy Implications 
There are no Council Policies relevant to this item. 
 
Financial Implications  
There are no financial implications relevant to this item. 
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Risk Implications 

 
Risk Matrix 

 
A risk is often specified in terms of an event or circumstance and the consequences that may flow 
from it. An effect may be positive, negative or a deviation from the expected and may be related to 
the following objectives; occupational health and safety, financial, service interruption, compliance, 
reputation and environment. A risk matrix has been prepared and a risk rating is provided below. Any 
items with a risk rating over 16 will be added to the Risk Register, and any item with a risk rating over 
16 will require a specific risk treatment plan to be developed. 
 

Risk Rating 4 

Does this item need to be added to the Town’s Risk Register No 

Is a Risk Treatment Plan Required No 

 
Strategic Implications 
Strategic Priority 5 – Leadership and Governance 
5.1 Strengthen organisational accountability and transparency 
5.3 Strive for excellence in leadership and governance 
 
Comment 
The status sheet has been updated accordingly. 
 

11.7  OFFICER RECOMMENDATION 

That the Audit Committee receives the status report on items relevant to its Terms of Reference. 

 

 

Risk 

Risk 

Likelihood 

(based on 

history & with 

existing 

controls) 

Risk Impact / 

Consequence 

Risk Rating 

(Prior to 

Treatment or 

Control) 

Principal 

Risk Theme 

Risk Action Plan (Controls 

or Treatment proposed) 

That key 

findings are not 

actioned Possible (3)  Moderate (3) 

Moderate (5-

9)  Compliance 

Control through oversight 

by the Audit Committee 

and ensuring adequate 

budget allocation for 

resourcing  

            Consequence 

 

Likelihood 

Insignificant Minor Moderate Major Extreme 

1 2 3 4 5 

Almost Certain 5 Moderate (5) High (10) High (15) Extreme (20) Extreme (25) 

Likely 4 Low (4) Moderate (8) High (12) High (16) Extreme (20) 

Possible 3 Low (3) Moderate (6) Moderate (9) High (12) High (15) 

Unlikely 2 Low (2) Low (4) Moderate (6) Moderate (8) High (10) 

Rare 1 Low (1) Low (2) Low (3) Low (4) Moderate (5) 
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Audit Committee - Status Report

Findings Ref

Risk 

Rating

Progress 

Update Officer Status

Finalisation of the Business Continuity Plan
Reg 17 Review High Completed The Business Continuity Plan has been developed & tested

Development of a Risk Register
Reg 17 Review High Completed Presented to July 2019 Audit Committee Meeting.

Review the Municipal Heritage Inventory
Reg 17 Review Low

Not 

Commenced Scheduled in the Corporate Business Plan for 2020/21.

Update Lease Register 

Reg 17 Review Medium Completed

A number of leases remain outstanding

Draft leases have been provided to the Soccer club, Sea scouts & Rowing 

Club. 

Develop Annual Playground Inspection Program
Reg 17 Review Medium Completed

Playground Inspection Audit undertaken 8th May 2019, resulting in a 10 year 

replacement/maintenance program has been developed and incorporated in 

the long term financial plan 

Review and Implement Disaster Recovery Plan
Reg 17 Review High Completed

The 2016 Disaster Recovery Plan has been updated and was provided to the 

Audit Committee July 2019.

Archives Records Management

Reg 17 Review Medium Underway

A proposal has been received for the archiving of basement records, and a 

tender prepared for the digitisation of planning/building records.

Develop Project Management Framework Reg 17 Review Medium Underway A Project Plan template has been implemented.

Develop Contract Register and Contract 

Management System Reg 17 Review High Underway A review of vital records has commenced.

That procedures be developed to ensure 

completed purchase orders are cleared from the 

creditors listing  FMR Low Underway

Open Purchase Order reports are being distributed and reviewed weekly. The 

distribution of these reports is automated.

That staff leave accruals be managed to reduce 

liability  
FMR Low Underway

Monthly leave accrual reports are being distributed to Managers. Leave 

management plans are being developed for staff with excessive leave 

balances.

REPORT 11.7 ATTACHMENT 1
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That Council take necessary actions to improve its 

financial ratios, namely the Operating Surplus Ratio 

and Asset Sustainability Ratio  
FMR Low Underway

The Long Term Financial Plan includes ratio projections over 15 years. 

Depreciation expense will reduce signifcantly in 19/20 leading to an 

improvement in ratios.

That a Risk Register be presented to the Audit 

Committee FMR High Completed Presented to July 2019 Audit Committee Meeting.

Large long service leave balances
Management 

Letter Medium Underway Balance has been reduced.

REPORT 11.7 ATTACHMENT 1
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12. MATTERS BEHIND CLOSED DOORS

13. CLOSURE OF MEETING

196


	Blank Page



